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Abstract: Cloud computing is one of the most trending 

technology which got on its wheels from the recent 

past. It serves in various ways like storage space, 

application provision, easy access etc. Its cost-

efficiency and flexibility makes it the most appealing 

technology. This trending technology also suffers from 

few flaws which weakens its usage. Cloud computing 

provides unlimited storage space, availability, 

accessibility from anywhere, anytime to individuals. 

One of the flaws to be taken into consideration is 

storage of duplicate copies of data and also security 

issue. Storing the duplicate files of data occupies vast 

space which is of no use. Due to continuous increase in 

number of users and their data, the storage requirement 

also increased. Data Deduplication becomes important 

technique for cloud storage providers.  Deduplication is 

a technique for eliminating duplicate copies of data, 

and has been widely used in cloud storage to utilize the 

storage space optimally and upload bandwidth. Hence 

duplicate files are identified with the help of hash code. 

These hash codes are generated through Hash algorithm 

(SHA-512). Authentication will be provided based on 

this hash code-verifying approach. Secure Data 

Deduplication allows cloud storage and service 

providers to employ data with confidentiality. 

 

Keywords:  De-duplication, Security, SHA-512, 

Storage. 

 

I. Introduction 

 

Cloud computing provides us a means by which we can 

access the applications as utilities, over the Internet. It 

allows us to create, configure, and customize 

applications online. With cloud computing users can 

access database resources via the internet from 

anywhere for as long as they need without worrying 

about any maintenance or management of actual 

resource [1][2]. NIST has defined cloud computing as 

“a model for enabling ubiquitous convenient, on 

demand network access to a resource pool of 

computing resources that can be provisioned and 

released numerously with minimal management effort 

or service provider interaction”.[6] 

        

 

Cloud Computing can be simply defined as a model for 

ubiquitous, convenient, on-demand network access to a 

shared pool of configurable computing resources. 

Various computing resources are storage, network and 

servers. There are five important characteristics of a 

cloud like On-demand self-service, Broad Network 

Access, Resource Pooling, Rapid Elasticity and 

Measured Service. Cloud Computing can be mainly 

classified into three deployment models. They are 

Public, Private and Hybrid clouds. Public cloud is the 

one which provide access to all the individuals.  

These cloud computing services are broadly 

categorized into three types. They are as follows 

[1][6][8]: 

1. Software as a service (Saas). 

2. Platform as a service (Paas). 

3. Infrastructure as a service (Iaas). 

 

Software as a service provides the required software 

requested by the user. Cloud service provider the 

various software those are required for the applications. 

There are various projects which requires their 

respective applications. These applications are to be 

supported with various software, so in this Software as 

a service, these type of requests are handled. In 

Platform as a service, mainly operating systems are 

provided to the users by cloud service providers. PAAS 

can provide various platforms as requested by the users 

according to his applications.  

De-duplication: 
This process of de-duplication is one of the most 

important aspect of the cloud. Storing same file again 

and again will lead to a huge loss to the cloud provider 

and that also leads to wastage of available resources. So 

when  the same file is being uploaded again and again 

we simple keep the file uploaded for the first time and 

thereafter if the same file is uploaded again by some 

other user, we just create an illusion that the file got 

uploaded but we actually point the present space to the 

already existing file in the cloud. In this way we avoid 

duplication of file and the process of avoiding 

duplication on the cloud is known as de-duplication. 
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Figure 1. Database before performing de-

As per the above given figure, a file called A is stored 

for 4 times each file containing 64 bytes of data, which 

means the same file A alone occupies (64*4) = 

256Bytes of space. But if in case say we use a simple 

pointer or stub to point the duplicate copy of file to the 

original file then for each file we use one pointer or 

stub which occupies 2bytes of space each. So 

average we can reduce a huge space of 890 bytes.

Figure 2. After performing  De-duplication.

The calculations for reduction of files can be shown as 

below. 

Before performing de-duplication:  

A -> 64bytes * 4 = 256 bytes.         

C -> 64bytes * 5 = 320 bytes.           

R -> 64bytes * 3 = 192 bytes.                       

H -> 64bytes * 4 = 256 bytes.                            

T -> 64bytes * 3 = 192 bytes.                            

F -> 64bytes * 1 = 64 bytes. 

                             ____________ 

                              1280 bytes 

                            ____________      

After performing de-duplication:                

A -> 64bytes + (3*2bytes) = 70 bytes.                        

 C -> 64bytes + (4*2bytes) = 72 bytes. 

R -> 64bytes + (2*2bytes) = 68 bytes. 

H -> 64bytes + (3*2bytes) = 70 bytes. 

T -> 64bytes + (2*2bytes) = 68 bytes. 

F -> 64bytes + (0*2bytes) = 64 bytes. 

                                            _________ 

                                             412 bytes 

                                           __________ 

 

-duplication 

As per the above given figure, a file called A is stored 

for 4 times each file containing 64 bytes of data, which 

A alone occupies (64*4) = 

256Bytes of space. But if in case say we use a simple 

pointer or stub to point the duplicate copy of file to the 

original file then for each file we use one pointer or 

stub which occupies 2bytes of space each. So  on an 

e can reduce a huge space of 890 bytes. 

 

duplication. 

The calculations for reduction of files can be shown as 

> 64bytes * 3 = 192 bytes.                        

> 64bytes * 4 = 256 bytes.                             

> 64bytes * 3 = 192 bytes.                             

duplication:                 

> 64bytes + (3*2bytes) = 70 bytes.                         

2. Related Works

 

One of the major problem that is being faced these days 

with one of the new and trending technology i.e, cloud 

computing is that increase in growth of data that is 

being stored in cloud. And along with the increase in 

the data being stored there will also 

rate of duplication begin happening. So reduce this 

duplication in the cloud storage and to reduce the space 

being occupied again and again, de

become one of the most researches

cloud technology. 

 
Dekey: In this context the author Jin Li says that 

reason for designing the dekey initially was to maintain 

and manage the convergent keys of a file that are 

present or stored in the database. The main of this 

process is also to provide the feature of de

but it is performed on the convergent keys and another 

aim of this is to store the keys across different servers. 

[7] 

 
Poison attack [2]: In this context the author Mihir 

Bellare says there are all chances that an attacker can 

change or manipulate meta-data of the file while it is 

undergoing the process of de-duplication at client side 

and this may lead to a situation where our cloud will be 

made to believe that the file which is getting uploaded 

has no existence in the cloud storage. Now if any ot

user tries to upload his file with the meta data that is 

previously used by attacked, then clouds gives him a 

pop-up about the existence of the file in the cloud and 

seeing this pop-up the user tries to access the file from 

the cloud and deletes the file held with him and this 

leads to data loss from cloud. 

 
Proof of Ownership: In this context the author Mihir 

Bellare says that this is an important technique which 

we use for security purpose. This method helps us to 

keep our data securely without being 

attackers i.e. here we make sure that no data flows from 

the server to the attackers.[2] Here in this method the 

original owner of the file tries to prove his 

authentication with the server without being known to 

the other owners of the same file. No one can gain the 

ownership until and unless he has complete information 

about the file.[2] 

 

Attack from inside adversaries: 
This is regarding the attacks from the server side who 

try to access the server intentionally. There are some 

reports which show that Drop box unknowingly 

revealed the users private data for 

hours [8]. This is because of a bug in the sy

software. Other cloud service like twitter also identified 

some bugs in their designs which 

gain access over the private data of the clients.

 

. Related Works 

One of the major problem that is being faced these days 

with one of the new and trending technology i.e, cloud 

computing is that increase in growth of data that is 

being stored in cloud. And along with the increase in 

the data being stored there will also be increase in the 

rate of duplication begin happening. So reduce this 

duplication in the cloud storage and to reduce the space 

being occupied again and again, de-duplication has 

researches happening area in 

In this context the author Jin Li says that the 

reason for designing the dekey initially was to maintain 

and manage the convergent keys of a file that are 

present or stored in the database. The main of this 

process is also to provide the feature of de-duplication 

but it is performed on the convergent keys and another 

aim of this is to store the keys across different servers. 

]: In this context the author Mihir 

there are all chances that an attacker can 

data of the file while it is 

duplication at client side 

and this may lead to a situation where our cloud will be 

made to believe that the file which is getting uploaded 

has no existence in the cloud storage. Now if any other 

user tries to upload his file with the meta data that is 

previously used by attacked, then clouds gives him a 

up about the existence of the file in the cloud and 

up the user tries to access the file from 

le held with him and this 

In this context the author Mihir 

Bellare says that this is an important technique which 

we use for security purpose. This method helps us to 

keep our data securely without being leaked to the 

attackers i.e. here we make sure that no data flows from 

the server to the attackers.[2] Here in this method the 

original owner of the file tries to prove his 

authentication with the server without being known to 

file. No one can gain the 

ownership until and unless he has complete information 

 
This is regarding the attacks from the server side who 

try to access the server intentionally. There are some 

reports which show that Drop box unknowingly 

revealed the users private data for duration of about 4 

This is because of a bug in the system 

software. Other cloud service like twitter also identified 

some bugs in their designs which lead the attackers to 

gain access over the private data of the clients. 
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Block level de-duplication: Here the process is the 

splitting of files into various blocks based on the size of 

block and is saved in cloud. [3] When the user requests 

his file to download, all these blocks are merged and 

sent to user. This is far better than file level duplication 

as it is removing a large amount of redundant data.

 

Figure 3. Block level de-duplication

Bloom filter: 
This is like a data structure developed in the year 

1970.It was developed by Howard Bloom to identify 

whether a particular element can be identified in a set 

or not. [4] The drawback is that the results are 

false positive. It provides one of the two results. They 

are “may be in the set” or “not in the set” .With the 

increase in the number of sets, there is increase in the 

false results. So, the occurrence of false positive results 

is directly proportional to the total elements in the 

particular set. 

 

Ideal Hash Tree: 
This is one of the most accurate and reliable hash 

algorithms. They do not need a starting root node and 

occupy smaller places when compared to that of double 

and chain hashed trees.[5] They are comparatively 

faster and secured hash algorithms. The time 

complexity to perform insert, delete and search 

operation is very less. Rate of misses is very low when 

compared to that of successful operations. But because 

of these misses it is difficult to implement the Ideal 

hash tree in real time. 

Merkle Hash Tree: 
This is secure and reliable. It is very much efficient and 

helpful in implementing to a large data structure. This 

has its own drawbacks such as occupying very large 

spaces and using higher number of resources. Because 

of its large size it is a little slower when compared with 

the other hash algorithms. This shows a great difficulty 

in applying to a small scale of data structures. [1]

 

Current State of Cloud Storage: 

Many of the cloud service providers do not support de

duplication concepts. They do not perform encryption 

Here the process is the 

ocks based on the size of 

block and is saved in cloud. [3] When the user requests 

his file to download, all these blocks are merged and 

sent to user. This is far better than file level duplication 

as it is removing a large amount of redundant data. 

  

duplication 

This is like a data structure developed in the year 

1970.It was developed by Howard Bloom to identify 

whether a particular element can be identified in a set 

or not. [4] The drawback is that the results are often 

false positive. It provides one of the two results. They 

are “may be in the set” or “not in the set” .With the 

increase in the number of sets, there is increase in the 

false results. So, the occurrence of false positive results 

al to the total elements in the 

This is one of the most accurate and reliable hash 

algorithms. They do not need a starting root node and 

occupy smaller places when compared to that of double 

are comparatively 

faster and secured hash algorithms. The time 

complexity to perform insert, delete and search 

Rate of misses is very low when 

compared to that of successful operations. But because 

o implement the Ideal 

This is secure and reliable. It is very much efficient and 

helpful in implementing to a large data structure. This 

has its own drawbacks such as occupying very large 

number of resources. Because 

of its large size it is a little slower when compared with 

the other hash algorithms. This shows a great difficulty 

in applying to a small scale of data structures. [1] 

providers do not support de-

duplication concepts. They do not perform encryption 

on client side as well as on the server side. [6] We also 

collected a lot of information through whitepapers 

which support over statements. Deduplication is not 

being performed even at client side storage space.

 

 

3. Proposed System

 
In our proposed system, it is consider the aspects of de

duplication and also cloud security issues. 

Deduplication is the process of removing the data. 

Especially we apply this aspect to the file 

system. We need to use the storage capacity of the 

cloud in an efficient manner. This can be obtained by 

removing the duplicate files. This can be checked by 

verifying the keys generated by applying hash 

algorithms or cryptography. This is clearly 

below. Firstly, whenever we upload a file, a hash 

algorithm is to be applied on that file. There are many 

hash algorithms like SHA-512, SHA

etc. These hash algorithms are used to generate the 

keys over that file. These hash values wh

keys acts as an entry for the file system. Downloading 

of files by a user is dependent on these hash values.

           The project is build with the help of XAMPP 

Server. XAMPP is a free and open source

platform web server solution stack

by Apache Friends, consisting mainly of the

HTTP Server, Maria DB database, and

scripts written in the PHP and

languages. XAMPP stands for Cross

Apache (A), Maria DB (M), PHP (P) and Perl (P). It is 

a simple, lightweight Apache distribution that makes it 

extremely easy for developers to create a local web 

server for testing and deployment purpo

needed to set up a web server 

(Apache), database (Maria DB), and scripting language 

(PHP) – is included in an extractable file. XAMPP is 

also cross-platform, which means it works equally well 

on Linux, Mac and Windows. Since most actual web 

server deployments use the same components as 

XAMPP, it makes transitioning from a local test server 

to a live server extremely easy as well.

Figure 4. XAMPP Server

 

on client side as well as on the server side. [6] We also 

collected a lot of information through whitepapers 

which support over statements. Deduplication is not 

ed even at client side storage space. 

. Proposed System 

In our proposed system, it is consider the aspects of de-

duplication and also cloud security issues. 

Deduplication is the process of removing the data. 

Especially we apply this aspect to the file storage 

system. We need to use the storage capacity of the 

cloud in an efficient manner. This can be obtained by 

removing the duplicate files. This can be checked by 

verifying the keys generated by applying hash 

algorithms or cryptography. This is clearly explained 

below. Firstly, whenever we upload a file, a hash 

algorithm is to be applied on that file. There are many 

512, SHA-256 and HMAC 

etc. These hash algorithms are used to generate the 

keys over that file. These hash values which acts as 

keys acts as an entry for the file system. Downloading 

of files by a user is dependent on these hash values.[9] 

The project is build with the help of XAMPP 

free and open source cross-

stack package developed 

consisting mainly of the Apache 

database, and interpreters for 

and Perl programming 

XAMPP stands for Cross-Platform (X), 

Apache (A), Maria DB (M), PHP (P) and Perl (P). It is 

a simple, lightweight Apache distribution that makes it 

extremely easy for developers to create a local web 

server for testing and deployment purposes. Everything 

needed to set up a web server – server application 

(Apache), database (Maria DB), and scripting language 

is included in an extractable file. XAMPP is 

platform, which means it works equally well 

Since most actual web 

server deployments use the same components as 

XAMPP, it makes transitioning from a local test server 

to a live server extremely easy as well.[10] 

 

XAMPP Server 
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Uploading file on to cloud: 

Generally, we follow a particular way to upload a file 

so as to avoid duplication of file and also to provide 

security. The flow of process to upload a file on to 

cloud is shown in figure 0. 

 Flow Chart for uploading a file

When a user tries to upload a file, cloud give that file to 

SHA-512 algorithm which will produce 512 bit i.e., 64 

alphanumerical hash code. This hash code is checked 

besides data base to know if the hash code already 

exists. If it is found that hash code exists, then cloud 

will notify user that file already exists and will provide 

the user with hash code. Else cloud will upload the file 

and store the hash code in data base and as well will 

provide the hash code to the user for further 

authentication while accessing the file. 

     Figure 5. Uploading of a file in different ways

For any user to upload a file on to cloud, the user has to 

show his/her validity by logging in into their accounts 

using login id and password. Once the login credentials 

are valid, the user will have access to his/her cloud 

account. Now when the user who logged in wants to 

way to upload a file 

so as to avoid duplication of file and also to provide 

security. The flow of process to upload a file on to 

  

Flow Chart for uploading a file  

When a user tries to upload a file, cloud give that file to 

512 algorithm which will produce 512 bit i.e., 64 

alphanumerical hash code. This hash code is checked 

besides data base to know if the hash code already 

exists. If it is found that hash code exists, then cloud 

d will provide 

the user with hash code. Else cloud will upload the file 

and store the hash code in data base and as well will 

provide the hash code to the user for further 

 

ferent ways 

For any user to upload a file on to cloud, the user has to 

show his/her validity by logging in into their accounts 

using login id and password. Once the login credentials 

are valid, the user will have access to his/her cloud 

he user who logged in wants to 

upload their file on to the cloud, then before uploading 

the file, the content of the file is given to SHA

algorithm. And this SHA-512 algorithm produces a 

512bit hash code as an output. This hash code is stored 

in database and should also be persisted with user for 

further validation during download. So

code is generated by hashing algorithm, first checks if 

the hash code already exists or not. 

     Now let us consider a case where the hash code 

doesn’t exists i.e., the file is being uploaded for the first 

time, then the hash code is stored in data base and is 

also provided to the user and the file is uploaded on to 

the cloud as shown in figure as process 1. So, the above 

process happens every time when the us

upload a file for the first time. Let us consider a 

different case i.e., let us assume that when a user tries 

to upload a file and fortunately, the file already exists in 

the cloud and so when the hash code comparison 

happens, it shows out that the hash code already exists 

in the data base. So, when hash code already exists then 

instead of uploading the file again on to the cloud, the 

file gets pointed to the already existing file but we 

create an illusion to the user that the file got uploaded.

But when the users want to get access to the file they 

can get it without any problem. But there is also 

another case which we need to think of i.e., if the 

owner itself uploads the same file which is already 

uploaded on to the cloud as shown in the figur

process 3. Then we just display to the user that the file 

is already uploaded and will ask to prove the 

authentication to access the file. 

Downloading a file from the cloud: 

While downloading a file user has to prove his 

authentication by providing correct hash code based on 

the request from the cloud. The flow of process on how 

to download a file from cloud is described through flow 

chart given below. 

 Flowchart for downloading a file from the 

upload their file on to the cloud, then before uploading 

the file, the content of the file is given to SHA-512 

512 algorithm produces a 

512bit hash code as an output. This hash code is stored 

se and should also be persisted with user for 

ring download. So when a hash 

code is generated by hashing algorithm, first checks if 

the hash code already exists or not.  

Now let us consider a case where the hash code 

s i.e., the file is being uploaded for the first 

time, then the hash code is stored in data base and is 

also provided to the user and the file is uploaded on to 

the cloud as shown in figure as process 1. So, the above 

process happens every time when the user wants to 

upload a file for the first time. Let us consider a 

different case i.e., let us assume that when a user tries 

to upload a file and fortunately, the file already exists in 

the cloud and so when the hash code comparison 

the hash code already exists 

in the data base. So, when hash code already exists then 

instead of uploading the file again on to the cloud, the 

file gets pointed to the already existing file but we 

create an illusion to the user that the file got uploaded. 

But when the users want to get access to the file they 

can get it without any problem. But there is also 

another case which we need to think of i.e., if the 

owner itself uploads the same file which is already 

uploaded on to the cloud as shown in the figure as 

process 3. Then we just display to the user that the file 

is already uploaded and will ask to prove the 

Downloading a file from the cloud:  

While downloading a file user has to prove his 

correct hash code based on 

the request from the cloud. The flow of process on how 

to download a file from cloud is described through flow 

   

Flowchart for downloading a file from the   cloud 
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When a user asks for a file from cloud, firs

data base and check whether the request is from owner 

of the file or from other user. This checking of file 

whether it belongs to the owner or not is done by 

assigning a unique value to every user of the cloud and 

this unique value is stored along with the hash code 

when the file is uploaded i.e., for example if a user 

named x logged into his cloud account with his id and 

password, then along with that, the data base will also 

have a unique number for each user say for example 

number 33 is the unique number for user x and assume 

that user x uploaded a file and it generated a 512 bit 

hash code and this hash code gets stored in data base 

along with the unique key i.e., 33. This helps out during 

retrieval of the file by the user. 

 

Figure 6. Retrieval of file by owner

When a user logs into his cloud account and tries to 

download a file from cloud. First cloud will check 

whether the requested person is the actual owner of the 

file or not. This will be done building the data base as 

above with two tables, one containing the unique 

number, User name and password and the other table 

containing hash codes of the file and the u

the user who actually uploaded the file on to the cloud. 

So once cloud find that the unique key beside the hash 

code is same as the present requested user key, which 

means that file is requested by the owner itself, then as 

it is owner itself requesting the file, it will just ask for 

first 6 digits of the hash code to be entered and if it is 

found valid, the file is granted. If the entered 6 digits of 

hash code is not appropriate then cloud give another 

chance to the user asking his to enter the values of the 

corresponding index values which are randomly 

Hash Code Code

eead2c36cbbd925fxfgvd 33 

abfe5d937927ed67badd4 56 

11ffcafce802f630e2867 33 

5d937927ed67bad911fbd 45 

When a user asks for a file from cloud, first it goes to 

data base and check whether the request is from owner 

of the file or from other user. This checking of file 

whether it belongs to the owner or not is done by 

assigning a unique value to every user of the cloud and 

long with the hash code 

when the file is uploaded i.e., for example if a user 

named x logged into his cloud account with his id and 

password, then along with that, the data base will also 

have a unique number for each user say for example 

unique number for user x and assume 

that user x uploaded a file and it generated a 512 bit 

hash code and this hash code gets stored in data base 

along with the unique key i.e., 33. This helps out during 

 

 

 

 

 

 

 

Retrieval of file by owner 

When a user logs into his cloud account and tries to 

download a file from cloud. First cloud will check 

whether the requested person is the actual owner of the 

file or not. This will be done building the data base as 

above with two tables, one containing the unique 

number, User name and password and the other table 

containing hash codes of the file and the unique key of 

the user who actually uploaded the file on to the cloud. 

So once cloud find that the unique key beside the hash 

code is same as the present requested user key, which 

means that file is requested by the owner itself, then as 

requesting the file, it will just ask for 

first 6 digits of the hash code to be entered and if it is 

found valid, the file is granted. If the entered 6 digits of 

hash code is not appropriate then cloud give another 

e values of the 

corresponding index values which are randomly 

generated. If the entered hash code value is valid then 

the file is provided to the user for his use.

       Now let us consider another case where the code 

beside the hash code is not same as t

the user who is trying to access the file which means 

the file is being accessed by some other user. In this 

case the user has to prove him by entering the values of 

the hash code based on the random index generated by 

the system. Once the user enters the value, it will check 

if it is valid or not. If so it is valid then the file is 

provided to the user else it won’t be provided to the 

user. 

         If the user wants to modify the file which he have 

uploaded on to the cloud, first need pro

authenticity and get access to that file. And then we 

 

 

 

 

 

 

 

have 2 ways of modifying the file. The can be modified 

either do it offline that is by downloading the file onto 

out system and modifying the file or another way is 

pretty costly but is possible, online modification that is 

the modifications in the file are done directly when it is 

in the cloud instead of downloading and modifying.

Figure 7. Modifying file

When user want to modify the file, first need to provide 

the hash code in the desired way to the system and then 

get access to the file to do any furth

file. As the regular process which we have seen before, 

the user logs in into his account and then provide the 

hash code and gets access to the file. One he wishes to 

modify the file, the file gets downloaded on to the users 

system and then file can be modified by the user and 

when the user tries to load the modified file on to the 

cloud again, the content in the file acts as an input to 

SHA-512 algorithm and as the content in the file is 

modified, the hash code that is generated by the 

hashing algorithm also changes which means that the 

Code 

 

 

 

 

Code User Name 

 21 LKJJHPO 

33 GKJHGFD 

45 QWERTY 

56 ASDQWE 

generated. If the entered hash code value is valid then 

the file is provided to the user for his use. 

Now let us consider another case where the code 

beside the hash code is not same as the unique key of 

the user who is trying to access the file which means 

the file is being accessed by some other user. In this 

case the user has to prove him by entering the values of 

the hash code based on the random index generated by 

user enters the value, it will check 

if it is valid or not. If so it is valid then the file is 

provided to the user else it won’t be provided to the 

If the user wants to modify the file which he have 

uploaded on to the cloud, first need prove our 

authenticity and get access to that file. And then we  

have 2 ways of modifying the file. The can be modified 

either do it offline that is by downloading the file onto 

out system and modifying the file or another way is 

pretty costly but is possible, online modification that is 

e done directly when it is 

in the cloud instead of downloading and modifying. 

 

Modifying file 

When user want to modify the file, first need to provide 

the hash code in the desired way to the system and then 

get access to the file to do any further process on the 

file. As the regular process which we have seen before, 

the user logs in into his account and then provide the 

hash code and gets access to the file. One he wishes to 

modify the file, the file gets downloaded on to the users 

en file can be modified by the user and 

when the user tries to load the modified file on to the 

cloud again, the content in the file acts as an input to 

512 algorithm and as the content in the file is 

modified, the hash code that is generated by the 

shing algorithm also changes which means that the 

Password 

Djbscuibv 

Cndbsbknd 

fsahdbcfuwb 

dgcwbsdhcb 
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hash code doesn’t exists in the data base and hence it 

gets uploaded as a new file on to the cloud. 

      Modifying the file online which is already there on 

the cloud is a costly process but it can be done and so 

even this case should be considered while speaking 

about modifying the file. So even to modify the file 

content online we need the permission to access file 

initially. So to get that permission as already spoken the 

user first has to log in into his cloud account and 

provide the hash code as desired to get access 

permission of the file. Once the permission is provided 

the file is open to get modified and after getting 

modified when the user tries to save the file that is 

modified, the file gets into SHA-512 algorithm and will 

again produce a new hash code as the input content of 

the file got modified and hence the hash code doesn’t 

exists in the data base and will be stored as a new file 

on to the cloud. 

 

4. Conclusion 

 

In last few years, cloud computing has grown from 

being a promising business concept to one of the 

growing segments of IT industry. Cloud computing has 

the potential to become a frontrunner in promoting a 

secure, virtual and economically viable IT solution in 

the future. Cloud computing is therefore still as much a 

research topic, as it is a market offering Deduplication 

is a very important mechanism through which optimal 

storage space utilization can be achieved. In this 

scenario securing the data also plays a vital role. The 

mechanism proposed in this paper helps in achieving 

the optimal space utilization along with high security 

and authentication but the tables to be maintained with 

in cloud will be more. Thus, this project helps to 

perform secure de-duplication that is being held at file 

level which optimizes the storage space and security 

data.  
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