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Abstract: Cloud computing plays a vital role in 

present trending technology. The cloud service 

provider provides the storage to the Clients 

according to their requirements. In cloud data 

duplication is the main problem. Data duplication 

defined as storing same file more than one time in 

cloud, such that lot of storage is wasted. In this 

paper we proposed a new system which does not 

store the duplicate data and along with that we 

provided more security to the particular data by 

validating secret key and authentication details. 
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1. Introduction 

     Cloud service provider is gaining reputation in 

current years. Cloud service provider which 

provide services to the user. Some of the services 

[2] provided by the cloud are SAAS (Software as 

Service)PAAS (platform as Service), IAAS 

(Infrastructure as Service). Due to lot of storage 

capacity in cloud there is a problem of storing a lot 

of redundant data. Due to storing of   redundant 

data a lot of storage is wasting. There is a 

technique called data de-duplication which means 

eliminating the redundant data. There are different 

types of de-duplication techniques like 

1) Location based deduplication 

2) Time based deduplication 

3) Chunk based deduplication 

In location based de-duplication there are two 

types one is client side or server side. In client side 

the data is de-duplicated and send to the server 

side. In server side the data is send to the server 

first and then de-duplicated at the server side. In 

time based there are two inline and post fix. In 

chunk based the data is divided into the different 

chunks and data is de-duplicated. 

2. Existing System 

        In this existing system the uploaded data will 

be encrypted with convergent encryption. 

convergent encryption define as the data will be 

encrypted with one of the secured hash function 

like sha,sha256,sha512 etc.from the secure hash 

function we get one hash value,using that hash 

value the data will be again re-encrypted with one 

of the ciphers i.e)block cipher such that keys will 

be convergent.The obtained final hash key will be 

stored into the database of cloud service 

provider,whenever the client again want to upload 

the data then the generated key will be verified 

with the existing database.if the key matches to the 

existing database then it won’t store the data and 

shows  the message as file is uploaded 

successfully. Such that we can save a lot of 

space,cost,time complexity of system, but 

convergent encryption have a drawback of 

collision attack and dictionary attack. 

2.1. Disadvantages of Existing System 

       There are lot of techniques to identify and to 

remove the duplicate data but these techniques will 

be applicable only in file level i.e)if the file was 

uploaded with name of arun.txt then it will be 

uploaded into the cloud. Whenever the client 

wants to upload the file with other name but same 

data inside the file then the file uploaded 

successfully. It was the main drawback of existing 

system.so that we need to de-duplicate the data 

inside the file. 

3. Proposed System 

       In this project the each client should create an 

account to store their data. The registered client 

should upload the file that he wants to store in the 

database. The uploaded file will be encrypted 

using the md5 hashing algorithm. Before 

encryption the file the user has to enter the 16 digit 

secret key for security purpose. This secret key 

will be used when the client want to modify the 

data like to retrieve the file or to delete the file. 

Whenever the modification needed to be done in 

the cloud client will get the one time password to 
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the registered mobile number whenever the one 

time password is submitted and the client has to 

give the 16 digit key. Then the client have a 

chance to modify the data. Through this system we 

can improve more security using proof of client, 

and by using md5 hashing we can upload 

unlimited data. 

 

 

4. System architecture 

4.1. Uploading the file 

 
 

Figure 1. uploading the file 

  

    Whenever the user wants to uploads the files he 

should give correct credentials to login to his 

account and should provide 16 digit secret key to 

upload the file then the file will be uploads 

successfully.  

 

4.2. Downloading the file 

 
 

Figure 2. Downloading the file 

      

      Whenever the user wants to download the file 

he should give correct credentials to login to his 

account and should provide 16 digit secret key and 

also one time password send to his mobile to 

download the file then the file will be downloaded 

successfully.   

 

4.3. Deleting the file 

      

Figure 3. Deleting the file 

      Whenever the user wants to delete the file he 

should give correct credentials to login to his 

account and should provide 16 digit secret key and 

also one time password send to his mobile to 

download the file then thefile will be deleted 

successfully from the database. 

5. Background work: Perfect 

Deduplication 

   Data de duplication means eliminating the 

redundant data. De duplication reduces the more 

utilization of space. It helps to require 

confidentiality of the data through encryption. De 

duplication and encryption are two conflicting 

techniques. To overcome these conflicts 

Convergent encryption was proposed. The users 

store the different data segments. The user 

uploads a record and sets some threshold value 

for the record. If the other users upload the 

records and the uploading reaches beyond the 

threshold then the record is called the popular 

data. If the record is not reaching the threshold 

value then the data is called the unpopular data. 

Popular data requires more security from 

unauthorized access of record. Unpopular data do 

not require much security. If the data is popular 

then record is encrypted with convergent 

encryption and the record is uploaded into the 

database. If the data is unpopular then it is 

encrypted with the semantic encryption algorithm 

and uploaded into the database.  If he other user 

wants to upload the record then the user can 

check whether the record is popular or unpopular 

by comparing the record with the already existing 

records in the database.                                                                                            
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6. Results 

 

 

Figure 4.  admin permission 

Before  storing in to the cloud, the user need to get 

permission from the admin. 

 

 

Figure 5.  One time password   generation 

 

Figure 6.  Email Verification 

 

 

 

Figure 7. Registration form 

 

       

 

Figure 8. Registration successfully 

         

 

Figure 9. User login form 
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Figure 10. Home page 

 

 

Figure 11. file uploading 

 

 

        

Figure 12. uploaded successfully 

 

Figure 13. file download 

 

 

Figure 14.  downloaded successfully 

 

 

Figure 15. Deleted successfully    
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6. Conclusion 

       In this paper we provided more security to the 

data by creating one time password and secret key. 

whenever the client enter those credentials then only 

client can modify the data like 

upload,download,delete.And also we proposed a 

system such that if we upload the same data in files 

with different file names then data will not store 

again. Thus we can remove the duplicate data. 
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