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Abstract: Cloud computing is acting as a service 

provider with distinctive services which serve diverse 

needs in all the aspects of requirement with cost 

effectiveness and easy adaptability. This provides 

access to the information from anywhere in the world 

with a provision of rapid storage technology. Although 

cloud computing has various benefits, it also deals with 

some issues that warn the clients to think of before 

moving into the cloud. This paper deals with a survey 

on Cloud Computing issues which makes the cloud as 

anun secure platform. This work on Cloud Computing 

issues describes various complications like storage, 

quality, support etc. The major constraint in the Cloud 

Storage is that, securing the information with greater 

security while other concerns come in the later part.  
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1. Introduction 

 
Cloud computing is a rising computing paradigm that 

focuses on services like at any time, everywhere, 

availability of access to configurable assets which will 

be quickly indulged and discharged. The distributed 

computing model have crucial aspects, typical utilities 

and placement illustrations. Some of the crucial aspects 

of distributed computing are on-demand self-service, 

measured service, broad network access,rapid 

elasticity, resource pooling.[1]Distributed computing 

also have service models like SaaS, PaaS, IaaS and 

XaaS. Deployment models like the public, hybrid, 

private and community.  

 

Service Models 

 

Software as a Service 

 
This type of services will provide an environment for 

cloud users to spread out their applications, where these 

can be accessed through then etwork by different 

clients. It will reduce the overall cost of equipment and 

system code progression, upkeep, and 

operations.[6]Some of the providers of  SaaS are 

service now, net suite, success factors. The issues 

occurring at the client has to trust in the organizer to 

legitimate the measures of security to data like 

availability, vulnerabilities.,etc. the data in the cloud 

should not be visible to others and the applications have 

deployed on any platform of the client or the service 

provided by the third party at any time whenever it is 

needed. 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 2. Cloud Work Flow 

 

Platform as a Service 

 
It will be on-demand service which will be provided as 

a platform for the development and deployment of 

applications of cloud. Platform consists of coding 

environment tools and others. Some of the PaaS 

providers are GAE, force.com etc. Each and every time 

a new type of security measures are maintained for 

each and every application.  The security measures are 

up to the application level only but beyond it the 

vulnerabilities of architectures and web applications 

prevented by the service provider only. 

 

Infrastructure as a Service 

 
It is a form of virtualized computing resources (servers, 

software and network trappings), where the clienth as 

given access to them to build their applications 

according to their requirements. This will helpful to run 

different instances on a single application and every 

time new shielding requirements. Some of the IaaS 

providers are Amazon Web Services, Rack Space and 

Joy net. 

     The IaaS having some vulnerabilities like the 

reliability of the data which was stored in the different 
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Figure 1. cloud computing placement and 

typical utilities 
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location in a different format. The access of the data 

done by means of the normal internet there is no 

specialized network between the client and server 

where these are easily accessible to the attacker. And 

another one was virtualization creating a number of 

security problems when compared with a public cloud 

than the private cloud. 

 

Deployment Models 

 

Public cloud 
 

It is a free or pay-per-use model where it is available to 

general public or group of organizations. This type of 

cloud is multi-tenancy where the data is stored among 

others within the same server. The public cloud is a 

shared one’s so there is a conflict in infrastructure, loss 

of access control occurred to the user’s information. It 

can be overcome by the security provided by the CSP, 

the provider can monitor and avail status of information 

to the client. Some of the public cloud providers are 

Gmail, drop box etc. 

 

Private cloud 

 

This type of cloud is operated by the single 

organization which is more secure and it can be 

accessed by the specific client only. Where this cloud is 

managed within the organization or third-party service 

provider. These type of clouds outstretch the data 

center whenever it is needed to the organization and 

with fault tolerance. In this private cloud, virtualization 

concept was implemented for complete utilization of 

the available resources where the vulnerabilities occur 

at hypervisor which allows the guest operating system 

to run on other guests. Another type was amalicious 

insider with theft intention of information and serve to 

others. Some of the private cloud providers are 

Microsoft, VMware etc. 

 

Hybrid cloud 

 

It is a combination to perform distinct operations for 

the organization to store non-sensitive data in the 

public cloud and important ones in the private cloud. 

The public cloud is very cost reliable. This type of 

cloud is provided by combining two or more provider 

services. To secure a hybrid cloud a different type of 

policies will helpful to secure the space and 

infrastructure of a system. Redundant copies of 

information don’t seem to be distributed across data 

centers so the lack of redundancy occurs. In this type of 

cloud preserving and ostensive compliance can be more 

difficult. A new complex networks configurations 

limitthe organizers because they are having minimum 

acquaintance and capability to handle the hybrid cloud. 

Some of the hybrid cloud providers are HP, cisco, 

EMC2 etc. 

 

Community cloud 
 

For achieving common computing concerns for a 

specific community which was formed by different 

organizations and cost should be distributed among 

them. These clouds will helpful in auditing and 

performance requisite to give quick response when 

hosting an application in cloud 

     These puzzles in the cloud should be said to be of 

various types which should be described in the below 

sections. In section 2) drawbacks in cloud computing 

was discussed. And in section 3) security issues in 

distributed computing was described. In the present 

security was amaj or issue in cloud computing. In 

section4) a sub-topic in security issues data security 

issues was discussed. 

 

2. Draw Backs in cloud Computing 

 

These are the major drawbacks in cloud computing [2] 

which are lagging it behind to the full pledged 

implementation  

 
 

Figure 3. Issues in cloud computing 

 

Security 

 

The term security was the major issue in cloud 

computing. Different types of security issues have been 

identified in the cloud, due to it maintains many 

technologies basically networks, databases, operating 

systems, virtualization, resource scheduling etc., due to 

this users are indecisive to use the cloud computing 

services. These issues are occurred due to  DDoS, 

sniffing attack, multi-tenancy[3]. By means of 

improving the strategies in the services of cloud, these 

issues can be overcome indirectly.  

 

Service quality 

 
SQ defines allocation of manageable resources 

completely for the particular application for developing 

and deploying but it is not possible for the service 

providers. There is a problem in allocating resources to 

the application to recognizance trustworthiness, look-
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in, carrying out. An SLA is maintained for reaching 

that particular vital part, but these are not reachable by 

them and damage occurring on both sides. By means of 

maintaining and improving these techniques, the 

ground zero values can be ascertained. 

 

Downtime and accessibility 

 

Downtime is a situation, where a client cannot be able 

to access their information for a period of time. The 

information is stored on virtual servers of the cloud. 

When there is a network loss or some natural disaster at 

the cloud then connection demolished, towards the 

services. Then entire content is reloaded to the cloud 

and accessible only when re-establishmentof 

connections. This downtime can run over by 

maintaining a backup of information and maintaining a 

circumstantial ground work, it can fix-up then 

accessibility istaken care of clients whenever it required 

without any dropping. 

 

Access to data 
 

The CSP cannot be able to maintain low latency when 

the client wants to access the data. Due to the type of 

servers used in the cloud to   store users data is 

inefficient to handle that particular load and user has 

lost the control of information when data is moved to 

the cloud, selecting and storing the data in the cloud is 

an important to choose the right ones with efficient 

customer support systems and the CSP was to provide 

an auditing data is how and where the data is stored or 

processed.[3] The organizers have to maintain an 

effective infrastructure and redundancy of the client’s 

data in order to decrease the latency and availability 

can be maximized. 

 

Reliability 
 

Reliability issue was mainly based on the services 

provided by the service provider, where these services 

are reliable at a 100% uptime rate. If this requirement 

fails then loss fulfill by the provider only.[12] The user 

has to check twice when moving towards these 

services, their data should be placed in different 

locations in the multi-tenant environment. So there isa 

greater chance of data affluence, these should be 

prevented by using the encryption technique. 

 

Performance 
 

It is mainly based on the availability, capacity and 

scalability. Either one of these there is a huge 

difference in the latency between the client and the 

service provider. The client focuses on only what they 

need at present only for implementation of their 

application only. The performance should be at higher 

than usual when actual requirements are fulfilled. 

These can be overcome by improving the services of 

organizer towards the client in the means of storage and 

increase or decrease of resources whenever it is needed. 

 

Flexibility 
 

Flexibility may be a troublesome hurdle to beat, with 

many purchasers fearing loss of management as they 

retreat from the chance of obtaining ‘locked in’ to at 

least one single scenario. Clouds that implement 

normal technology stack and square measure 

collaborating in cloud standardization efforts square 

measure the foremost appropriate option to alter 

application quality. 

 

Security issues 

 

Security issues on cloud computing are important ones. 

[4,11]These issues are based on the problems faced by 

clients while accessing their data 

 

Data security 

 
Securing the data in the cloud is amajor issue. These 

issues making the cloud as an unbalanced and insecure 

one. The client has to ensure that their data is secure 

within the cloud of the providers. In the next section, a 

complete description of data security issues is 

explained. 

 

Compliance 

 

Compliance is defined as numerous rules and 

regulations to supervene by cloud organizers and 

intimate the users to comply them. This issue occurs at 

a point where the information of theuser is stored and 

in which format, when the user moves to the cloud. 

The compliance issue can overcome by allowing these 

policies completely according to the agreement 

between the organizer and user. By the combination of 

policies and security greater management can be set.  

 

Trust 

 

On the cloud the client will believe that their data is 

safe and the provider will behave accordingly is 

defined as trust. The providers and systems was failed 

to gain the trust of users due to the multi-tenancy there 

is no access control of the users data, [11]whether the 

information is in which state. A trusted third party can 

provide a trust on those who are un trusted but it cannot 

provide trust due to it increases the vulnerabilities. The 

third party control should be on others so it can easily 

contaminate the information to others. 

 

Multi-tenancy 
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Basically, these security issues are observed in the 

public cloud, due to it provides a pool of resources to 

different clients to store their information. But on these 

tenants some may enter with the objective to gather the 

information of others, it creates insecure to others.[8,9] 

It requires a novel techniques to overcome these 

security concerns. A policy of security followed by 

these providers, the client’s information is kept separate 

from others. 

 

Identity management 
 

Unauthorized access to the information resources on 

the cloud is amajor security issue. So a group of 

security measures to be improved in the fields of 

identification and authentication to reach cloud 

services.[5] Identity management can easily identify 

whether the client having the access or not. Where this 

types management is increasing the high latency and 

providing a better authentication. 

 

Data location 
 

The issue in the data location, the clients don’t know 

the precise location of data center and do not have any 

management over the physical access to their data. 

Compared to the inbound data center they have a full 

access control and know the precise location of their 

data also. [10]The location of database details should 

aware of to the client so to believe that their 

information is safeguarded with policies and 

agreement. 

 

Governance 

 

The governance implies keeping control of 

agreement’s, systems and principles of application 

development.[8] The issues of governance occur at 

identification and execution of appropriate hierarchical 

structures, process and controls to maintain powerful 

security administration. The SLA can overcome these 

issues by including security measurements and norms. 

The security division ought to be locked, those security 

prerequisites are legally implemented. 

 

Data Security Issues in Cloud Computing 

 

On the cloud computing, major issues are on providing 

the security to the data like privacy, protection, 

availability, Some of these issues are said to be 

overcome but some issues remain same for data 

security.[6,13] These issues can be cleared for growth.  

 

Access control 
 

A privilege of access to systems, resources and 

information to users for a particular limit. But the 

issues occur at the clients, they don’t know about their 

information where, how and when it is computed, 

stored in the cloud.[14] The loss of information 

occurring due to service provider fails to provide 

different types of services as agreed to the client. 

Generally, the client’s information stored on the server 

as the normal format in previous days so the service 

provider can easily identify, stole it and earn profit 

from their information. 

     The access control was the assurance that no others 

can view the information of clients. These issues were 

said to be overcome by following access control 

policies and converting techniques. 

 

Data encryption 
 

In Data encryption, conversion of plain data using an 

encryption key to create a cipher text which is 

converted either on the client side or on the service 

provider’s side to store it in the cloud. The data 

encryption technique helpful in providing higher 

security than any others, due to the client can choose 

his own encryption technique to the convert their data 

and move it towards the cloud. And on the service 

provider side based on their agreement the data can be 

re-encrypted and stored.[16]The data encryption having 

different types of encryption techniques which are 

suitable for different conditions to provide security in a 

better way. Some of these techniques are of symmetric 

and asymmetric, AES,IBA, DES, 3DES, HASE, Diffie-

Hellman, RSA etc. The issue occurs at these 

techniques, where loss of security to data occurs due to 

its vulnerabilities which make key loggers to access, 

identify, modify and copy the data from the cloud 

without user’s knowledge and CSP’s easily.  

Techniques improved well with means of each and 

every time using a new technique which is not 

identified by the burglars. Some examples of this 

intrusion are brute force and eaves dropping etc. 

 

Data de-duplication 
 

To eradicate duplicate copies of data which is stored 

across different servers a technique called data de 

duplication which will reduce the utilization of a 

number of disks to decrease in cost. This technique 

useful in keeping the reliability of users data by 

keeping only a single instance, this can be done either 

at the file level, block level and byte level. The 

duplication of data can provide continuous availability 

and low latency but the issue occurring at while storing 

the data in the cloud the integrity of data was lost due 

to compression. The compressed data wasn’t having the 

exact information as the original file having.  The 

integrity depends on type of technique used in a de 

duplication system. Another problem was at 

encryption, there is no need to de-duplicate it when 

compressing the data should be lost and unable decrypt 

it. The next one was storage the de-duplicate copy can  
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occupy more space when compare to the original file, 

the reliability is not present in it when compared to 

snapshots and backup. 

 

3. Conclusion  
 

Data security issues are the most important aspects of 

the cloud computing. When these issues are resolved 

the cloud was the most reliable ones. In this survey 

paper, we just have the initial explanation of what are 

the general issues, security issues and data security 

issues in the cloud computing. The security of the data 

improved by means of a combination of different 

aspects of security and forming new standards of 

multiple layers while accessing, storing and retrieving 

of data. 
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