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Abstract: The emergence of Big Data comes the 
uncertainty of greater security cracks the increase of 
data volumes, capture, storage, analysis and 
visualization. Data has no perimeter. While Big Data 
bit by bit turn into fascinating research and utilized as 
part of business and enterprises. The main concern of 
Big Data is security and protection. A conspicuous 
disagreement between security and protection. 
Encryption is consistently observed as an essential 
drawback which ruins the execution of get ready 
structures. Big Data security confronts the need to 
successfully uphold security approaches to ensure 
delicate information. Attempting to fulfil this need, a 
security approach arrangement is displayed in the 
paper. Considering the late enhancements in the field of 
different algorithms, the encryption versus decryption 
execution perspective throughput to be truly measured. 
In this paper, we propose AES algorithm is more 
efficient than RSA and DES Algorithms in protecting 
data, applications and the framework to control. 
 
Keywords: Big Data, Encryption, Decryption, 
Authentication, Symmetric, Asymmetric. 
 

1.  Introduction 
 
Big data or large information is another advancement 
floats nowadays. Big data is a titanic volume of both 
sorted out, semi composed and unstructured dataset of 
petabytes or Exabyte's. Sorted out data contain database 
SQL, semi composed involves CSV, XML i.e. no SQL 
and unstructured is substance and sight and sound is 
turning out to be snappier. Unstructured data is 
conveying 80% from both human and machine. 
Unstructured data made by machine is satellite pictures, 
recordings and photography, consistent and radar data. 
Composed data created from human is substance, 
social, and flexible and web content data. So normal 
conveying Petta Bytes of data from various sources, it 
is difficult to handle using standard database and 
programming frameworks [1][6]. Its support 
investigate, progression, organization and coherent 
organizations. It helps distinctive relationship to 
upgrade operations and make speedier, more intelligent 
decisions.  

     With the Big development of Internet, a lot of 
information are produced and make big difficulties for 
these days processing advancements and frameworks. 
Be that as it may, then again, it additionally reveals 
new insight into the territories of information 
investigation and mining which empowers uncovering 
the examples and laws underneath the Big Data. 
Presently a day's It is most widely used as part 
 

2.  Big Data Characteristics 
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Figure 1. Seven Characteritics of Big data 
 
     Big data is described by the accompanying seven 
components: 
     Volume: How huge information is developing. It is 
homogeneous size of information. It is expanding 
quickly since a decade ago. Chronicled, exchange 
based information put away as the year’s progressed, 
multi-organized information gushing of online 
networking and cell phones is detonating. 
Notwithstanding the expanding measures of sensor and 
machine-to-machine information being gathered with 
new wellsprings of information that are rising each 
year. This quick development of information causes the 
advanced universe to twofold its size at regular 
intervals [4][14][19]. 
     Velocity: How huge the information is developing. 
It is homogeneous size of information. It is expanding 
quickly since a decade ago [6]. Chronicled, exchange 
based information put away as the year’s progressed, 
multi-organized information gushing of online 
networking and cell phones is detonating. 
Notwithstanding the expanding measures of sensor and 
machine-to-machine information being gathered with 
new wellsprings of information that are rising each 
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year. This quick development of information causes the 
advanced universe to twofold its size at regular 
intervals [8]. 
     Variety: Information is not just organized or can be 
spoken to in lines and sections. Variety of information 
sorts today incorporates source, organization, and 
structure [16]. Information today originates from 
various sources in a wide range of arrangements. 
Organized, unstructured substance records, email, 
video, sound, stock ticker data and budgetary trades are 
a couple of outlines. 
Veracity: Instability of information, dependability, 
legitimacy and nature of the information. As per IBM 
[17], veracity alludes to the amount of information can 
be trusted when key choices should be made on such 
huge volumes gathered at high rates of speed and 
assortment. Paul Miller [18] reported that "a great 
procedure will, commonly, settle on terrible choices if 
based upon awful information". 
     Value: The accomplishment of enormous 
information drives organizations as far as better and 
quicker administration choices and monetary execution 
[19]. 
     Visualization:  A centre errand for any Big Data 
preparing framework is to change the colossal size of it 
into something effectively understood and noteworthy. 
For human utilization, one of the best strategies for this 
is changing over it into graphical arrangements [10]. 
Spreadsheets and even three-dimensional 
representations are regularly not up to the errand, be 
that as it may, because of the characteristics of speed 
and assortment.  
     There might be a huge number of spatial and 
fleeting parameters and connections between them to 
gather into visual structures [13]. Taking care of these 
issues is the primary driving force behind AT&T's 
Nano cubes visual representation bundle. When it's 
been handled, you require a method for showing the 
information in a way that is coherent and open this is 
the place representation comes in. 
     Variability: Moreover, the natural implications and 
translations of these combinations of crude information 
rely on upon its specific situation. This is particularly 
valid with characteristic dialect preparing [17]. A 
solitary word may have various implications. New 
implications are made and old implications disposed of 
after some time. Fluctuation alludes to information 
whose importance is always showing signs of change 
[1]. 
 

3.  Security Issues In Big Data 
 

     Security is a major test for Big Data. New 
innovation, shrewd gadgets, sensors, versatile 
information and systems prompt to create broad 
measure of information on substantial scale [3]. In 
organizations, business the term Big Data using and an 
extensive bit of that data may be mystery data or 

sensitive data [7] [29]. What's more, it is important to 
give security and confinement to get to information. 
Hacking of information is most hazardous because of 
publically accessibility of substantial volume of 
information [19]. 
 

Privacy 
 
In extensive measure of information, there is 
additionally some individual or secret information. So 
this information can be reuse by another division. There 
ought to be constraint of concentrate, examine and 
relate potential touchy information to shared one [10] 
[27]. This is new innovation and numerous clients are 
unconscious of its uses and it presents new 
helplessness. Despite the fact that usage of Big Data 
expanded yet at the same time client verification and 
access to delicate information is out of controlled [29]. 
The vast majority of the client are not happy with the 
thought regarding specialist co-ops can assemble data 
like detail data, distinguishing proof and reason about 
the clients in like manner MasterCard, log records, area 
based information and so on[21][25].  
     Greater measurement of information era, 
organization and control systems in Big Data 
environment makes numerous more plausibility to 
focus on that information by programmers, offenders to 
abuse it. It may be takes this individual information and 
offer it by these people groups [1][3]. Hereafter, there 
is a need of research in this Big Data innovation for 
securing information. In the blink of an eye advances 
for securing information are ease back when connected 
to unfathomable measure of information [9]. 
     Big Data investigation executes propelled methods 
utilizing examination and representation component for 
substantial information sets to control every single 
shrouded example and obscure relationships for precise 
basic leadership circumstances[5][8]. 
 

4.  Challenges 
 
 Big Data investigation needs different sorts of stages 
which incorporate information acquaint, data extraction 
and cleaning, information combination, conglomeration 
and representation, inquiry processing, information 
demonstrating and examination, understanding. Each of 
the above had challenges pertinent with heterogeneity, 
scale, opportuneness, multifaceted nature and 
protection [7] [9][26]. 
     Unapproved arrival of data, alteration of data and 
disavowal of assets portrays the security infringement 
[24]. Security of Big Data can be improved by using 
strategies for check, endorsement, encryption and 
survey trials. Taking after techniques utilized for 
ensuring Big Data to maintain a strategic distance from 
security infringement [21][27].  
• Authentication technique  
• File encryption technique  
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• Access control  
• Key administration  
• Logging technique  
• Secure specialized technique 
 

5.  Proposed Work 
 
To defeat these issues there is have to distinguish new 
algorithmic methods to give high secure information 
and control component in Big Data 
administrations.[22][25] This propels to chip away at 
security calculations in Big Data. Security investigation 
in Big Data may give more true and solid answers for 
client's perspective. A major information application 
requests more effective and cost construct arrangement 
with respect to security perspective. [1][3][4][20][25].  
     In this setting without further ado we began work to 
recognize high benefit security calculation for Big Data 
framework. It proposed on Big Data examination which 
forces on the accompanying three components.  

• Source of Data 

• Security based framework utilizing calculation and  

• Deployment of revised information to end clients. 
 
A. Analysis Of Algorithm 
 
AES Algorithm is superior to DES, RSA. Be that as it 
may, detriment of AES calculation is sharing of key. 
There is no protected approach to share the key. 
Furthermore, there is likewise loss of information when 
we packed substantial document so we are doing 
research deal with security issue. These calculations 
had some security issue related with key length, square 
size, security rate and execution time. [31][34][35]. 

As per literature study it has been observed that 
most of the researcher worked on the different 
algorithms in big data for security concerned.  

 
B. Symmetric Key Algorithms 

 
Symmetric key Algorithms are a class of Algorithms 
for cryptography that use the same cryptographic keys 
for both encryption of plaintext and unscrambling of 
cipher text. The keys may be undefined or there may be 
a clear change to go between the two keys. The keys, 
before long, address a shared riddle between no less 
than two get-togethers that can be used to keep up a 
private information interface. [31][32[33][34][35]. 
 

Table 1. Symmetric key AES Algorithm  
Pro’s and Con’s 

 

Alg

orit

hm 

Description  Pro’s and Con’s  

A

ES 
• AES relies on upon a 

blueprint standard 

Advantages: 

• AES is 

known as a 
substitution-
permutation 
mastermind. AES has 
128-bit block size 
and a key size of 
128,192 or 256 bits. 
AES takes a shot at a 
4×4 column real 
request ask for 
system of bytes, 
named the state.  
The AES cipher is 
resolved as different 
reiterations of change 
adjusts that change 
over the data 
plaintext into the last 
yield of figure 
content. 
Each round of 
encryption process 
requires the going 
with four sorts of 
operations: Sub-
Bytes, Shift Rows, 
Mix Columns, and 
XorRoundkey. 

• Translating is 
the turnaround 
methodology of 
encryption and using 
in reverse works: 

• Inv. Sub 
Bytes, Inv. 
ShiftRows, Inv. 
MixColumns. 

more secure   

• AES has 
higher key sizes 
than 3DES's 112 or 
168 bits.  

• AES is 
quicker in both 
equipment and 
programming.  

 AES's 128-bit 
block size makes it 
less open to strikes 
by method for the 
birthday issue than 
3DES with its 64-
bit block measure. 
Disadvantages: 

• It require 
more processing. It 
require more 
adjusts of 
correspondence as 
contrast with DES.  

 High proficiency 
not intricate high 
secure. 

 
C. Asymmetric Key Algorithms 

 

Asymmetric key cryptography, generally called public 
key cryptography, uses public and private keys to 
encode and decode data [31] [34]. The keys are quite 
recently extensive numbers that have been coordinated 
together however are not indistinct (digressed). One 
key in the consolidate can be granted to everyone; it is 
known as public key. [32[33]. 
 

Table 2. Asymmetric key RSA Algorithm  
Pro’s and Con’s 

 

Algorithm Description  Pro’s and 

Con’s  

RSA • RSA is 
a most well-
known and 
demonstrated 

Advantages: 

• RSA's 
greatest 
advantage is that 
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uneven 
cryptography 
calculation.  
 

• RSA 
depends on the 
numerical 
certainty that is 
anything but 
difficult to 
locate the 
private and 
public keys. 

• Encryption: c 
= m^e mod n, 
where the e and 
n are open key, 
and m is the 
message piece. 
The c is the 
encoded 
message.  
Decryption: The 
private key d is 
used to interpret 
messages. m = 
c^d mod n, 
where n is the 
modulus and d is 
the private key.  

  In RSA, 
appear 
differently in 
relation to 
encryption deal 
with, 
unscrambling 
process takes 
extra time. 

it utilizes Public 
Key encryption.  

• RSA can 
in like manner be 
used to "sign" a 
message. 

 

Disadvantages: 

• RSA, as 
we saw is a truly 
astonishing public 
key cipher that 
utilizations just 
fundamental 
number 
hypothesis in its 
portrayal.  

• Using 
little primes.  

• Using 
primes that are 
close.  

• Message 
is a discernible 
eth control. 

 
6.  Comparative Analysis 

 
Taking after algorithmic relative examination secured 
with a few variables [35]. These elements are key 
length, block size, security rate and execution time thus 
on as appeared in taking after table 3. [32[33][34]. 

 
Table 3.Comparing RSA and AES with  

Different Factors 
 

Algorithm RSA AES 

Developed by 

Rivest-
Shamir-
Adleman(1977) 

Jon 
Daemen & 
Vincent 
Rijmen(2000) 

Key size 
1024-4096 

bits 
128,192,25

6 bits 

Block size Variable 128 bits 

Ciphering & 

Deciphering 

key 

Different Same 

Ciphering & 

Deciphering 

Algorithm 

Same Different  

Algorithm Asymmetric Symmetric 

Algorithm 

Structure 
- 

Substitution 
Permutation 
Network 

Number of 

Rounds 
1 10,12,14 

Encryption  Slower Faster 

Decryption  Slower Faster 

Power 

Consumption  
High Low 

Security Least  Excellent 

Stimulation 

Speed 
Faster Faster 

Scalability  Not Not 

Vulnerable to 

Timing 
attacks, 
Adaptive 
chosen Cipher 
Text attacks 

Side 
Channel 
Attacks 

Inherent 

Vulnerabilities   

 

Brute Forced 
and Oracle 
Attack 

Brute 
Forced Attack 

Hardware and 

Software 

Implementation  

Not Efficient  Faster 

 
     As the given figure represents the speed of DES, 
3DES, RSA and AES algorithm to encrypt the data of 
same length. Throughput of the encryption algorithms 
is calculated by dividing the total plaintext in 
Megabytes encrypted on total encryption time for each 
algorithm. Thus, if throughput increased than power 
consumption decreased. So, as speed of the AES 
encryption is more than the speed of RSA encryption 
speed as shown in figure.2. The speed of the AES 
decryption is also more than the speed of RSA 
encryption speed as shown in figure.3 .AES also 
consumes small power as comparison to RSA power 
consumption. 
 

Table 4. Execution Time (Milliseconds) of Encryption 
of   different data packet size 

 

S. 

No 

Input 

Key 

Size(KB) 

DES 3DES RSA 

 

AES 

 

1 45 25 50 55 60 

2 55 29 44 46 48 

3 96 45 76 89 94 

4 236 39 113 119 106 
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5 319 89 155 157 150 

6 560 131 171 169 150 

7 899 240 299 309 312 

8 5345 
129

6 
116

6 
144

1 
123

3 

Through put 

(MB/Sec.) 

3.0

1 
2.08 

1.6

7 

1.2

0 

     
 
      

 
 

Figure 2.Encryption Speed of DES, 3DES,  
RSA, AES Algorithms 

 
Table 5. Execution Time (Milliseconds) of Decryption 

of different data packet size 

 

S. 

No 

Input 

Key 

Size(KB) 

DES 
3D

ES 

RS

A 
AES 

1 45 34 49 61 75 

2 55 22 47 59 62 
3 96 53 63 57 45 

4 236 62 67 64 62 
5 319 98 85 154 159 

6 560 125 161 163 162 

7 899 152 171 183 189 
8 5345 783 835 827 810 

Through put 

(MB/Sec.) 
5.012 4.03 

2.14

7 

1.05

8 

     
 

 
 
Figure 3. Decryption Speed of DES, 3DES, RSA, AES 

Algorithms 
 

 

 

 

7.  Conclusions 
 
This paper presented Big Data ideas and devices of Big 
Data. In this time inconceivable measure of information 
created on regular routine and it gets to be distinctly 
hard to handle substantial information sets and break 
down the example. In association keep on collecting 
substantial information and it is important to have 
security to that information. In past work, calculation 
has a few downsides and there is immense extension to 
conquer these security issues and for future research 
work. This paper for the most part covers the 
investigation of security calculations utilized as a part 
of Big Data administrations and security issue. This 
forces and spurs to distinguish new calculations and 
strategies for security arrangements in Big Data 
investigation for improvement of humanity. 
 

References 

 
[1]  Sangita Bansal, Dr. Ajay Rana (2014), 
“Transitioning From relational databases to big data”, 
International journal of advanced research in computer 
science and software engineering volume 4, Issue 1, 
January. 
 
[2]  Punit singh Duggal and sanchita paul (2013), 
“Big data analysis: Challenge and solution”, 
International conference on cloud, big data and trust 
2013, Nov 13-15 ,RGPV. 
 
[3] Raghav Toshniwal , kanishka Ghosh Dastidar 
,Ashok Nath (2015), ”Big Data Security issue and 
challenge”, International Journal of Innovative in 
Advanced Engineering (IJIRAE) ISSN:2349-2163 
ISSUE 2, Volume 2 ,February. 
 
[4] Venkata Narasimha Inukolu , sailaja Arsi and 
Srinivassa Rao Ravuri (2014), International journal of 
network security and its application (IJNSA), vol 6 no. 
3 May.  
 
[5] L. Xu, C. Jiang, J. Wang, J. Yuan and Y. 
  
[6] Ren (2014), "Information Security in Big Data: 
Privacy and Data Mining," in IEEE Access, vol. 2, no. , 
pp. 1149-1176. 
 
[7] H. Ye, X. Cheng, M. Yuan, L. Xu, J. Gao and 
C. Cheng (2016), "A survey of security and privacy in 
big data,"  16th International Symposium on 
Communications and Information Technologies 
(ISCIT), Qingdao, pp. 268-272. 
 
[8] Vinit Gopal Savant (2015), “Approaches to Solve 
Big Data Security Issues and Comparative Study of 
Cryptographic Algorithms for Data Encryption”, 
International Journal of Engineering Research and 

International Journal of Pure and Applied Mathematics Special Issue

249



  

General Science Volume 3, Issue 3, May-June, ISSN 
2091-2730. 
 
[9]    Jainendra Singh (2014),”Big Data Analytic and 
Mining with Machine Learning Algorithm” , 
International Research Publications House http://www. 
irphouse.com /ijict.htm International Journal of 
Information and Computation Technology. ISSN 0974-
2239 Volume 4, Number 1, pp. 33-40. 
 
[10] F. J. Alexander, A. Hoisie and A. Szalay 
(2013), “Big Data” IEEE Computing in Science and 
Engineeringjournal, Volume 7, Number 14, pp. 233-
240. 
 
 
[11] Yang Yang, Xianghan Zheng (2013)”Type 
Based Keyword Search for Securing Big Data” in  
International Conference on Cloud Computing and Big 
Data. 
 
[12] Sergio Barbarossa, Gesualdo Scutari 
(2009),“Bio-inspired sensor network design”, IEEE 
Signal Process. Mag. 24 (3) 95–98. 
 
[13] Xueli Huang and Xiaojiang Du 
(2014)”Achieving Big Data Privacy Via Hybrid Cloud” 
in 2014 IEEE INFOCOM Workshops: IEEE 
INFOCOM workshop on security and privacy in Big 
Data. 
 
[14] Min-Sheng Lin, Chien-Yi Chiu, Yuh-Jye Lee 
and Hsing-Kuo Pao (2013)”Malicious URL Filtering-A 
Big Data Application” in 2013 IEEE International 
Conference on Big Data. 
 
[15] Roger Schell (2013)”Security –“A Big 
Question for Big Data” in 2013 IEEE International 
Conference on Big Data. 
 
[16] Katina Michael, Keith W. Miller (2013) “Big 
Data: New Opportunities and New Challenges,” 
Published by the IEEE Computer Society 0018-
9162/13/$31.00 © 2013. 
 
[17] Abzetdin Adamov (2012). Distributed file 
system as a basis of data-intensive computing, in: 6th 
International Conference on Application of Information 
and Communication Technologies (AICT), pp. 1–3 
(October). 
 
[18] Byungik Ahn (2012), Neuron machine: Parallel 
and pipelined digital neuro computing architecture, in: 
2012 IEEE International Conference on Computational 
Intelligence and Cybernetics (CyberneticsCom), , pp. 
143–147. 

 

[19]  Janine Bennett, Ray Grout, Philippe Pebay, 
Diana Roe, David Thompson (2009), “Numerically 
stable,single-pass, parallel statistics algorithms”, in: 
IEEE International Conference on Cluster Computing 
and Workshops, , CLUSTER ’09, 2009, pp. 1–8. 

 
[20] Mahboob, M. Zahid and G. Ahmad (2016), 
"Adopting information security techniques for cloud 
computing—A survey," 2016 1st International 
Conference on Information Technology, Information 
Systems and Electrical Engineering (ICITISEE), 
Yogyakarta, Indonesia, 2016, pp. 7-11. 

 
[21] N. Miloslavskaya and A. Makhmudova(2016), 
"Survey of Big Data Information Security," 2016 IEEE 
4th International Conference on Future Internet of 
Things and CloudWorkshops 
(FiCloudW),Vienna,pp.133-138. 
 
[22] E. G. AbdAllah, H. S. Hassanein and 
M.Zulkernine(2015), "A Survey of Security Attacks in 
Information-Centric Networking," in IEEE 
Communications Surveys & Tutorials, vol. 17, no. 3, 
pp. 1441-1454. 

 
[23] S. Bhattacharjee, L. B. A. Rahim and I. B. 
Aziz(2016), "A security scheme to     minimize 
information loss during big data transmission over the 
internet," 2016 3rd International Conference on 
Computer and Information Sciences (ICCOINS), Kuala 
Lumpur, Malaysia, pp. 215-220. 

 
[24] N. Miloslavskaya and A. Tolstoy(2016),  
"Application of Big Data, Fast Data, and Data Lake 
Concepts to Information Security Issues," 2016 IEEE 
4th International Conference on Future Internet of 
Things and Cloud Workshops (FiCloudW), Vienna,pp. 
148-153. 

 
[25] N. S. S. Srinivas and M. Akramuddin(2016), 
"FPGA based hardware implementation of AES 
Rijndael algorithm for Encryption and 
Decryption," 2016 International Conference on 
Electrical, Electronics, and Optimization Techniques 
(ICEEOT), Chennai, pp. 1769-1776. 
 

[26]     Vaithianathan Geetha, B.Ranjany,” Feeling 
Recognition System Techniques 
Survey”,International Innovative Research Journal 
Of Engineering And Technology,vol 02,no 
04,pp.130-135,2017. 

International Journal of Pure and Applied Mathematics Special Issue

250



251



252


