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Abstract: Internet is the place where people get lot of 

information about business, educational, applications, 

social media etc. Since the people all over the globe 

access the information, it may be thousands of terabytes 

of data and that data should be protected. In order to 

maintain this huge amount of data and get the 

information at the faster rate we need an encryption 

algorithms which compress the data and provides the 

security so we used the hybrid encryption algorithm 

which is the combination of multiple ciphers. The 

encryption algorithm consists of four rounds out of 

which two are symmetric algorithms one is the 

substitution cipher and other is the transposition cipher, 

third is the compression algorithm which is lossless 

data compression, fourth round contains the 

mathematical equation which provides the security for 

the data. So combining all these rounds gives us the 

Hybrid encryption algorithm 

 

Keywords: Substitution cipher, Transposition cipher, 

Compression algorithm, Mathematical equation. 

 

1.  Introduction 
 

Cryptography is the study of hiding the information and 

verification of information. It includes protocols and 

algorithms to provide security to the data and also to 

prevent the data to the unauthorized access. It consists 

of mainly two process. One is Encryption and other is 

Decryption. Encryption is the process of changing the 

data into the scrambled data by using the secret key. 

Encryption is the most desired way for securing the 

data. The confidentiality can also be achieved by 

encryption. Decryption is the process of obtaining the 

meaningful data from the scrambled text using the 

secret key. Authentication can also be achieved by 

decryption because only the authorized users can have 

the secret key.  

 

2.  Architecture 

 

  
 

Figure 1. Block Diagram 

3.  Algorithms 

 

3. 1. Multi Stage Caesar Cipher 

 
It is also known monoalphabetic cipher or shift cipher. 

In this cipher the plaintext symbol is replaced with the 

other character. The number of rounds depends upon 

the key size. The cipher text produce from the current 

digit will be used as the plain text for the next stage this 

process is continued until the last digit is over. If we 

use Caesar cipher instead of multi stage cipher the brute 

force attack is possible because there are only 25 keys 

possible which is easy to break the cipher [7].  

Encryption  

     Cipher text = (Plaintext Symbol + Each digit of 

substitution key) % 26 [2]. 

Decryption       

 Plaintext = (Cipher text Symbol - Each digit of 

substitution key) % 26 [2]. 

 

3.1 1. Algorithm for Encryption 

 

1. Initialize the variables i=1, k=0, key, Inc=0, Org [] is 

used to store the plain text and En [] is used to store the 

cipher text 

2. Read the substitution key and reverse the key.  

3. If Inc<=size of the substitution key go to step 8. 

4. Take anith digit from the reversed key. 

5. Check if org[k]! =NULL if true go to step 6 

otherwise go to step 8. 

6. Apply en[k] = (org[k] + ith digit of substitution key) 

% 26. 

7. Update k=k+1. 

8. Update Inc= Inc+1.  

9. Copy the encrypted array en[] into the original string 

org[] and go to step 3. 

10. Print the Encrypted message and this will be input 

to the second round. 

11. Stop. 

 

3.1 2. Algorithm for Decryption 
 

1: Initialize the variables i=1, k=0, key, Inc=0, Org [] is 

used to store the plain text of the previous round and 

Dec [] is used to store the decrypted text. 

2. Read the substitution key and reverse the key.  

3. If Inc<=size of the substitution key go to step 4 

otherwise go to step 8 
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4. Take ith digit from the reversed key. 

5. Check if org[k]! =NULL if true go to step 7 

otherwise go to step 9. 

6. Apply Dec[k] = (en [k]-ith digit of substitution key) 

% 26. 

7. Update k=k+1 

8. Update Inc =Inc+1  

9. Copy the encrypted array en [] into the decrypted 

string Dec [] and go to step 4. 

10. Print the decrypted message. 

11. Stop 

 

3.2. Double Transposition Cipher 
 

Transposition ciphers are the ciphers in which they 

change according to the position of the plaintext 

characters. In the double transposition cipher the same 

key can be used twice (or) we can use two different 

keys for encryption and decryption. The cipher text 

obtained in the first transposition will be the input to 

the second transposition and in this cipher we are using 

the same key for both transpositions. 

 

3.2.1.  Algorithm for Encryption 

 

1. Initialize the input Org [] (Output of the previous 

round) and the Key [] of size K. 

2. Arrange the input Org [] in a matrix layout using K 

as columns. 

3. Sort the columns of the key in ascending order. 

4. After sorting read the text column by column wise. 

5. Store the text in Org []. 

6. Repeat the same process from step 2 to 4. 

7. Store the output in Entxt[]. 

8. Stop 

 

3.2.2. Algorithm for Decryption 
 

1. Initialize the input Entxt[] (Output of the previous 

round) and the Key [] of size K. 

2. Using the length of the Entxt[] and the key size K 

determine the number of letters to be placed in the 

columns of the key 

3. Sort the Key [] and arrange the Entxt[] column by 

column  

4. Rearrange the Key [] again in original form and read 

the text row by row. 

5. Store the input in Entxt[] 

6. Repeat the same process from step 3 to 5. 

7. Store the input in Org [] 

8. Stop 

 

3.3. Compression Algorithm 

 

Compression means minimizing the size of data 

without change in the original quality of data. They are 

many compression algorithms like Huffman coding, 

Arithmetic coding which reduces the size of data and 

increases the speed of computation. 

Huffman Coding is a lossless data compression 

algorithm. It is based on frequency occurrences of the 

characters. This is used to convert the characters into 

binary form of lower data [3]. The code word table 

obtained in Huffman coding should be maintained by 

third party servers and can be accessed at the time of 

decoding using compressed bits as a key.  

 

3.3.1. Algorithm for Huffman Encoding 
 

1. Initialize the input Org [] (Output of previous round) 

2. Count the frequency of the letters in the Org [] and 

sort them accordingly to create frequency table Fn[] 

3. Create a node for each unique character. 

4. Extract two minimum frequency nodes from 

frequency table and sum the two frequencies to create a 

new internal node and to build the min heap. 

5. Add this new internal node to the frequency table in 

sorted manner. 

6. Repeat the same process from step 4 to 5 until there 

is one node in the frequency table. 

7. Mark 0 for left sub child and 1 for the right sub child 

to create the bit code table for each unique character. 

8. Use the bit code table to convert the input in the form 

of bits 

 

3.3.2. Algorithm for Huffman Decoding 

 

1. Initialize the input Entxt[](Output of previous round)  

2. Use the Code word table to obtain the decrypted text 

3.4 Mathematical Equation 

In this round the bits are divided into group of 7 bits 

and are converted to ASCII values we use the 

ASCIIvalue of the each character of plaintext, the 

position value of that character and the three variables 

are used to produce the cipher text [1]. The array of 

keys will be generated in the encryption process and 

this will be used in decryption process to convert the 

cipher text again in ASCII values and back to the 

binary bits. 

 

3.4.1. Algorithm for Encryption 
 

1.Initialise i=0, Org[]=(Output of the previous round) , 

Entxt[ ] (used to store the encrypted text) and  the 

Key[]=(to store key generated for each character). 

2. Enter the value of X, Y, Z. 

3. Divide the bits in Org [] into group of 7 bits starting 

from last index and store them in integer array. 

4. Covert the bits stored in integer array to decimal 

value and store them in ASCII []. 

5. Substitute the values of X, Y and Z respectively in 

the equation to calculate, Key[i] = (X*ASCII[i]+Y 

*position of i)/Z. 

6. Calculate the Encrypted text Entxt[i] = (X* ASCII [i] 

+ Y * position of i) % Z. 
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7. Update value of i=i+1. 

8. Check if Org [i] !=NULL then go to step 5.                                                           

9. Stop. 

 

3.4.2. Algorithm for Decryption 
 

1. Initialisei=0, Entxt[]=(Output of the previous round), 

Key[] , Decimal[], Detxt[], ASCII[]. 

2. Calculate the ASCII values to each character in 

Entxt[] using the formulae ASCII[i] = ( ( Z * Key[i] + 

Entxt[i]) – ( Y * position of i)) / Z. 

3. Update the value i=i+1. 

4. Check if Entxt[i]! = NULL then go to step2. 

5. Convert the ASCII values to binary and store them in 

Decimal [] array. 

6. Combine the bits of Decimal [] array starting from 

last index of array and store it in Detxt[] 

7. Stop. 

 

4.  Practical Implementation 
 

4.1. Multi stage Caesar cipher 
 

Let the Plaintext: CRYPTOGRAPHY 

Key=3254 

The formula to calculate the cipher text is (plaintext 

symbol + i
th
digit of the substitution key)% 26 [2]. 

Let us consider the alphabetical order for A to Z be 0 to 

25 that is A refers to 0, B refers to 1 and so on Z refers 

to 25. 

Stage 1: 

Input: CRYPTOGRAPHY 

Key: 3 (1
st
 digit of substitution key). 

Cipher text = (C+3) % 26 = (2+3) % 26 = 5 % 26 = 5 = 

“F” 

= (R+3) % 26=(17+3) % 26=20 %26=20=“U” 

= (Y+3) % 26=(24+3) % 26=27%26=1=“B” 

= (P+3) % 26=(15+3) % 26=18 %26=18=“S” 

= (T+3) % 26=(19+3) % 26=22 %26=22=“W” 

= (O+3) % 26=(14+3) % 26=17 %26=17=“R” 

= (G+3) %26=(06+3) % 26=09 % 26 = 9=“J” 

= (R+3) % 26=(17+3) % 26=20 %26=20=“U” 

= (A+3) % 26=(0+3) % 26 = 03 % 26= 3= “D” 

= (P+3) % 26=(15+3) %26=18% 26=18=“S” 

= (H+3) % 26=(7+3) % 26=10 % 26=10=“K” 

= (Y+3) % 26=(24+3) % 26=27 % 26=1= “B” 

The cipher text obtained using the 1st digit of the key is 

FUBSWRJUDSKB. 

Stage 2: 
Input: FUBSWRJUDSKB 

Key: 2 (2
nd

 digit of substitution key) 

Cipher text = (F+2) % 26 = (5+2) % 26 = 7 % 26 = 7 = 

“H” 

=(U+2)% 26=(20+2)% 26=22 % 26=22=“W” 

=(B+2)% 26=(01+2)% 26=3 % 26 = 3 = “D” 

=(S+2)% 26=(18+2)% 26=20 % 26=20= “U” 

=(W+2)% 26=(22+2)% 2=24 % 26 = 24=“Y” 

=(R+2)% 26=(17+2)% 26=19 % 26=19=“T” 

=(J+2)% 26=(09+2)% 26=11 % 26=11= “L” 

=(U+2)% 26=(20+2)% 26=22 % 26=22=“W” 

=(D+2)% 26=(03+2)% 26=5 % 26 = 5 = “F” 

=(S+2)% 26=(18+2)% 26=20 % 26=20= “U” 

=(K+2)% 26=(10+2)%26=12 % 26=12=“M” 

= (B+2)% 26=(01+2)% 26=03 % 26=3 = “D” 

The cipher text obtained using the 2nd digit of the key is 

HWDUYTLWFUMD 

Similarly, the cipher text obtained using the 3rd digit of 

the key is MBIZDYQBKZRI 

For the cipher text obtained using the 4
th
 digit of the 

key is QFMDHCUFODVM 

 

4.2. Double Transposition cipher 
 

Input: QFMDHCUFODVM  

Transposition key: 341526 

Applying first Transposition 

 

3 4 1 5 2 6 

Q F M D H C 

U F O D V M 

 

Now the digits in the key are arranged in the ascending 

order 

 

1 2 3 4 5 6 

M H Q F D C 

O V U F D 
M 

 

The cipher text is obtained by reading the characters 

column wise MOHVQUFFDDCM 

Apply Second Transposition 

Input: MOHVQUFFDDCM 

Transposition key: 341526 

 

3 4 1 5 2 6 

M O H V Q U 

F F D D C M 

 

Now the digits in the key are again arranged in the 

ascending order 

 

1 2 3 4 5 6 

H Q M O V U 

D C F F D M 

 

The cipher text is obtained by reading the character by 

character column wise HDQCMFOFVDUM 

Huffman Coding 

Input: HDQCMFOFVDUM 
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1. The frequency of letters in plain text are tabled 

below and are arranged in their increasing order and 

node is created for each unique characters. 

 

 
 

2. Extract the starting two nodes from the frequency 

table and build a new internal node by combining their 

frequencies to build min heap and add this node to 

frequency table. 

 

 
 

3. Extract C and V nodes and make a new node CV and 

add the node to the frequency table. 

 

 
 

4. Extract Q and O nodes and make a new node QO and 

add the node to the frequency table 

 

 
 

5. Extract D and HU nodes and make a new node DHU 

and add the node to the frequency table. 

 

 
7. Extract F and QO nodes and make a new node FQO 

and add the node to the frequency table. 

 

 

8. Extract F and QO nodes and make a new node FQO 

and the this node to the frequency table 

 

 
 

9. Extract MCV and DHU nodes and make a new node 

MCVDHU and add the node to the frequency table. 

 

 
 

10. Extract FQO and MCVDHU nodes and make a new 

node FQOMCVDHU and this is a root node of the min 

heap tree.  

 

 
 

11. Mark 0 for left sub tree nodes and 1 for right sub 

tree nodes as shown in the above figure and traverse the 

tree from top to bottom to make code word for each 

character 

 

 
 

12. Mark the code word for the input plain text and the 

compressed bits are formed using the code word of the 

alphabets. 

 

 
 

The Encoded text is given below  

11101100101010100000110010111101111100 

Mathematical Equation: 

Input: 

11101100101010100000110010111101111100 
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The bits are divided into groups of 7 bits starting from 

last position and then stored in an array and convert to 

decimal values. 

 

 
 

Let the input to the coefficients of X Y Z be 2, 3, 4. 

Now by using the formulae (X*ASCII value of 

character + Y*Position of the character in plain text)/Z 

the keys are generated for each unique ASCII character. 

Key [0] = ((2*124) + (3*0))/4 = 248/4 = 62 

Key [1] = ((2*94) + (3*1))/4 =191/4 = 47 

Key [2]= ((2*12) + (3*2))/4 = 30/4 = 7 

Key [3]= ((2*84) + (3*3))/4 = 177/4 = 44 

Key [4]= ((2*50) + (3*4))/4 = 112/4 = 28 

Key [5]= ((2*7) + (3*5))/4 = 29/4 = 7 

Now by using the formulae we obtain the encrypted 

text ((X*ASCII value of character) +(Y*Position of the 

character in plain text))/Z 

Entxt[0]= ((2*124)+(3*0))/4=248%4=0=’a’ 

Entxt[1]= ((2*94)+(3*1))/4=191%4=3=’d’ 

Entxt[2]= ((2*12)+(3*2))/4=30%4=2=’c’ 

Entxt[3]= ((2*84)+(3*3))/4=177%4=1=’b’ 

Entxt[4]= ((2*50)+(3*4))/4=112%4=0=’a’ 

Entxt[5]= ((2*7)+(3*5))/4=29%4=1=’b’ 

The Encrypted text is adcbab. 

 

4.3. Decryption 
 

4.3.1 Mathematical Equation 

 

Input:  

Entxt [] =adcbab 

Key [] ={62, 47, 7, 44, 28, 7} 

The formulae to obtain ASCII values of characters is 

given by ((Z * Key[i]+ Entxt[i]) - (Y*position of 

character))/X. 

ASCII [0]=((4*62+0)-(3*0))/2=256/2=124 

ASCII [1] =((4*47+3)-(3*1))/2=188/2=94 

ASCII [2]=((4*7+2)-(3*2))/2=24/2=12 

ASCII [3]=((4*44+1)-(3*3))/2=168/2=84 

ASCII [4]=((4*28+0)-(3*4))/2=100/2=50 

ASCII [5]=((4*7+1)-(3*5))/2=14/2=7 

Now convert the ASCII values to binary. 

 

 
The compressed bits are obtained starting from last 

position to starting position. 

11101100101010100000110010111101111100. 

 

4.3.2. Double Transposition 

 

Input: HDQCMFOFVDUM 

Transposition key: 341526 

The order of the matrix is determined by number of 

letters in cipher text and the size of the key. 

Then the letters of the cipher text are filled in to the 

matrix starting with the increasing order of the key. 

 

3 4 1 5 2 6 

M O H V Q U 

F F D D C M 

 

The cipher text is obtained by reading row by row 

MOHVQUFFDDCM. 

 

3 4 1 5 2 6 

  Q F M D H C 

U F O D V M 

 

The cipher text is obtained by reading the characters 

row wise QFMDHCUFODVM. 

Multi Stage Caesar Cipher 

Input: QFMDHCUFODVM 

Key=3254 

The formula to calculate the cipher text = (plaintext 

symbol-ithdigit of the substitution key) %26 

Stage 1: 

Input: QFMDHCUFODVM 

Key: 3 (1st digit of the substitution key) 

Cipher text = (Q-3) % 26 = (16-3) % 26 = 13 % 26 = 

13 = “N” 

= (F-3) % 26 = (5-3) % 26 = 2 % 26 = 2 = “C” 

= (M-3)%26 = (12-3) % 26 = 9 % 26 =9 = “J” 

= (D-3) % 26 = (3-3) % 26 = 0 % 26 = 0 = “A” 

= (H-3) % 26 = (7-3) % 26 = 4 % 26 = 4 = “E” 

= (C-3)% 26 = (2-3) % 26 = -1 % 26 =25= “Z” 

= (U-3)% 26= (20-3) % 26 =17 % 26=17= “R” 

= (F-3) % 26 = (05-3) % 26 =2 % 26=2= “C” 

= (O-3)% 26= (14-3) % 26=11 % 26=11 = “L” 

= (D-3) % 26 = (3-3) % 26 = 0 % 26 = 0= “A 

= (V-3) % 26 = (21-3) % 26=18 % 26=18=“S” 

= (M-3) % 26 = (12-3) % 26=9 % 26=9= “J”  

The cipher text obtained using the 1
st
 digit of the key is 

NCJAEZRCLASJ 

Stage 2: 

Input: NCJAEZROLASJ 

Key: 2 (2
nd 

digit of substitution key) 

Cipher text = (N-2) % 26 = (13-2) % 26 = 11 % 26 = 

11 = “L” 

=(C-2) % 26= (2-2) % 26 = 0 % 26 = 0 = “A” 

= (J-2) % 26 = (9-2) % 26 = 7 % 26 = 7 = “H” 

= (A-2) % 26= (0-2) % 26 = 24 % 26=24= “Y” 

= (E-2) % 26 = (4-2) % 26 = 2 % 26 = 2 = “C” 

= (Z-2) % 26 = (25-2) % 26=23 % 26=23=“X” 
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= (R-2) % 26 = (17-2) % 26=15 % 26=15= “P”

= (C-2) % 26 = (2-2) % 26 = 0 % 26 = 9 = “J”

= (A-2) % 26 = (0-2) % 26=24 % 26 =24 =“Y”

= (S-2) % 26= (18-2) % 26=16 % 26=16= “Q”

= (J-2) % 26 = (9-2) % 26 = 07 % 26 =7 = “H”

The cipher text obtained using the 2nd digit of the key is 

LAHYCXPAJYQH. Similarly, the cipher text obtained 

using the 3
rd

 digit of the key is GVCTXSKVETLC.

For the cipher text obtained using the 4th

key is CRYPTOGRAPHY. 

 

5.  Results 

  

 

Figure 2. Output for Encryption Process

 

 

Figure 3. Output for Decryption Process

 

6.  Conclusion 
 

This paper mainly focuses on services like 

confidentiality, authentication and security. The two 

symmetric algorithms provide confidentiality and 

authentication, the mathematical equation which 

provides the additional security to the compression 

algorithm. Our future work can be extended by adding 

the extra service like data integrity by using hashing 

algorithms like SHA-512, HMAC algorithms.
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