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Abstract: Ransomware has emerged as the fastest 

growing mobile threat in recent times, mainly because of 

the profitability the attack offers to cyber extortionists. For 

Android users, the problem is exacerbated due to open 

nature of the Android platform, and their support for open 

app marketplaces. The growing shift towards a mobile-

first approach, has elevated the importance of securing the 

vast mobile attack surface. In this paper, we survey 

existing research on ransomware detection and provide an 

assessment on the efficacy of the techniques. We also 

evaluate the assumptions made for each of the solutions 

and furnish a discussion on their shortcomings. It is our 

finding that the existing research poses several limitations 

and is still lacking an effective solution to detect 

ransomwares in Android. 
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1. Introduction 

  Ransomware is a type of malware that compromises 

availability of a device or its data by either locking the 

device or encrypting the files stored in it. What the user 

sees is an extortion message that states that the device will 

remain locked for a stipulated time, beyond which, the 

data will be erased unless a ransom is paid. Common 

modes of payment include payments via Paypal or as 

crypto currencies such as Bitcons. Ransomwares are 

propagated through spam emails, malvertising, botnets, 

drive-by downloads etc. They may also be downloaded in 

the background by a trojan app that has contacted a 

command & control (C&C) server. For most of the 

ransomware infections, a recovery is not possible unless a 

backup of the device is available to restore it to a 

previously healthy state. 

Ransomware can be classified into two types [1] - crypto 

and locker ransomwares. 

• Crypto-ransomware - This type of ransomware denies 

availability of files on a device by encrypting it. The 

encryption key required for encrypting the files is either 

embedded in the malware itself or established prior to the 

attack by performing a handshake with the attacker 

system. Once the encryption key is established, the 

malware encrypts files of specific formats (file 

extensions).The encryption scheme applied varies from 

the relatively weaker RC4 to more sophisticated 

algorithms such as a combination of RSA & AES, ECDH 

& AES etc. One of the first crypto-ransomware attacks in 

Android occurred in 2014, and was carried out by the 

malware called Simplocker [2], that mimicked the very 

potent Cryptolocker malware that infected PC’s. Though 

it infected more than 20,000 unique users, the ransomware 

was easy to remove, since the master key was embedded 

in the malware itself. An evolved variant emerged that 

generated a unique encryption key for each device 

rendering disinfection through anti-virus tools impossible. 

Table 1. Known Android Ransomwares (without their 

vari-ants) 

Ransomware Date 

Detected 

Targeted 

Country 

Type Variants 

Android 

Defender 

June 

2013 

US Locker x 

Koler May 

2014 

Russia Locker X 

Simplocker June 

2014 

Russia Crypto X 

Jisut June 

2014 

China Locker x 

LockDroid October 

2014 

US Locker X 

Xbot May 

2015 

US Crypto x 

Locker Pin August 

2015 

US Locker X 

In this paper, we survey existing literature on the 

techniques to detect Android ransomware. For each of 

the techniques, we identify the assumptions made 
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(both stated and implicit), which is critical to evaluate 

the efficacy of the proposed techniques. We also 

provide a discussion about the technique, its 

advantages and disadvantages. 

2. Ransomware Attack Kill Chain 

Figure 1. gives an overview of the ransomware attack 

kill chain using the steps elucidated in the Lockheed 

Martin cyber kill chain [6]. 

• Identify and recon: In this step, the attacker looks for a 

vulnerable device or user to infect. The attacker obtains 

this information from known data breaches or via spear 

phishing campaigns. 

• Initial Attack: The ransomware makes an entry to the 

user’s device through one of the many social engineering 

attacks such as spam messages, malvertising, drive by 

downloads etc., and attempts a series of steps to establish 

its presence on the device. The malware first tries to obtain 

administrative privileges by tricking the user to take an 

action on its behalf. Common deception techniques 

applied by the ransomware include masquerading as an an 

anti-virus tool, a flash update etc. 

• Command & Control: At this stage, the malware tries to 

connect to the attacker system either to leak information 

about the device or to obtain encryption keys as in the case 

of the crypto-ransomware. In some cases, the ransomware 

also executes remote commands on behalf of the attacker. 

The attacker IP address is either hardcoded into the 

malware itself or is generated on the fly using domain 

name generation algorithms. 

• Discover & Spread: In this phase, the malware tries to 

propagate itself to other hosts in the network as in the case 

of cryptoworms. Such a malware that infects Android 

devices is yet to be found. 

• Extract & Exfiltrate: The ransomware tries to extort 

money from the user and exfiltrates user’s data to the 

attacker. 

For ransomware to be detected, the detection 

mechnaism must operate at step 2 or step 3 of the attack 

kill chain, beyond which the, the device will be 

compromised. 

 

3. Detection Mechanisms 

 Static and dynamic analysis techniques [7], [8], [9], 

[10], [11], [12], [13] have been conventionally used to 

detect malicious Android applications. Static analysis 

studies the properties of a program without executing it. 

Anti-virus scanners are static detection tools that use a 

database of signatures of known ransomware samples to 

detect their presence. The technique however is not 

generic or scalable for new variants of the malware. 

Dynamic analysis on the other hand uses behavioral 

heuristics to identify malware by running it in a sandbox 

or emulator. Conventional malware detection techniques 

are generic and not specific to ransomware. Ransomware 

exhibits properties uncommon to other malware, and the 

aforesaid techniques can be used to supplement its 

etection. That apart, when employing behavior-based 

analysis, ransomware must be detected before the 

availability of a device is compromised. 

 

Figure 1. Ransomware KillChain 

 An Android app is packaged into a compressed archive 

called the Android Package (or APK). Static features of an 

app is extracted from the APK by disassembling and 

decompiling it. Commonly examined features include 

permissions requested by the APK, sequence of API calls, 

meta-information such as images and resources, structural 

properties of the APK and strings contained in it, 

developer signature etc. Behavioral heuristics include 

traffic patterns, file system changes, changes to memory 

or address space, program execution trace etc. We evaluate 

existing research that use static analysis [14], [15] and 

dynamic analysis [16], [17]. 

A. Hybrid Analysis & Natural Language Processing 

    Andronio et.al [14] develops an automated framework 

that use hybrid analysis and natural language processing 

(NLP) to detect ransomware. They identify two features 

specific to a ransomware - sequence of instructions that 

result in an API call to lock the device or encrypt its files, 

and strings that indicate threat messages.The basic premise 

for using strings as a feature for detection is that a 

ransomware will contain threat messages to scare the user 

and coax them into paying the ransom. Examples of 

stopwords contained in threat messages are copyright, 

threat, law, porn, money etc. The analysis is performed on 

Android smali instructions obtained by disassembling the 

APK. 

• Assumption 

      Heldroid assumes no prior knowledge of the sample 

APK, and hence is a generic methodology. No 

assumptions are made on the evasion techniques applied 

by the malware. It also assumes that the source code is not 

available and hence the analysis is done on the smali code. 
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• Methodology 

      Heldroid uses Flowdroid [18] for static taint analysis 

to detect file encryption and device locking. Dynamic 

analysis is employed only when a static analysis of the 

APK does yield any stop words. In such a case the threat 

messages are obtained off-band from an attacker machine. 

Heldroid uses Natural Language Processing (NLP) 

classifier to detect threat messages by comparing it with 

the a dictionary of threat words extracted from the 

ransomware. They perform static code analysis to trace a 

predetermined execution path that blocks the home and 

back button on the device. 

• Discussion 

     The proposed approach can be applied proactively, for 

vetting apps prior to publishing it in app market places 

such as Google Play or used alongside anti-virus tools to 

detect threats on-the-fly. Static analysis allows the APK to 

be inspected outside of the attack kill chain. Dynamic 

analysis tries to detect the attack in the initial attack phase 

of the kill chain. The thresholds for detecting the scare 

words are set based on known samples available at that 

time and hence will fail when the locale changes or when 

a mixture of native and English language. The newer 

variants of ransomware use images instead of strings as 

messages. Evaluation of their strategies to detect locking 

takes 4 seconds on an average, which is a performance 

bottleneck. The file encryption however is detectable in a 

span of milliseconds. Lastly, the solution will fail if the 

attacker were to use proprietary algorithms for encryption 

as opposed to standard encryption API calls or libraries. 

Despite the limitations, the work is pioneering in terms of 

their appraoch to detect ransomware. 

 

B. Static Analysis & Model Checking 

Mercaldo et.al [15], present model checking as a viable 

approach to detect ransomware. 

• Assumption 

The authors assume that the ransomware sample is 

available apriori. 

• Methodology 

Detection of ransomware is divided into three steps. 

◦ Formal Model Construction - The byte code of the app to 

be analyzed is converted to a Calculus of 

Communicating Systems (CCS) model. 

◦ Temporal Logic Properties Construction - In this step, 

temporal logic properties of known ransomware samples 

is extracted. 

◦ Ransomware Family Detection - Extracted temporal 

logic is compared with the CCS model using a model 

checker. 

• Discussion 

This is the first formal methods based approach to detect 

ransomware. Since the APK is compared with known 

ransomware samples, the approach is not generic and will 

fail to detect variants of the malware. For the same reason, 

the solution is also not resilient to evasion techniques such 

as obfuscation. 

C. Hybrid Analysis 

Yang et.al [19] , propose the design of an automated 

system that use static and dynamic analysis to detect 

lockerransomware. In their research they identify 

permissions used by such ransomware. 

• Assumption 

There are no assumptions stated or implicit in the research. 

• Methodology 

Permissions required by an APK is extracted from the 

manifest file bundled with the APK. Their research 

identifies 5 permissions required by a ransomware. 

◦ android.permission.BIND DEVICE: The permission grants 

admin privileges to a device. 

◦ android.permission.GET TASKS & 

android.permission.KILL BACKGROUND 

PROCESSES: The permission is required to kill other 

apps or background processes. This also allows the 

ransomware to suppress all other activity except itself. ◦ 

android.permission.WAKE LOCK: The permission 

prevents the user from locking the device or putting it to 

sleep. 

◦ android.permission.INTERNET: The permission allows 

an outbound network connection. 

• Discussion 

The research is a theoretical study on using hybrid 

analysis to detect ransomware. They identify malicious 

permissions that purportedly indicate a ransomware. 

However, permissions alone are insufficient to 

distinguish ransomware from goodware. The 

permissions they have identified may also be used by 

a legitimate application and is insufficient to classify it 

as a ransomware. Lastly, they provide no experimental 

evaluation of their techniques . 

D. Process and File Operation Monitoring 

Song et.al. [16] propose a detection framework 

inside the device that monitors processor, memory and 

storage I/O usages of every process in real-time based 

on statistical techniques. Their basic premise is that 

crypto ransomware entail process and file i/o 

operations for encrypting files on a device. 

• Assumption 

They assume that the default statistics pertaining to 

processor, memory and storage I/O operations is saved in 

a database on the device. 

• Methodology 

Their proposed framework has 3 modules- configuration, 

monitoring and processing. The configuration module 

identifies the area in the file system that must be protected, 
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the monitoring module monitors the behavior of the 

system and the processing module determines the action to 

be taken on the process that is flagged as ransomware. 

Once the potentially malicious and offending process is 

flagged, the user is alerted to take a call on whether the 

offending process is a ransomware or not. 

• Analysis 

The research furnishes no explanation on how it 

distinguishes a ransomware from a goodware that 

performs intensive computation or file i/o operations such 

as a gaming app. There are no thresholds indicated as to 

when a process is flagged as an offender. The final 

decision on whether a process is malicious or not is left to 

the judgment of the user. They furnish an evaluation on 

one Android ransomware sample. Though it claims to be a 

Techniques Locker Crypto  Detection Features. 

Limitations 

 

 

 

Table 2. Summary of Detection Mechanisms 

 

statistical evaluation, the research furnishes no statistical 

numbers that measure the efficacy of their approach for 

more than one ransomware. 

E. Software Defined Networking 

    Cabaj et.al. [17] conduct a study on CryptoWall [21], a 

ransomware that infects PC. Based on it, they propose a 

solution that dynamically blacklists proxy servers that is 

used to forward communication to the attacker machine. 

They exploit the fact that crypto-ransomwares that depend 

on the attacker to send them the encryption key require a 

successful connection to the C&C server. Even though the 

solution was proposed for a ransomware that infects a PC, 

we evaluate the 

approach here, as the methodology is agnostic to the type 

of system that the ransomware infects. 

• Assumption 

Their proposed solution requires a blacklist of proxy 

servers that is obtained apriori through analysis of 

malware samples. 

• Methodology 

They implement a layer-2 switch in SDN using OpenFlow 

[22]. All DNS queries are forwarded to the SDN controller 

that checks whether the domain is blacklisted. 

• Discussion 

The technique fails to detect ransomware that generate 

domain names algorithmically. Dynamically generated 

domain names can only be blacklisted once the 

ransomware has been detected. That apart, algorithmically 

generating malicious domain names is not a trait specific 

to ransomware even though the paper discusses it in the 

context of cryptoransomware. However, the approach is 

novel in its technique to detect rogue connections. 

4.Conclusion 

      Table II shows a summary of the various techniques to 

detect crypto- and locker ransomwares in Android and 

their shortcomings. Prior research identifies several 

indicators of ransomware that can be used successfully for 

detection such as - threat messages, metrics on CPU 

utilization and file i/o, sequence of calls that end in a 

function call to lock the device and encrypt files. 

Permissions and malicious domain names however are not 

sufficient to determine if the app is a ransomware or not. 

Detection techniques must encompass both static and 

dynamic analysis as an exclusion of either of the 

techniques will fail to detect it. What is also obvious is that 

the current state of research is seriously lacking in a 

solution to detect and effectively mitigate ransomwares. 

 

Andronio et. 

al.[14] 

X X Threatening text 

Sequence of instructions to 

encryp and device lock 

Strings replaced by images 

Smali instruction changes with 

obfuscation 

Song et. al. 

[16] 

x X Real-time file operations 

Usage of resources 

Cannot distinguish ransomware from 

goodware 

Takes input from users to flag offending 

process as ransomware Provides no 

statistical proof 

Mercaldo et. 

al. [20] 

X X Sequence of execution Changes in source code can create 

different formal model 

Not resilient to obfuscation 

Cabaj et. al. 

[17] 

X X Domain names of C&C server Random domain generating algorithm 

Can be applied to any malware(not 

specific to ransomware) 
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