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Abstract: Cloud computing includes the owners of data 

who can save and store data on the cloud and utilize the 

several services and applications and cloud services 

received from a pool of shared computing resources. 

Generally speaking, a private cloud is different for a 

different organization. It can be managed and 

controlled internally and also externally through a 

third-party auditor. Data outsourcing and computational 

services are vital features of a private cloud. Data 

outsourcing involves the owner having no physical 

control over the data which involves having no storage 

of data and this could affect security. Computational 

services involving outsourcing eliminates the 

correctness of the data as the data is encrypted before 

being stored in the cloud. Various encryption 

techniques could be adopted before the outsourcing of 

data, yet there could be some privacy issues that occur 

during outsourcing. Hence, to provide solutions to the 

above security issues involving data and computational 

outsourcing, we implement a new concept of 

generating padding bits to secure the data more. 

Key words: Cloud computing, Data outsourcing, 

Computational outsourcing, Access control, 

Trustworthiness, Padding Technique, RSA-OAEP. 

1. Introduction 

Cloud computing provides access, over a network, 

to a large number of shared pool of computing 

resources that can be utilized with great efficiency and 

minimum overhead as per the demand of the owner or 

the user. The data is stored on a remote server that 

could be made private to be accessed by the owner only 

or could be made public to be used by all. There are 

two types of clouds, namely, public cloud and private 

cloud. 

A public cloud is used by service providers to 

deliver services like storage, computing resources and 

applications to enterprises and end users, thereby 

reducing operational costs and improving business 

efficiency. The data can be accessed by the public 

based on the owner’s permission and is simple and 

efficient. 

A private cloud is a consolidated infrastructure that 

caters to the needs of a single enterprise and can be 

controlled and accessed only by the owner. It is hosted 

within the firewall of the enterprise and involves own 

security and data safety measures. This infrastructure is 

managed either internally or externally by a third-party.  

 

 

It offers some of the benefits of a public cloud that also 

involves service based access.  

      Some of the several services offered by the private 

cloud include virtualization, multi-tenancy, consistent 

deployment, security and access control. The users can 

store their data can store their data on a remote server 

and as well as access various applications and services 

simultaneously. The storage management is taken care 

and data is managed by the Third Party Auditor (TPA). 

The Third Party Auditor manages the data by 

auditing and maintaining the data in the private cloud. 

It performs auditing in an efficient manner and also 

checks the data integrity. There is no leakage or 

creation of any local copy in this process. During the 

outsourcing of data, it checks and ensures that there is 

no local copy made through the auditing protocol. 

Computational outsourcing is a fundamental process 

that deals with outsourcing the computations that have 

to be performed on the data stored on the private cloud. 

There may be some security issues like loss of 

correctness of data, loss of integrity and availability of 

data. 

2. Literature Review 

In [1], the author introduces a complete 

homomorphic encryption algorithm in the cloud 

computing data security, which is a new kind of data 

security solution to the insecurity of the cloud 

computing is proposed and the scenarios of this 

application are hereafter constructed. This new security 

solution is fit for the processing and retrieval of the 

encrypted data, and leading to the broad applicable 

prospect, the security of data transmission and the 

storage of the cloud computing. 

In [2], the author researches the cloud security 

threats and conveys the existing security approaches for 

securing the cloud. The author also proposes a tri-

mechanism novel in nature, to ensure cloud security 

against the data breaching which provides complete 

security to the cloud architecture. 

In [3], the author proposes publicly auditable cloud 

data storage in order to deploy cloud data storage and 

other services. Also to regain security based on 

outsourced data, efficient methods are implemented in 

order to check the correctness of data and integrity of 

data.  

In traditional methods, to protect the data and to 

maintain the integrity of the data, several old 

cryptographic methods like the Message Authentication 

Codes (MACs) were used. The data owners maintain a 

International Journal of Pure and Applied Mathematics
Volume 115 No. 6 2017, 689-695
ISSN: 1311-8080 (printed version); ISSN: 1314-3395 (on-line version)
url: http://www.ijpam.eu
Special Issue ijpam.eu

689



 

 

small amount of MAC for the outsourced data files. 

When outsourced data is to be retrieved, one can verify 

the integrity of data by calculating the MAC of 

received data file. 

In [4], the author proposes the use of ring signature. 

Ring signature is a set of keys that are generated for a 

group of members. The set of keys are shared among 

the users where, one of the key is used to encrypt the 

data. The key is not revealed to any persons in the 

group. But even this has a disadvantage, on request, the 

group manager may reveal the key, thereby security is 

lost. 

In [5], the author proposes the use of hybrid-

attribute and re-encryption. Attribute based encryption 

allows only authorized user to access the content stored 

in the cloud and this is based on attribute-based policy. 

The use of re-encryption technique makes revocation to 

be more efficient than normal encryption technique.  

In [6], the author proposes a new architecture were 

security is considered as a key factor such that the 

cloud tenants have flexible security and security related 

functionalities. The cloud infrastructure is made secure 

thereby the data stored in the cloud is also made secure. 

In [7], the cloud service providers provide users 

scalable and efficient data storage and also the cost is 

lowered using traditional approaches.  

In [8], [9], the author tells about the integrity of the 

data stored in the cloud. However the data is affected, 

and integrity is lost, this is because the data stored in 

cloud is easily accessible by all, and hence it is easily 

corrupted due to hardware/software failures.  

3. Objective of Research 

A private cloud offers more control to the 

organizations and more importantly, it offers more 

security to critical information. It is known for its high 

privacy and restricted access of the data stored in cloud. 

Private cloud provide more control on stored data 

when compared to public cloud. Even though the data 

stored in private cloud is more secure when compared 

to public cloud, there arises some security challenges 

due to outsourcing. Main challenges faced in private 

cloud are data service outsourcing, computational 

service outsourcing, access control and trustworthiness. 

3.1. Data Outsourcing 

Data outsourcing removes the burden of storing the 

data locally and its maintenance. It also removes the 

physical control of storage security and dependability. 

Data outsourcing to a cloud is applicable for all 

applications that needs data to be present in separate 

storage. From owner’s point of view, outsourcing of 

data service has advantages like, minimization of cost, 

economically attractive, provides scalability. But 

outsourcing data leads to several security issues, this is 

because, the owner of the data does not have direct 

control over data. Therefore there may be security 

issues like data integrity loss, data loss, incorrectness, 

etc.  

3.2. Computational Outsourcing 

   Computational outsourcing refers to process of 

outsourcing the computations and workloads to a third 

party server. The third party server may be a 

trustworthy or at times they might be untrustworthy. In 

case of outsourcing the computations to a third party 

audit, the computational cost is reduced and also 

efficiency is increased. 

3.3. Access Control 

The access control, which is one of the major 

aspects to be considered during the setting up of cloud 

environment. Access control helps to prevent 

unauthorized access to data and protects data stored in 

the cloud. There are several access control policies like, 

Mandatory Access Control (MAC), Role Based Access 

Control (RBAC), based on different environments.  

3.4. Trust-worthy 

Trust-worthiness is one of the major factors to be 

considered while storing data in cloud. Nowadays 

computing as a service is increased and is popular, 

users employ cloud resources to accomplish their task. 

The cloud computing environment that is used by the 

user must be trust-worthy and reliable. Private cloud is 

more trust-worthy when compared to public and other 

cloud environments. Based on the privacy and security, 

the cloud provider can be considered to be trustworthy.  

Even though there are many advantages in private 

cloud, it has its own disadvantages. When privacy and 

security of data is too concerned, computation 

outsourcing causes loss of correctness, data can be 

corrupted or lost, and loss of integrity. If there is no 

proper access control, anyone can access the data stored 

in the private cloud.  

Proper access control must be defined in order to 

prevent the access of data by unauthorized users. If 

there is no proper access control mechanism, this may 

lead to loss of trust-worthiness. Even though the data 

stored in private cloud are encrypted, privacy issues 

occur when computational services are outsourced and 

if there is no proper access control mechanism. 

4. Proposed System Model 

To ensure more security to the data that is saved in 

private cloud, along with encryption we are 

implementing an efficient and secure pad bit generation 

algorithm. The padding bit is an additional bit that is 

generated randomly for each used, is appended along 

with the encrypted data in order to increase the 

security. This kind of validation is done to improve the 

quality and reliability of the content saved on the cloud.

 ` 

4.1. Padding Technique 
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The system model that we are implementing 

minimizes the security and privacy issues that are 

possible to occur due to data service outsourcing and 

computational outsourcing. Here we are using Padding 

Bits along with encryption process. 

Pad bits are random bits that are generated by pad 

bit generator. There are several kinds of padding, say 

bit padding, byte padding, zero padding. In bit padding 

technique, pad bits are of the form 0’s and 1’s, byte 

padding made up of hexadecimal values. Zero padding 

technique consists of 0’s alone, which is not secured 

and hence not approved by any of the encryption 

standards. 

In normal padding technique, random material is 

just appended to the data/message. This appending 

technique does not implement any specific method or 

algorithm for generating random bits, this does not 

provide any kind of security. In modern padding 

techniques several algorithms are implemented to 

generate pad bits. The pad bits are generated in random 

method, in such a way that, it is hard for the attacker to 

manipulate either the pad bits or the plaintext. A special 

technique called as Random Oracle Model is 

implemented. This is the latest technique for generating 

random bits, where breaking the padding scheme and 

manipulating the plaintext is really hard. This is 

because, Random Oracle Model uses mathematical 

function, here a number of query is generated and each 

query is randomly mapped to a response. The 

randomness property here used is that, one cannot 

identify which response is mapped to which query, this 

makes it more secure and hard to break the padding 

scheme. 

Whenever a new user enters the private cloud, a 

sequence of pad bits along with reference index is 

generated. The pad bit sequence is known only to the 

owner of the data. 

Padding bits are generated using pad bit generation 

algorithm. Here we use OAEP algorithm along with 

RSA, to generate pad bits. The pad bits are generated 

randomly and it is highly difficult to predict the pad 

bits, due to its randomness. It uses a policy of All-or-

none transform, that is, either the complete plaintext is 

retrieved by deriving the correct cryptographic hash 

bits or the entire text is lost, even if one of the 

cryptographic hash bit changes. This policy makes this 

algorithm highly efficient and secure to implement. 

Another interesting thing about this algorithm is, it 

uses a special function called as, Trapdoor-one-way 

permutation function. The main advantage of using this 

function is, it is easy to perform computation in 

forward direction, whereas reverse or opposite 

computation is very tough, thereby making it hard for 

the attacker to manipulate the plaintext. This makes it 

more secure and also it is hard to manipulate or break 

the message. 

The addition of pad bits to the data stored in the 

private network, is done, in order to ensure high 

security and privacy. As the pad bits are known only to 

the user, and also the pad bit sequence is generated 

randomly, the possibilities for attacking or destroying 

or hacking the data is very less when compared to 

traditional encryption technique. Security is high, data 

integrity and availability are made possible and original 

data is returned to the data owner. 

4.2. Implementation 

The system model that we are implementing 

minimizes the security and privacy issues that are 

possible to occur due to computational outsourcing and 

access control policies. Here we are using Padding Bits 

along with encryption process.  

Padding bits are random bits that are generated by 

pad bit generator. Whenever a new user enters the 

private cloud, a sequence of pad bits along with 

reference index is generated. The pad bit sequence is 

known only to the owner of the data.  

Encryption is done on the data to be saved in the 

private cloud with help of a secure key generator, 

before they are being stored. Along with encryption 

these pad bits are added to the data and are stored in the 

private cloud. 

The officer of the data has to submit the pad bit 

sequence in order to recover data from the private 

cloud. If the pad bit of the data owner matches with the 

reference index, then the data can be retrieved. When 

data is to be retrieved from the cloud, the pad bits are 

removed and then the data is sent to the data owner. 

The addition/removal of pad bits are taken care by 

Account Centre. The account centre updates credit 

value for each transaction, along with pad bits. If the 

transaction is successful, positive credit value is 

updated, and if transaction is a failure, negative credit 

value is updated. 

The Secure Key Centre has two parts, namely, 

secure key generator and key index. The secure key 

generator generates the encryption key which is used 

for encrypting the data to be stored in the private cloud. 

Each secure key/encryption key has a corresponding 

key index. When data is to be saved in the cloud, 

encryption is done with the help of secure key 

generator. The encrypted data along with pad bits is 

delivered to private network. When data is to be 

retrieved, the pad bits are removed and then it is 

decrypted with the help of decryption key. This process 

of removing pad bits and decrypting the data is referred 

to as data preprocessing. 

Padding bits are generated using pad bit generation 

algorithm. Here we use OAEP algorithm along with 

RSA, to generate pad bits. The pad bits are generated 

randomly and it is highly difficult to predict the pad 

bits, due to its randomness. It uses a policy of All-or-

nothing, that is, either the complete plaintext is 

retrieved by deriving the correct cryptographic hash 

bits or the entire text is lost, even if one of the 
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cryptographic hash bit changes. This policy makes this 

algorithm highly efficient and secure to implement.  

 

 

 
Figure 1.  System architecture of implemented model.   

The addition of pad bits to the data stored in the 

private network, is done, in order to ensure high 

security and privacy. As the pad bits are known only to 

the user, and also the pad bit sequence is generated 

randomly, the possibilities for attacking or destroying 

or hacking the data is very less when compared to 

traditional encryption technique. Security is high, data 

integrity and availability is made possible and original 

data is returned to the data owner. 

 

5. Proposed Algorithm 

Optimal Asymmetric Encryption Padding (OAEP) 

Algorithm for pad bit generation. This algorithm is a 

common algorithm which is often used along with RSA 

algorithm for secure encryption.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

It forms a feistel network structure which utilizes a 

pair of numbers in a random fashion to convert the 

plain text into asymmetric encryption. 

The older padding techniques totally differ from 

modern padding technique. The older techniques 

doesn’t possess randomness quality, whereas the 

modern technique possess it and this makes it more 

secure form of padding technique. 

The OAEP algorithm makes use of a special 

mathematical function, called as Random Oracle 

Model, which makes mapping of queries with random 

responses. This makes the cipher text more secure and 

data integrity is also maintained.  

RSA uses asymmetric encryption technique, which 

means that, it uses two keys for encryption and 

decryption, namely, private and public key. The public 

key is used to convert plaintext to cipher text, which is 

referred to as encryption process. The private key is 

used to convert cipher text to plaintext, this process is 

referred to as decryption.  

Also this algorithm uses a special function called 

Trapdoor-one-way permutation function. In this 

function forward computation is easy, whereas reverse 

or backward computation is hard, thereby making it 

hard for the attacker to manipulate the plain text. 

 

 
Practically, the encryption and decryption processes are 

implemented in python using the below logic. 

In Figure 2 and Figure 3, 

n denotes length of bits present in RSA’s public key. 

k0 is the length of bits for the randomly assigned string 

r. 

 
 

Figure 2.  Encryption Process   

 
Figure 3.  Decryption Process   
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k1 is the padded 0 bits calculated based on the values of 

n and k0.  

m represents the message string having length of 

(n − k0 − k1 ) bits. 

G and H represent hash functions. 

For adding pad bits to data, the procedure is as follows: 

1. k1 zeros is attached with the message string m to 

be of n − k0 bits in length.  

2. r is a k0 - bit random string.  

3. k0 bits of r are expanded to n − k0 bits to obtain 

G. 

4. The value of X is obtained by m00...0 ⊕ G(r) 

5. n − k0 bits of X are converted to k0 bits to obtain 

H. 

6. The value of Y is obtained by r ⊕ H(X). 

The result obtained is a concatenation of X and Y as 

shown in the figure 2. 

For removal of pad bits from data, the procedure is 

as follows: 

1. The random string r is retrieved by doing XOR 

of Y and H(X). 

2. The padded message is regained by doing XOR 

of X and G(r).  

There are 2 goals that are satisfied by OAEP 

algorithm. They are: 

1. Randomness, used to convert a deterministic 

encryption scheme into a probabilistic scheme. 

2. The attacker cannot regain the plaintext as it 

prevents partial decryption of cipher texts. 

These two goals of OAEP algorithm along with 

RSA makes it more secure and reliable. OAEP can 

therefore help in ensuring an all-or-none transform that 

is to recover the plaintext completely, we must recover 

the entire X and Y.  

Even if a single cryptographic hash bit is changed, 

it changes the entire result of plaintext. This makes it 

more secure form of encryption. 

6. Contribution of Research Work 

Under the RSA assumption, it is hard to recover a 

particular message given a public key and a cipher text 

in contrary to forming the cipher text from the message. 

Nevertheless, plain RSA is not a good encryption 

scheme. It is not IND-CPA secure as it is deterministic 

in nature which allows an exhaustive search on the 

message or the plain text. The attacker encrypts all 

possible messages until a match is found with the actual 

encrypted message. OAEP tries to improve the padding 

for resistance against the chosen cipher text attacks. As 

the key is public, anyone could encrypt the message 

and hence OAEP targets the cipher text attacks rather 

than the plain text attacks. Hence, an effort has been 

made for the improvement of security and privacy of 

the data in the private cloud. 

 

7. Conclusion 

     Cloud computing has been envisioned as next-

generation architecture and it is used by many 

organizations and IT enterprises for data storage. 

Private clouds are specifically used within a company’s 

firewall in order to store their company data. Data 

centers are built within their organization. Physical 

attack is not possible as they are present within the 

company premises, but at times the data stored in the 

private cloud are prone to several attacks. 

     Proper policies must be defined for access control, 

and only authorized users must be allowed to access the 

data. At times, even the cloud admin can be an 

untrusted/unauthorized person and this may lead to 

security issues.  

       Even though traditional encryption techniques are 

secure, there are more chances for hacking of data 

stored in the cloud (either public or private cloud). So 

here we implement an algorithm which generates 

padding bits along with encryption key to make the 

data stored in the cloud highly secure, and also making 

it less prone to vulnerable attacks.  

     Since the padding bits are known only to the data 

owner and they possess the randomness quality, the 

chances for damage, loss of data, or unavailability, or 

loss of correctness of data stored is very less when 

compared to traditional techniques. Still there are a few 

chances for attack. There may be pros and cons of their 

practical implementation. Providing complete security 

to the cloud computing environment is still a big 

challenge and researches are going on to make the 

cloud environment more secure. 
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