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Abstract: The purpose of this work is to address the 

privacy issues faced in online cloud-based healthcare 

systems. The state-of-the-art technologies such as Dual-

Server, AES Encryption, and Encrypted Keyword Search 

are being amalgamated and being supplemented with 

secure Mail Server Technology. For application purpose, 

the context of an online healthcare system is being used. 

The system uses Dual Server - Public Key Encryption 

and AES that ensures data leaves every node and the 

server only after being encrypted. The number of steps to 

improve authenticities such as to introduce the concept of 

tokens for queries and diagnosis information dispatch 

was demonstrated, implementing identity-based keys for 

deploying a more secure file access environment. Lastly, 

a mail server shall be implemented to send the key 

directly to the user using a secure channel of e-mail 

technology. 

Keywords: AES, DS-PEKS Encryption, Keyword 

Search, Cloud Service Provider 

1. Introduction 

In today's world, there is a great need for secure 

healthcare systems for preventing misuse of sensitive and 

confidential information of the patients and the doctors 

alike. Since the diagnosis information of a patient is a 

highly sensitive document and can be easily misused by a 

person with wrong intentions. Moreover, the reports 

generated after medical tests at the clinics and the 

hospitals take time to be processed and have to be 

collected personally from the hospital by the patient or 

their relatives. Thus, to add convenience and security to 

these practices, the system of a cloud-based healthcare 

system is proposed. The doctor can publish a report in an 

online portal and the patient can securely log into the  

system to view the report. Use of strong encryption 

schemes and cloud service are used to create a secure 

environment for the healthcare organization. 

2. Need For Secure Healthcare Systems 

In this Digital-era, most of the systems in various 

industries are shifting to online-based storage of their 

important data, and various applications are now hosted 

online for ease of access by the service providers and its 

users. We will be focusing on Healthcare systems where 

all the diagnosis, queries and patient related information 

can be stored online. This will enhance the convenience 

of the doctors and the patients. This work is to address 

the security of cloud-based data storage, and designing a 

cloud-assisted health monitoring system which is aimed 

at the security of the sensitive and confidential data of the 

users of the system. Furthermore, the system has been 

implemented to channelize the back-end complexity to 

cloud-based service which can be easily hosted by an 

organization and also set privacy standards to maintain 

data integrity and safety. The patient data and 

prescriptions are highly valuable data to the patient 

himself and the Healthcare organization. 

3. Encryption Standards 
 

DES Encryption: The Data Encryption Standard (DES) 

is a symmetric-key block cipher published by the 

National Institute of Standards and Technology (NIST). 

DES is a type of a FeistelCipher which uses a Feistel 

structure of 16 rounds. The standard size of a block is 64 

bits. Even though the length of the key is 64-bits, only 

the 56 bits of the key are used, since the remaining 8 bits 

are not used in this algorithm. 
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Figure 1. DES Architecture

AES Encryption: The more popular and widely adopted 

symmetric encryption algorithm likely to be encountered 

nowadays is the Advanced Encryption Standard (AES). 

There are many advantages it has compared to its 

predecessor and is six-fold faster than older algorithms 

like triple DES. Moreover, longer key sizes are directly 

proportional to how secure they are - in general, a larger 

key size is more difficult to crack. With increasing 

computing power, it was considered v

exhaustive key search attack. Older algorithms were 

changed to accommodate for longer key sizes but were 

found to be slower the longer they became. AES is based 

on ‘substitution–permutations' i.e. It comprises of a series 

of interrelated operations, sometimes involving replacing 

inputs by specific outputs, which is the substitution 

phase, and others involve shuffling bits around which is 

the permutation phase. Notably, all AES computations 

are performed on bytes rather than bits. Hence, AES 

treats the 128 bits of a plaintext block as 16 bytes. Unlike 

DES, the number of rounds in AES is not static but is key 

dependent. AES uses 10 rounds, 12 rounds and 14 rounds 

for 128-bit keys, 192-bit keys and 256

respectively. Each of these rounds uses a different 128

bit round key, which was calculated from the actual AES 

key. 
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Figure 2. AES Architecture

PEK with Keyword Search

searching through data that is encrypted is a major hurdle 

to ensure that the integrity isn’t compromised. For 

instance, if there is one person who sends an e

another, encrypted under the latter’s public key and an 

email gateway wants to test whether the email contains a 

particular keyword to facilitate it to route the email 

accordingly. This creates a prob

does not want to give the gateway the power to decrypt 

all their messages, a mechanism must be put in place that 

enables the gateway to test whether the word required is a 

keyword in the email without being able to read the 

contents of the email. This mechanism is called Public 

Key Encryption with Keyword Search[6]. In another 

instance, consider a mail server storing various messages 

that are publicly encrypted for one user by others. Using 

the above-said mechanism, the receiver will b

send the mail server holding the e

enable the server to identify all messages containing the 

specific strings queried for, without being able to read 

anything else in a decrypted form[2].

 

4. Methodology
 

A. Problem definition and approach

 

      The process of storing data and using applications 

online involves a lot of risk such as hacking, misuse of 

data and tampering with it. In the case of an online cloud

based Healthcare system, it is essential to provide 

security to a user's data and the organization's database. 

Thus, the main issue to tackle is the security of the data 
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handled by the server. It is a challenging task because the 

system can be accessed via the internet. 

       The DS-PEKS and AES are reliable forms of 

encryptions that are used to encrypt the data stored. A 

user-friendly web interface is first created to interact with 

the users and the system administrator. The data given in 

the database can be searched by the user using secure 

keyword search generated by using the public 

encryption. The key for the user is given by the system 

administrator and the data can be only accessed by using 

the particular key. Dual Server technology shall be 

implemented to maintain data integrity and serve as a 

secure backup[3]. 

      The outlay of the system is simple using login pages 

for the different types using Java Server Pages (JSPs). 

Before generating the key for the user, the administrator 

can view the credentials of the user to ensure the security 

of the data. The e-mail server conceptis implemented 

using the combination of JSP and Google Mail API. The 

e-mail to the user will consist of the keyword that he/she 

will use to access the data. 

 

B. System Architecture  

The system proposed aims to have the following 

highlights: 

● Public Encryption Key with Keyword Search 

(PEKS), which allows the user to seek through 

keywords without having to decrypt sensitive 

information of which they have no private key.

● The Receiver's public key is used in a PEKS system 

to which the sender attaches an encrypted

that he wishes to search for (also known as PEKS 

ciphertext), within the data that is encrypted on the 

server. 

● Next, the person receiving sends the keyword in 

question to the server, which starts locating the data 

using a “trap-door” function. 

● PEKS Ciphertext and the above-mentioned trapdoor 

function enable the server to identify whether the 

keyword passed along the cipher text, which is the 

same as the one chosen by the recipient[5].

● If a match is found, the matching encrypted string is 

sent by the server to the receiver and it returns a 

successful exit code. 

● The ability to search through a table based on 

attributes present in the underlying information. Not 

only does this Attribute-based Encryption to add 

more security, but also increases the spee

and retrieval for the data present on the server.

handled by the server. It is a challenging task because the 

PEKS and AES are reliable forms of 

e used to encrypt the data stored. A 

friendly web interface is first created to interact with 

the users and the system administrator. The data given in 

the database can be searched by the user using secure 

keyword search generated by using the public key 

encryption. The key for the user is given by the system 

administrator and the data can be only accessed by using 

the particular key. Dual Server technology shall be 

implemented to maintain data integrity and serve as a 

y of the system is simple using login pages 

for the different types using Java Server Pages (JSPs). 

Before generating the key for the user, the administrator 

can view the credentials of the user to ensure the security 

is implemented 

using the combination of JSP and Google Mail API. The 

mail to the user will consist of the keyword that he/she 

The system proposed aims to have the following 

Key with Keyword Search 

(PEKS), which allows the user to seek through 

keywords without having to decrypt sensitive 

information of which they have no private key. 

The Receiver's public key is used in a PEKS system - 

to which the sender attaches an encrypted keyword 

that he wishes to search for (also known as PEKS 

ciphertext), within the data that is encrypted on the 

Next, the person receiving sends the keyword in 

question to the server, which starts locating the data 

mentioned trapdoor 

function enable the server to identify whether the 

keyword passed along the cipher text, which is the 

same as the one chosen by the recipient[5]. 

If a match is found, the matching encrypted string is 

e server to the receiver and it returns a 

The ability to search through a table based on 

attributes present in the underlying information. Not 

based Encryption to add 

more security, but also increases the speed of search 

and retrieval for the data present on the server. 

Figure 3. Proposed system architecture

5. Modules

 

● Cloud Service Provider: The cloud service provider 

is the database storage provider for the administrator 

and the user. The data is secure using the 

standards of DS-PEKS. It is implemented locally 

using the Apache Tomcat Server and a SQLyog 

database server. The data can be searched for using 

Secure Keyword Search. 

● Data Owner: The data owner is the administrator of 

the system. The owner is ca

enabling the access of a user to the data. It can view 

the user details and the encrypted data. It provides 

the token to access the encrypted data to the user 

using email technology. 

● Data User: The data user has to register with th

system and gain access to the system using the login 

credentials. The user can query for data and only 

after receiving the token/keyword from the 

administrator can he/she access the data.

● Secure Storage System: 

attributed to the cloud server and the database only 

accessed by login credentials. The data is encrypted 

using DS-PEKS standards. The keyword given to the 

user is the key to access the data using Public Key 

Encryption. 

 

6. Results

The figure 4. represents the encrypted data that

in the cloud database. Once the user enters the query, 

his/her details are encrypted in the database so that the 

privacy issue can be kept at bay. The encryption was 

carried out by DS-PEKS and the data is stored in the 
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in the cloud database. Once the user enters the query, 

his/her details are encrypted in the database so that the 

privacy issue can be kept at bay. The encryption was 
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table format. Only the administrator of the system can 

access the database in unencrypted format. If an 

unauthorized user tries to take control of the system, 

he/she will not be able to access the unencrypted data and 

will only the result as shown in the figure.

shows the deciphered text stored in the database. Only 

the administrator can view the user records in this system 

and the other users cannot view this sensitive and 

confidential information. If any other user tries to access 

this data through unfair means, he/she will only get the 

encrypted data in the database. 

Figure 4.  Encrypted Data through which keyword 

search is possible 

Figure 5. Un-Encrypted Data showing plaintext 

deciphered data 

● Future Enhancements Using Biometric Systems to 

verify the user and the administrator. This will 

inistrator of the system can 

access the database in unencrypted format. If an 

unauthorized user tries to take control of the system, 

he/she will not be able to access the unencrypted data and 

will only the result as shown in the figure. The figure 5. 

the deciphered text stored in the database. Only 

the administrator can view the user records in this system 

and the other users cannot view this sensitive and 

confidential information. If any other user tries to access 

he will only get the 
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Encrypted Data showing plaintext 

Using Biometric Systems to 

verify the user and the administrator. This will 

enhance the security feature. USB compatible 

fingerprint scanners to capture the biometric data and 

add to the security feature of the system.

● For providing real-time remote 

users, Voice over Internet Protocol and Video 

Conferencing services can be implemented.

● Exploring and applying better and faster encryption 

techniques for faster encryption/decryption of data. 

To cover the loopholes of the current system,

must be placed on two separate remote servers.

● Use of integrated services from various healthcare 

organizations across the world to unite diagnosis and 

medication, as there are many who are going to 

benefit from this system. Doctors of different 

expertise can easily connect with the needy.

● Lowering the costs of maintaining this system by 

using cheaper methods to access this system such as 

mobile applications. 

 

7. Conclusion

In the light of the present work that has been done, we 

can conclude that encryption standards DS

AES are suitable for the storage of data on cloud servers. 

For user security, Keyword Search algorithm is the best 

for searching within encrypted data. Thus, a secure online 

environment for the healthcare system can be 

implemented by amalgamating these technologies. 
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