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Abstract : The threat of mobile malware is now days 

increasing rapidly. The different anti-malware products 

available in the market can detect the malware in its 

original form. But they cannot detect the malware after 

applying some form of transformation to the malware. 

With this paper, we propose to do a more rigorous static 

analysis of application covering more features including 

sensors in addition to permission features. The malware 

detection strength would be increased by this. The 

different features which would be analyzed are activity, 

broadcast receiver, content provider, services, 

permissions, filtered Intents and suspicious API calls. 

The application would be classified as malware or not a 

malware correctly. The permissions are extracted from 

the manifest file through parsing tool. On basis of 

malicious nature of the app the weights are assigned to 

permissions and API calls. When total weight exceeds a 

defined value for the signature and permission of 

application, then the application is categorized as 

malware. 
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1.    Introduction 

Most of the existing malware detection methods 

detects the presence of malware in an android application 

based on the resources such as Manifest permissions,  

dubious API and system calls. For example, 

DroidMinerAPI and DroidMiner uses API calls for 

detection purposes. Kirin detects malware on the basis of 

predefined rules for the android app permissions.  

In the existing malware detectors, the signature has to 

be added for each and every new malware which comes 

up. So, the anti-malware is supposed to be updated for 

every malware found. So, the user is supposed to update 

the antivirus on regular basis because of which the size of 

the malware signature database gets higher in size which 

slows down the android device since large signatures of 

the databases are supposed to be maintained. 

 

 

The android apps can communicate with each other  

by using the Inter-Component Communication 

mechanism or ICC mechanism. The Inter-Component 

Communication mechanism is provided by the Android 

with the intention of reducing developer’s burden and 

also for promotion of functionality reuse. ICC provides 

inter-component collaboration but now it can be 

exploited by the new malwares to develop confusing 

behaviors of the app and bypass the existing malware 

detection methods. For example, a malware with the 

package name com.jx.theme can install the APK files at 

the runtime. It does not ask for the permission required 

for   installation purpose of the package 

android.permission.INSTALL_PACKAGE, and then can 

also install the APK files from the SD card as well. For 

challenges like these we have proposed Inter-Component 

Communication Detector which will analyse the 

application on basis of the ICC patterns.  ICC patterns of 

the app represents the ICC mechanism and it can be 

extracted from the application APK file. The Inter-

Component Communication Detector will be very useful 

for detection of newly advanced malwares which are 

mostly not detected by the existing malware detection 

methods.  

 

2.    Problem Definition 

The Inter-Component Communication Detector or 

ICC Detector will check the malware in android apps of a 

device. Using the parser, the android permissions are 

analyzed from the android manifest file, also the details 

of the API calls is collected. 

A rigorous static analysis of the android app is 

supposed to done which would cover more features 

including sensors and encryption model of android, in 

addition to permission features. With this the malware 

detection strength would increase. The features which 

would be analyzed are Activity, Broadcast Receiver, 

Content Provider, Services, Permissions and suspicious 

API calls. Doing this would detect the malware with 
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more accuracy. The application would be classified as 

benign or malware correctly. 

 

3.    Literature Survey 

The existing malware detection methods detects the 

presence of malware in an android application based on 

the resources such as Manifest permissions, dubious API 

and system calls. For every new malware, which is 

discovered a new signature is supposed to be added in the 

anti-malware. So, the user has to update the anti

periodically. So, the size of the signature of the database 

becomes high, which makes the device slower. We will 

use ICC Detector, which will make use of ICC patterns 

of the app to represent the way it uses the ICC 

mechanism which can be extracted from apps APK file. 

The detection model uses the ICC patterns to detect the 

malware.  

While looking into the ICC patterns, the ICC 

detector examines the communication between different 

applications and between applications in android system.

 

 

DRAWBACKS OF EXISTING SYSTEM:

• Whenever a new malware is found, the anti

malware signature is to be added to the application, 

due to which the user is required to update the 

application. 

• When the application is updated for every new 

malware found, the database of the application is 

increased, which results in slowing down the 

performance of the device. 

IV.    SYSTEM ARCHITECTURE

more accuracy. The application would be classified as 

The existing malware detection methods detects the 

presence of malware in an android application based on 

the resources such as Manifest permissions, dubious API 

and system calls. For every new malware, which is 

to be added in the 

malware. So, the user has to update the anti-malware 

periodically. So, the size of the signature of the database 

becomes high, which makes the device slower. We will 

use ICC Detector, which will make use of ICC patterns 

to represent the way it uses the ICC 

mechanism which can be extracted from apps APK file. 

The detection model uses the ICC patterns to detect the 

While looking into the ICC patterns, the ICC 

detector examines the communication between different 

pplications and between applications in android system. 

DRAWBACKS OF EXISTING SYSTEM: 

Whenever a new malware is found, the anti-

malware signature is to be added to the application, 

due to which the user is required to update the 

application is updated for every new 

malware found, the database of the application is 

increased, which results in slowing down the 

IV.    SYSTEM ARCHITECTURE 

 

Figure 1. System Architecture

 

Firstly, the application goes into th

parses the data of the app by extracting app features and 

permissions. On getting the extracted information, the 

app checks the information from the database. After 

checking, if the extracted information is found malicious, 

the application is said to be malicious. While checking 

with the database, the app will check for various 

signatures and for sensor spoof values.

 

5.    Proposed System

ICC Detector, is an effective and accurate method 

for malware detection, which detects malwares 

their required resources and their ICC patterns. The ICC 

patterns of an app is used to represent the ICC 

mechanism, and can be extracted from the app’s APK 

file. 

In the proposed system, we will be analyzing 

features like Activity, Broadcast Receiv

Provider, Services, Permissions, Sensors, Intents and 

suspicious API calls.Some of the Intent filters which are 

often used by malwares are mentioned in

ICC patterns for the application would be analyzed and 

the android application would be classified as malware or 

not by analyzing all the above features. In most of the 

existing anti-malware detectors the ICC patterns are not 

taken into consideration. Inter Component 

Communication or ICC is provided in the android for 

promoting the functionality reuse of the application. By 

using the ICC patterns, an application can interact with 

the other applications in the device. The malware which 

use ICC pattern to launch an attack are often not 

recognized by the existing detection methods. So, b

taking into consideration the ICC patterns followed by 

the application, the anti-malware detection strength 

would be increased. The need to do a rigorous static 

analysis is more important than dynamic analysis. It is 

because when the dynamic analysis is 

app, the android device information can be compromised 

and the device might slow down. So, performing 

dynamic analysis is not encouraged in android.

 

Table 1. Non-malicious Apps and Malicious Apps 

registering Intent Filters with sensitiveactions

 

 

 

System Architecture 

Firstly, the application goes into the App parser which 

parses the data of the app by extracting app features and 

permissions. On getting the extracted information, the 

app checks the information from the database. After 

checking, if the extracted information is found malicious, 

on is said to be malicious. While checking 

with the database, the app will check for various 

signatures and for sensor spoof values. 

Proposed System 

ICC Detector, is an effective and accurate method 

for malware detection, which detects malwares based on 

their required resources and their ICC patterns. The ICC 

patterns of an app is used to represent the ICC 

mechanism, and can be extracted from the app’s APK 

In the proposed system, we will be analyzing 

Activity, Broadcast Receiver, Content 

Provider, Services, Permissions, Sensors, Intents and 

Some of the Intent filters which are 

often used by malwares are mentioned in Table 1. The 

ICC patterns for the application would be analyzed and 

would be classified as malware or 

not by analyzing all the above features. In most of the 

malware detectors the ICC patterns are not 

taken into consideration. Inter Component 

Communication or ICC is provided in the android for 

unctionality reuse of the application. By 

using the ICC patterns, an application can interact with 

the other applications in the device. The malware which 

use ICC pattern to launch an attack are often not 

recognized by the existing detection methods. So, by 

taking into consideration the ICC patterns followed by 

malware detection strength 

would be increased. The need to do a rigorous static 

analysis is more important than dynamic analysis. It is 

because when the dynamic analysis is done directly in the 

app, the android device information can be compromised 

and the device might slow down. So, performing 

dynamic analysis is not encouraged in android. 

malicious Apps and Malicious Apps 

registering Intent Filters with sensitiveactions 
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6.    Module Design 
 

A. Authentication and Authorization 

 

The user is required to register his/her account. 

The registration and Login is managedby Google 

Firebase. If a user forgets his/her password 

he/she can reset it, a reset password link would 

be sent to the user's registered email id. Google 

Analytics is used to keep track of active 

application users. 

 

B. Analysis of Malware using Parser 

 

The Parser is used for extracting the names and 

types of components of the app. Whether the 

registration mode it is static or dynamic, for the 

Broadcast Receiver, the parser records the 

registration modes. After that, the ICC

features are represented by parser in the 

following format: component name 

(activity/service/provider). For example, if a 

Broadcast Receiver is dynamically registered by 

an app:com.bwx.bequick. receivers. 

AirplaneModeReceiver, then ICC-

com.bwx.bequick. receivers. AirplaneMode

Receiver(receiver dynamic) is parsed from this 

app. The Explicit Intent's target are checked 

which in fact is very important, by including the 

components which are implicit and explicit. The 

parser records the total number of generated 

Explicit Intents and the number of external 

Explicit Intents. The Explicit Intents which are 

sent to another app are classified as externals by 

the parser which means that in the sender's APK 

file the targeted package name aren't included.

 

C. Extraction 

 

For application developers, And

them with APIs. By calling APIs, a developer 

can realize various application behaviors and 

the malicious behaviors are the application 

behaviors consisting of a series of sensitive 

 

 

The user is required to register his/her account. 

The registration and Login is managedby Google 

If a user forgets his/her password 

he/she can reset it, a reset password link would 

be sent to the user's registered email id. Google 

Analytics is used to keep track of active 

Analysis of Malware using Parser  

extracting the names and 

types of components of the app. Whether the 

registration mode it is static or dynamic, for the 

Broadcast Receiver, the parser records the 

registration modes. After that, the ICC-related 

features are represented by parser in the 

lowing format: component name 

(activity/service/provider). For example, if a 

Broadcast Receiver is dynamically registered by 

an app:com.bwx.bequick. receivers. 

-related feature 

com.bwx.bequick. receivers. AirplaneMode-

(receiver dynamic) is parsed from this 

app. The Explicit Intent's target are checked 

which in fact is very important, by including the 

components which are implicit and explicit. The 

parser records the total number of generated 

ber of external 

Explicit Intents. The Explicit Intents which are 

sent to another app are classified as externals by 

the parser which means that in the sender's APK 

file the targeted package name aren't included. 

For application developers, Android provides 

them with APIs. By calling APIs, a developer 

can realize various application behaviors and 

the malicious behaviors are the application 

behaviors consisting of a series of sensitive 

APIs. Therefore, when such sensitive APIs are 

to be called by malicious behaviors more 

frequently are selected and numbered from 

Android SDK, by using API arrays, such 

malicious behaviors can be expressed as the 

feature vectors. Based on the above, to put the 

malicious behaviors, a concept of feature vector 

is provided which is applicable to and includes 

all kinds of malware. 

Figure 2. Module Design

D. Analyze Spoofing of Sensor Values

 

Amid a validation session the client is asked to 

input a password key, that is instantly handled 

by the authentication framework for

investigation. As the client collaborates with the 

framework, our model records all the produced 

key-press occasions and occasionally tests 

development sensor information from the 

accelerometer and the gyroscope. For this 

reason, our model depends on the 

accompanying Android Sensor testing 

interfaces: TYPE_LINEAR_ACCELERATION 

and TYPE_GYROSCOPE. It gathers the sensor 

values at a high examining recurrence. This 

should be possible utilizing 

SENSOR_DELAY_FASTEST flag at sensor 

listener registration time.

 

APIs. Therefore, when such sensitive APIs are 

malicious behaviors more 

frequently are selected and numbered from 

Android SDK, by using API arrays, such 

malicious behaviors can be expressed as the 

feature vectors. Based on the above, to put the 

malicious behaviors, a concept of feature vector 

ded which is applicable to and includes 

 
Module Design 

 

Analyze Spoofing of Sensor Values 

Amid a validation session the client is asked to 

input a password key, that is instantly handled 

by the authentication framework for 

investigation. As the client collaborates with the 

framework, our model records all the produced 

press occasions and occasionally tests 

development sensor information from the 

accelerometer and the gyroscope. For this 

reason, our model depends on the 

accompanying Android Sensor testing 

interfaces: TYPE_LINEAR_ACCELERATION 

and TYPE_GYROSCOPE. It gathers the sensor 

values at a high examining recurrence. This 

should be possible utilizing 

SENSOR_DELAY_FASTEST flag at sensor 

listener registration time. 
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Figure 3. Sequence Diagram 

 

7. Conclusion And Future Work 

ICC Detector detects malwares based on ICC-related 

features which capture the interaction between 

components within or cross application boundaries. The 

malware detection method based on permission feature of 

application can lead to many undetected malwares. With 

this paper, we propose to do more comprehensive static 

analysis of application covering more features including 

sensors in addition to permission features. The malware 

detection strength increases. The different features which 

would be analyzed are permissions, filtered Intents and 

suspicious API calls. By doing this, it will detect the 

malware with better accuracy. The application would be 

classified as malware or not correctly. In the future, we 

plan to apply ICC Detector for detecting new malwares 

in various application markets. We are also planning to 

build a dataset which can be used to evaluate and 

compare different methods for malware detection on a 

common platform. In the future, the performance of ICC 

Detector would be improved with the development of 

more efficient ICC analysis tools. 
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