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Abstract: Advancement in technology has led to the 

digitization of the entire world. Everyone is connected 

and everything can be accessed from almost everywhere. 

The above fact puts a great load on networks. This 

network architecture is insubstantial, and will soon fail in 

near future. The roots of the network architecture are 

feeble, complicated and are really hard to maintain. 

Software-Defined Networking (SDN) is a prime example 

of the approach, that could change this predicament. SDN 

splits the control logic from network devices and 

centralizes the network control. It also adds 

programmability to networks. It provides flexibility to the 

system by separating the network components, that 

allows easy network maintenance, production of new 

abstractions and expedite network progression. In this 

paper survey of extensive usage of SDN in various fields 

is presented with an overview of its 

Solutions/Application. We have discussed the role of 

SDN in Measurement and Monitoring system, along with 

its solution - Payless and OpenSample. Survey on how 

SDN is complementary to Virtualization and 

Wireless(Cellular) is also explained with brief description 

on FlowN, FlowVisor and SoftRAN. 

 

Keywords: Software Defined Networking, PayLess, 

OpenSample, OpenFlow, FlowN, FlowVisor, Network 

Virtualization, SoftRAN. 

 

1. Introduction 
 

Computer Networks are complex and difficult to manage 

to say the least. They are an agglomeration of various 

technologies, hardware and software alike. The softwares 

used to control the networks are mostly proprietary and 

based on standards that develop at a very slow pace. 

Because of the presence of such heterogeneity, network 

administrators typically still need to configure each 

device manually to interface with the network. Operating 

in such a manner is slow, cumbersome and expensive. 

One possible answer to the problems that plague the 

networks today is Software Defined Networks. It 

encompasses many different technologies and is aimed at 

making the networks more agile. The two defining 

characteristics of SDNs are - the separation of the control 

plane and the data plane, and consolidation of control to a 

single plane. Control plane decides the flow of the traffic 

while the data plane facilitates the flow of the traffic 

based on the decisions of the control plane. A single 

control program control multiple data planes and directly 

controls their operations. The versatility of SDNs allow 

for a wide range of applications. In this paper, few such 

applications alongwith the concepts that were vital to the 

development of such applications are discussed. 

 

2. Applications Of Software Defined Networking 
 

A.  Measurement and monitoring 
 

Accurate and real-time statistics is essential for tasks 

such as load balancing, quality of service, accounting and 

other such traffic engineering tasks. However, the current 

solutions for monitoring the networks operate in an ad-

hoc manner. The monitoring methods for networks can 

be classified as direct methods and sampling based 

methods. Good accuracy is obtained from direct 

methods, but at the cost of significant overheads involved 

with their usage. On the other hand, sampling based 

methods forego accuracy in favor of less overheads. 

     According to paper [1], measurement and monitoring 

solutions can be divided into two categories - 

applications that provide functionalities to other 

networking services, and applications to improve features 

of OpenFlow-based SDNs. The first type of application 

improves the broadband performance [2], [3]. The new 

functions allow broadband connections to be simplified 

and to be adaptable to changing network conditions. The 

International Journal of Pure and Applied Mathematics
Volume 115 No. 6 2017, 553-559
ISSN: 1311-8080 (printed version); ISSN: 1314-3395 (on-line version)
url: http://www.ijpam.eu
Special Issue ijpam.eu

553



second type of applications are designed to reduce the 

load on the Control plane for collection of statistics. 

These include applications for estimating traffic matrices, 

space-efficient data structures and fast look ups. Some 

concepts that help in reducing the load are discussed 

below: 

 

B. Traffic Matrix Estimation 
 

Traffic matrices contain information about the volume of 

traffic that flows between all possible combinations of 

nodes in a network. This information is extremely 

important as it aids in various tasks such as load 

balancing, routing, provisioning and design of failover 

strategies[4]. 

    Estimation techniques are applied in order to generate 

these matrices because collecting sufficient information 

to populate them are very expensive operations, and do 

not offer a scalable solution. There are many approaches 

to estimating traffic matrices such as Linear 

programming, Bayesian Inference, and Expectation 

Maximization. Out of these, Linear programming 

approach performs very inaccurate estimations at an error 

rate of 98%, as compared to the Bayesian Inference 

approach and Expectation Maximization approach which 

have error rates of 13% and 7.6% respectively [5]. 

 

C. Fine-grained monitoring 
 

Monitoring tools in traditional networks such as ping or 

traceroute are end-to end tools. They are not capable of 

generating arbitrary packets that check for the 

correspondence of the data plane. This correspondence is 

between high-level policies of the network and the actual 

physical configuration of the hardware. It is extremely 

important for reliability purposes that the policies 

correspond with the hardware configuration. 

     Fine grained monitoring involves closely checking the 

behavior of the switches time to time by injecting 

monitoring packets or probes into the switches. One of 

the tools that provide such monitoring services is 

Monocle [6]. It monitors multiple network switches 

parallely and continuously. During reconfiguration of the 

switches, it also provides update to the controller about 

which rule updates have finished installing on the 

hardware. It also periodically checks the networks for 

misbehaving switches. 

 

D. Two stage Bloom filters 
 

A Bloom filter [7] is a data structure that provides 

information about an element’s membership to a set. This 

is especially attractive in measurements because of a 

100% recall rate, i.e. there are no false negatives. The 

main advantages associated with this data structure are 

high memory efficiency and fast lookup speeds. 

However, the lookup speeds are not fast enough to meet 

the ever increasing demands of constantly growing 

networks. Two-stage Bloom filters such as 

NameFilter[8], achieve look up rates of 37 million 

searches per second using only 234 MB memory which is 

a 12x speed up and 4x memory saving. In the first stage, 

name prefixes are mapped into Bloom filters based on 

their lengths. The second stage divides these prefixes into 

groups with each group being stored in a separate Bloom 

filter. 

         It is worth noting that NameFilter makes use multi-

component names which are similar to URLs, rather than 

IP addresses to identify and locate contents. This is done 

in order to better accommodate emerging technologies 

and communication patterns. 

        OpenFlow [10] is the most popular interface 

between control planes and data planes in SDNs. The 

controller has a global view of the network. Any network 

management application would be a component of the 

controller, thus dependent on it. This is a result of the 

heterogenous technologies of the controllers and the lack 

of a standard abstract view of the network resources. 

Some of the most common tools used for monitoring and 

measurement in SDNs are discussed below: 

 

Payless : Payless[11] is a framework for monitoring 

SDNs. It provides a standard interface to request resource 

statistics and is built on top of OpenFlow Controllers’ 

Northbound APIs. It is developed as a collection of 

pluggable components. Thus, any custom component can 

be plugged into the framework. The framework handles 

the translation of high level requirements and abstracts 

the details pertaining to statistics collection and storage 

management. 

       Payless uses an adaptive polling algorithm to achieve 

comparatively same level of accuracy as continuous 

polling. Due to this adaptive polling it incurs 

significantly less overhead when compared to other tools 

such as FlowSense. The controller adds a new flow( a 

layered set of Layer 2-4 header files) to the active flow 

table along with an initial statistics collection timeout. 

This timeout can be adjusted such that the flows that 

contribute more to the link utilization have a higher 

polling frequency as opposed to the flows that contribute 

less to the link utilization. The latter, have a lower polling 

frequency as their impact on the link is not more 

significant as compared to the former. If the contribution 

of a flow changes, the polling frequency changes as well. 

 

OpenSample : OpenSample is the monitoring framework 

which delivers real-time, low latency and flexible 
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monitoring capabilities to SDN without impeding it’s 

performance of control plane. It is said in paper [9] that 

OpenSample can have 100 millisecond control loop 

rather than the 1–5 second control loop, using sampling 

for network monitoring. OpenSample uses OpenFlow for 

forwarding and traffic engineering. 

        OpenSample leverages the sFlow packet sampling 

functionality present in most switches. The switch 

forwards the header of 1 in N truncated packets. They 

traverse from a particular port to the collector. The 

collector deduces variety of information about the 

network out of these random samples. As the packet 

passes through the switch it gets sampled by the switch. 

Thus the growing of network complements its effective 

sampling rate and make the path longer. Software defined 

networking controller uses the API to make decisions 

about flow rerouting. Thus OpenSample is very useful in 

extracting statistics of flow from the samples. It estimates 

the link utilisation when the packets traverse the switch 

and accordingly enables forwarding and traffic 

engineering to avoid the chaos [12] . Thereafter, the 

network controller quickly takes the decision to act on 

the data provided by the OpenSample. Hence it best suits 

the SDN environment.  
 

E. Network Virtualization 

The main job of the network architecture is to provide 

end-to-end connectivity for a session between two nodes. 

The information is sent from one node to another via a 

network stack that includes an amalgamation of different 

communication technologies (wired as well as wireless) 

and protocols. However, this architecture is incredibly 

complex and very difficult to manage, requiring a high 

level of expertise. Virtualization of the network provides 

an increase in the flexibility and manageability of the 

networks. 

      Virtualization[13] is a concept that involves the 

abstraction of the actual underlying hardware or software 

from the guest application. In simple terms, network 

virtualisation is the running of several virtual networks 

on a single platform without interrupting one another. 

One of the best examples for the implementation of 

Virtualisation can be seen on web-servers which make 

use of a technology called hypervisors. This technology 

emulates a virtual operating environment for the guest 

application which has no idea of this emulation and 

continues to function normally. This helps in removing 

the dependency of the application on the hardware that is 

used. Network Virtualisation is a method of combining 

the available resources of network and redistributing 

them into independent channels that can be dynamically 

assigned to devices. This abstracts the true complexity of 

the network into manageable parts. There are many 

advantages associated with virtualisation of the network, 

some of which are discussed below: 

 

Co-existing tenants: Virtualization allows for the 

existence of multiple logical or virtual networks over a 

common substrate physical network. This makes it 

possible to deploy conflicting technologies or 

incompatible protocols on the same hardware. Multiple 

generations of cellular networks can also coexist with one 

another. 

 

Isolation: The current method for securing sessions is the 

use of Virtual Private Networks (VPNs) and the protocols 

associated with it - PPTP, L2TP, and IPSec. The user 

data is encrypted and and “tunneled” through the physical 

network. However, since it is a point-to-point 

implementation, the source and destination of the packets 

are still visible to the network. Network Virtualisation 

provides for network-wide isolation, thus providing more 

security than traditional networks. Each of the channels 

or slices operate independently of each other and the 

access to these slices can be controlled in order to 

increase the security. 

 

Scalable management: Service providers that have to 

manage large scale networks find it very difficult to test 

new features or reconfigure services. Use of 

virtualisation technologies enables the conversion of 

these networks into slices which are more manageable. 

New technologies or features or services can be tested 

without affecting rest of the slices, making the network 

more resilient. Simulating virtual network nodes on the 

physical hardware also allows for creation of cheaper and 

more dynamic testbeds. 

 

Improved utilization of resources: By deploying 

multiple virtual networks on a physical network, the 

hardware can be utilised optimally, ensuring minimum 

waste of resources. This leads to reduces cost for Internet 

service Providers. 

         Software Defined Networks are based on the 

concept of Network Virtualisation. In SDNs, the physical 

network is abstracted into virtual planes (Controller and 

Data Plane). This makes the network to be more easily 

configured with respect to the topology and control over 

the traffic flow, based on the needs of the user. The 

network administrators no longer need to configure the 

switches individually, they can simply create new routing 

rules in the controller. This abstraction also lets the 

software control devices manufactured by different 

vendors. However, SDNs do not come without their own 

issues- as the size of the network grows, mapping within 

the constraints of the network’s memory and processing 

power starts to become a limiting factor. In other words, 
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the virtual network can only grow to a certain extent that 

the physical network is capable of supporting. Also, the 

interactions between controllers of different SDNs lead 

to additional overhead and increase the latency of the 

networks. The two major virtualization platforms FlowN 

and FlowVisor are discussed below. 

 

FlowN : The virtualization layer can modify physical 

network. This enables concurrent running of multiple 

control planes. Contrast to previous solutions, FlowN 

implements full network virtualisation meaning it is 

decoupled from the physical topology. Each virtual 

network is isolated and independent of other in terms of 

address space, performance and control logic. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

[15] Also, virtual networks have the control of flow 

address space. As they can control entire path within the 

network, they have erratic topology. FlowN can be used 

in software defined networking as such. Consider a 

physical switch which has some non-generalised API, 

like OpenFlow. This physical OpenFlow switch, as 

shown in figure 1, can forward processing of packets 

from the various services to their tenants with the high 

level of programming involved at the junction. Even 

remote server can perform this secure channelised 

communication with switch. The tenant can run their 

application within the controller [15]. This controller is 

logically centralised FlowN-based which is connected to 

many SDN-enabled switches in physical network. The 

SDN at switch junction is responsible for separation of 

control and data plane. 

 

FlowVisor : In the past years OpenFlow[8,10] networks 

gained quite a lot of attention especially by researchers 

and developers. The need for network virtualization has 

been felt for quite some time now. Using Flowvisor, 

same network topologies can be shared amongst multiple 

isolated logical network slices. It is an SDN controller 

that enables network virtualization by dividing a physical 

network into several logical networks. It ensures that 

only the switches and resources assigned to a controller 

are accessible by it. The bandwidth and other resources 

of each switch are divided amongst individual 

controllers. FlowVisor[14] operates in between the 

hardware layer and the software layer that controls the 

hardware layer, in a similar fashion to hypervisors in a 

computer system. 

FlowVisor uses the OpenFlow protocol in order to 

control the underlying physical layer. The protocol is 

considered to be one of the first standards defined for 

SDN. It defines the communication protocol in SDNs 

that allows the SDN controllers to directly interact with 

the forwarding plane of networking devices such as 

switches and routers. These devices can either be 

physical or virtual. FlowVisor slices the physical network 

into virtual units of resources including bandwidth, traffic 

and processing. Each slice is a set of flows that runs on 

the topology of the physical network. It slices the 

network using the following main characteristics: 

 

● Defining a slice as a set of flows running atop a 

topology of switches. 

 

● It makes sure that a guest controller can only use 

the switches it is supposed to, being present in 

between each openFlow controller and the 

switches. 

 

● It assigns a minimum data rate to a set of flows, 

thus partitioning the link bandwidth. 

 

● It partitions the flow-table in every switch by 

looking upon and keeping track of the parents of 

each flow-entry. 

 

FlowVisor is implemented as an OpenFlow proxy which 

handles and intercepts messages between OpenFlow 

enabled switches and controllers. A slice can be defined 

as a set of flows which we call the slice’s flowspace. That 

is, FlowVisor slices traffic using flowspaces. FlowVisor 

can get the information about which slice the flowspace 

belongs to by the packet header which it contains. It 

makes sure that two flowspaces overlap so as to isolate 

two slices. 

 

F. Cellular Network 

 

Tremendous growth in mobile devices put immense 

strain on current cellular network. The need for higher 

bandwidth has increased. However, increase the 

bandwidth has a steep. Increasing bandwidth might be a 

solution but for the long 
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run we require better solution and some substantial way 

that could adapt according to the need of the network. 

Increase in network traffic also adds to the previous 

problems of the network. 

     Two of the major problems that are faced by the 

cellular networks are intercell interference and mobility 

management. With the increase in technology and newer 

protocols such as LTE,5G will put more amount of 

pressure on the current network architecture. 4G a lot 

more traffic than 3G. 4G also requires proximal towers 

to deal with signal to noise ratios. The spectrum 

bandwidth in different countries range from 10.5 MHz to 

50 MHz. The spectrum for mobile networks is small and 

is further divided in different user such as for military, 

for mobile operators and also open spectrum. This 

spectrum is further divided into telecom operators. Thus, 

operators get very small amount of spectrum for service. 

The cellular networks have evolved in terms of speed 

and functionality. However there is still need for solution 

for challenges such as latency, spectrum availability and 

rising price. SDN can easily overcome the problems of 

current mobile networks. It allows central control of the 

network architecture, whereas the network devices or 

equipment will only have data plane with basic control 

functionality. SDN allows improved regulation between 

network units. It can also provide standard control 

protocols throughout different wireless technologies and 

provide consistent mobility support[16]. The 

implementation of SDN in mobile networks comprise of 

not one but multiple SDN Controllers. SDN for networks 

implements SDN EPC Controller, SDN E-UTRAN 

Controller, SDN Wi-Fi Controller SDN IMS Controller 

[16].Hence the SDN has leveraged the mobility and 

wireless services with factors such as load balancing[17], 

seamless mobility[17,18], on-demand VAPs[18], 

dynamic spectrum[17], device-to device offloading[17], 

interoperability between different networks[17], quicker 

and simple deployment of new services[17] and 

applications and many more. 

 

SoftRAN : RAN stands for radio access networks. 

SoftRAN is used as the centralised control plane for 

the RAN. Its job is to extract all base stations in local 

area and provide connectivity to clients. It mainly 

manages all the radio resources at base stations of local 

geographical area which together comprises central 

controller. SoftRAN provides better user experience 

and simplifies network management. The RAN is 

getting denser and complex and demands scaling of the 

traffic. SDN approach can be used here to make radio 

access networks less chaotic by designing, deploying 

and managing them [19]. 

 

3. Conclusion 

 

The authors of this paper hope that the paper provides an 

overview of the various applications of SDN. Software 

Defined networks play an integral role in the 

development of many of these fields. This is facilitated 

by the separation of the control and data plane, which 

reduces the complexity of the physical layer of 

networking and provides agility and flexibility to the 

networks. However, it also introduces many challenges 

with regard to the reliability of the networks. Payless, the 

framework, and OpenSample, the solution, helps majorly 

in measurement and monitoring of SDN system. FlowN 

and FlowVisor are the two major network virtualisation 

platforms to provide coexistence of virtual networks with 

an ease. Lastly, the application of SDN in mobile 

networks is discussed, giving the brief notes on 

SoftRAN. Thus the software defined networking mainly 

involves in the programming and decision making 

process to automate the software. This then results in 

efficiency, agility and abrupt working of the system. 
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