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Abstract: Cloud computing is where the users can obtain 

networked computer resources and storage space based 

on the method of subscription.  Numerous amounts of 

resources are stored in the cloud. These data can be both 

public and private. The public data can be accessed and 

viewed by all users whereas in a private cloud only 

authorized users can use it. The data stored in private 

cloud can be used only by the users who are permitted to 

gain access of the network. The data can be consumed 

and manipulated by the legal users. This paper describes 

how the data can be achieved with the process called 

authentication. Authentication is a process where a third 

party authenticator remotes all the activities carried out in 

the system. The third party authenticator checks the user 

with a valid authentication process. This is achieved with 

the help of a key seed mechanism. 

Keywords: Authentication, Cloud computing, Code 

Verification, Key Seed Mechanism, Security.  

1. Introduction 

Cloud computing depends on the sharing of the virtual 

and the physical resources than using the personal or 

local software and hardware. It is more flexible and 

scalable. Cloud computing is used for the easy storage 

and retrieval of data that are needed by the users and 

these data provided meets the requirements of the users. 

The users pay only for the used space here and thus it is 

reliable. It is broadly divided into four types. They are the 

public cloud, private cloud, community cloud and the 

hybrid cloud. It also provide a number of services and 

these services are of three types. IaaS (Infrastructure as 

a service) gains approach or access to essential resources 

such as virtual machines, physical machines, virtual 

storage, etc. PaaS (Platform as a service) gives the 

time-based environment for deployment tools, 

applications, development tools etc. SaaS (Software as a 

service) model provides software applications as a end 

service for the users. 

These services are used for the manipulation and 

consumption of data. The data that can be stored in the 

cloud can be an image or an audio file or video file or a 

document. These data can be gained access using the 

authentication techniques. In a public cloud normally all 

data available there can be used by all users. Security is 

lost here and the data theft can occur and the intruders 

can use it easily. In order to preserve the data it is loaded 

in a private cloud. Even in the private cloud not all data 

can be accessed by all users. Only the owner of the data 

can use it. This is achieved using a key seed mechanism. 

A third party authenticator takes care of all the activities 

in the system. The authenticator provides a key to the 

user and using that key the original user can access the 

data. This avoids the intruders from eavesdropping. The 

third party authenticator invigilates all the activities being 

carried out. 

2. Related Work 

In [1] the author says that using a Cloud Storage, the 

users can store their data and utilize the services and an 

on-demand high quality application from a number of 

resources which avoids the problems with the local data 

storage and maintenance. Users must be allowed to 

access the cloud storage as if it is a local storage, without 

the need of verifying the integrity. Thus the enabling of 

the public auditablity of a cloud storage has the 

importance of providing a third party authenticator for 

inspecting the wholeness of the data. In order to use a 

third party auditor in an effective way the method of 

using an auditor should not bring any changes in the data 

and the user's privacy making it difficult for the online 

users. In this paper a secured cloud storage where the 

data is preserved highly is introduced. The third party 

authenticator audits a number of users at a time 

simultaneously and effectively. Security plays a major 

role here. In [2] the author states that the growth of the 

enormous number of online services like Yahoo!, Google 

and Amazon, are charging the users for their storage 

space. The customers use these services repeatedly in 
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order to store their valuable and private data including 

messages, mails, photos, documents, videos and backups. 

The users today totally trust these sources for storage and 

unfortunately these services are not highly secured 

sometimes. In order to make it effective and free from 

data theft and loss we allow a third party authenticator for 

checking the data periodically and also returning the data 

when needed by the users. The data used here are 

privacy-preserving so that the details are not even known 

to the auditor. In [3] the author describes that because of 

the occurrence of the threats in security in cloud, most of 

the mechanisms allows the users to access the data using 

public key of the owner of the data. The selection of the 

public key in the previous methods is based on the 

certificates and public key infrastructure. Even though 

the traditional methods are used in creating the public 

key still a number of problem are being faced related to 

security mostly while managing the certificates. In this 

paper, a certificate less accessing method is being used in 

order to avoid security issues. Using this method the 

viewer cannot retrieve the whole data but can view it. It 

is can be achieved with the data related to the data owner 

for example the owner's mail address. This is the first 

certificate less accessing or auditing which has been 

proved practically. 

3. Problem Description 

In the already existing papers data from the cloud has 

been retrieved and used by all users. This resulted in the 

misusing of data and the data owners has been facing 

problems related to security as their data are being used 

easily. This questions the security of the services 

provided by the cloud. Sometimes the personal data of 

the data owner are being misused resulting in chaos. 

Even though a public key is used it doesn’t control the 

security problems. In order to avoid these issues a private 

key is used. The private key can be generated using 

particular means. The key that is generated is given only 

to the authorized users and it is one time. Even the owner 

of the data cannot view the key. This paper helps in 

avoiding the eavesdropping of data with the help of the 

code certificate mechanism. This is achieved with the 

help of a third party auditor who takes care of all the 

activities in the system. The third party auditor generates 

the key and sends to the original user who is supposed to 

get the original data. This is done after checking whether 

the user is an authorized user or not. 

3.1. Privacy and Security 

Security is one of the major considerations while moving 

a data to the cloud. Even though security is reliable the 

owners want the cloud to be a secured environment 

where data are protected effectively. They think that 

sending all the data to a third party is not an achievable 

deal. So the owners hesitate initially to do so. In order to 

gain their positivity the key seed mechanism is used. The 

third party auditor himself cannot view the data here. He 

can only generate the key and end it to the original user 

and maintain all the data in a secured way. 

3.2. Quality of service 

The quality of the service is one of the important factors 

that the business organizations are hesitating to move 

their data to the cloud. They think that the services 

provided here are not effective. In order to change their 

view towards the service provided in a cloud the code 

certificate generation and third party auditing is used 

together. 

3.3. Downtime of data 

The data owners cannot compromise with the security 

when their data is in the cloud. The users are connected 

with the cloud using the internet connection and not the 

local connection. So the speed of the internet plays a 

major role in accessing the data in the cloud. If the speed 

is reduced the server may go down resulting in the loss of 

data sometimes. This is one of the major problems being 

faced by the users. 

3.4. Accessing the data 

The data owners express their concern in losing the data 

while moving to the cloud. Finding the location of the 

data is also an important issue. Most of the organizations 

are finding integration as a problem. 

3.5. Authentication  

Authentication is done in order to check the identity of 

the users. It i done in order to make the access a secured 

one and a confidential one. The method of authentication 

is broadly classified into three types. First one deals with 

the proof of identity whereas the second one is based on 

comparing the attributes of the objects. The third type of 

authentication is based on the documents.  

4. System Model 

Permitted user access: The permitted user access is 

achieved by the cloud services where the users can access 

their personal detail easily and make it accessible to the 

services across internet. Only restricted and permitted 

users can use it. Identity management helps the 
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authenticated and permitted users to retrieve data in a 

highly secured way. 

Accounting and Accessing: This is the phase where the 

users can gain access and control over the data in the 

cloud. Meanwhile the users can be only the permitted and 

authorized users. The data in the cloud should be flexible 

enough for the users to understand it. Ac

services may be integrated using privacy

requirements that are expressed using some rules. 

Protection and management of the data: 

takes care of the security of the data that are stored in 

cloud. The data should be protected in order to get the 

user’s support. The business corporations and several 

organizations prefer the security of the data. This helps in 

securing the data mainly using encryption techniq

Privacy maintenance: This phase is where the user’s 

privacy is maintained with the method of authentication. 

The details of the users are highly secured in such a way 

that only the owner can see it. Other users cannot see it. 

By using such methods the privacy of the users are 

maintained effectively. 

Data Consumption or Access:  It is the process of using 

the data provided in the cloud. The user when needed can 

upload or download any files from the cloud using the 

secret code. The files include audio, video files, images, 

documents, etc. 

A new third party authentication: It is the process of 

auditing all the activities occurring in the network (i.e.) 

the third party authentication will receive all the 

information regarding the activities carried out in the 

system. The authenticator tracks the activities

carried out. 

4.1. System Architecture 

A secured way of accessing the data stored in the cloud is 

usage of code certificate. In order to make this possible 

various methods, algorithms and encryption method are 

used. Code certificate is one of the effective methods. In 

the already existing methods Data Encryption Standard, 

Attribute Based Encryption algorithms are used. Even 

though these algorithms are good still security cannot be 

assured hundred percent. In order to overcome this 

Advanced Encryption Standard and Rivest

Adleman Algorithms are used.   

Generation of the code certificate: This is the phase 

where the key is generated. A random key is generated 

here. The key is a bit paired key. The third party auditor 

generates the key and sends it to the original user. By 

authenticated and permitted users to retrieve data in a 

This is the phase where the 

users can gain access and control over the data in the 

cloud. Meanwhile the users can be only the permitted and 

authorized users. The data in the cloud should be flexible 

enough for the users to understand it. Access control 

services may be integrated using privacy-protection 

requirements that are expressed using some rules.  

Protection and management of the data: This phase 

takes care of the security of the data that are stored in 

ted in order to get the 

user’s support. The business corporations and several 

organizations prefer the security of the data. This helps in 

securing the data mainly using encryption technique. 

This phase is where the user’s 

aintained with the method of authentication. 

The details of the users are highly secured in such a way 

that only the owner can see it. Other users cannot see it. 

By using such methods the privacy of the users are 

is the process of using 

the data provided in the cloud. The user when needed can 

upload or download any files from the cloud using the 

secret code. The files include audio, video files, images, 

is the process of 

auditing all the activities occurring in the network (i.e.) 

the third party authentication will receive all the 

information regarding the activities carried out in the 

system. The authenticator tracks the activities that are 

A secured way of accessing the data stored in the cloud is 

usage of code certificate. In order to make this possible 

various methods, algorithms and encryption method are 

effective methods. In 

the already existing methods Data Encryption Standard, 

Attribute Based Encryption algorithms are used. Even 

though these algorithms are good still security cannot be 

assured hundred percent. In order to overcome this 

on Standard and Rivest-Shamir-

This is the phase 

where the key is generated. A random key is generated 

here. The key is a bit paired key. The third party auditor 

it to the original user. By 

using the key the original user decrypts the message and 

gains access over it. 

Binding of Code Certificate: The key that is generated 

will be binded with the message during encryption and 

then is removed during decryption. In or

process the code certificate will be stored in an index 

table. The index table is the repository of the data.

Data Precipitation: This phase is where the data when 

encrypted is precipitated or forwarded to the private 

cloud. After this process the original user uses the key to 

decrypt the data. 

Working with Code Certificate: 

is either added or removed from the data. That is this 

phase is where the encryption or decryption takes place.

Data Consumption or Access: 

consumption is a component where the user obtains a 

secured environment (ie) the private data are secured and 

maintained confidentially and the user can anytime 

download or upload data in a secured way. 

Third party Authentication: 

authentication is a component where the third party 

authenticator gets the track of all the activities carried out 

in the private and public network. The authenticator 

monitors all the activities and blocks the unwanted 

activities carried out in the network. The third party 

auditor is also responsible for generating the key and 

sending it to the original user. 

using the key the original user decrypts the message and 

The key that is generated 

will be binded with the message during encryption and 

then is removed during decryption. In order to do this 

process the code certificate will be stored in an index 

table. The index table is the repository of the data. 

: This phase is where the data when 

encrypted is precipitated or forwarded to the private 

ss the original user uses the key to 

Working with Code Certificate: In this phase the code 

is either added or removed from the data. That is this 

phase is where the encryption or decryption takes place. 

Data Consumption or Access: Data manipulation or 

consumption is a component where the user obtains a 

secured environment (ie) the private data are secured and 

maintained confidentially and the user can anytime 

download or upload data in a secured way.  

Third party Authentication: The third party 

authentication is a component where the third party 

authenticator gets the track of all the activities carried out 

in the private and public network. The authenticator 

monitors all the activities and blocks the unwanted 

network. The third party 

auditor is also responsible for generating the key and 
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5. Result and Discussion 

In this paper encryption and decryption of the data using 

a bit paired key is proposed and the key is being 

generated by the third party auditor. First the data is 

encrypted using encryption algorithm such as AES and 

RSA and then it is decrypted using the key in the same 

way. The key is sent to the original user i.e. an 

authenticated user so that the privacy is highly 

maintained here.  

6. Conclusion 

A third party auditing is considered a successful one only 

when the server cannot view the data without the client’s 

permission. In order to achieve this key seed mechanism 

is used here. The third party auditor generates a bit paired 

key and this key is sent to the original user after the 

authentication process with which the original user 

downloads the file. Thus the third party audition plays a 

major role in maintaining the privacy of the users and 

provides security to the data. 
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