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Abstract-This paper talks about the classification of 
different virtualization techniques used for Network 

Virtualization. It also gives an overview of the various 

concepts that are involved with virtualization of 

networks. There is also a brief mention of the need for 

virtualization and how virtualization overcomes the 

challenges of the present day infrastructure of the 

internet. 

 

1.  Introduction 

 

Network Virtualization is a methodology of combining 

the different types of resources such as hardware and 

software in order to re-divide the resources into 

multiple environments. The virtualization of resources 

is often combined with the virtualization of platforms 

in order to truly abstract the underlying hardware. 

Network virtualization also helps in redefining the 

traditional roles of the Internet Service Providers 

(ISPs) into Infrastructure Service Providers and 

providers of other services such as Software as a 
Service (SaaS) or Platform as a Service (PaaS). These 

service providers provide end-to-end services by 

creating virtual networks for combining resources from 

multiple Infrastructure providers. The current 

infrastructure of the internet is a patchwork of different 

technologies, protocols and platforms. This leads to 

many issues with regards to compatibility. The 
abstraction through the provision of services helps in 

masking the inherent limitations of this heterogeneity. 

There are many advantages of virtualization of 

resources, such as: 

1. Consolidated Workloads. Virtualization helps in 

optimal utilization of resources by ensuring that 

the infrastructure is not underutilized. This helps 
in a drastic reduction of physical hardware that is 

required. 

2. Sandboxed Environments. Virtualization helps in 

testing of previously untested applications in safe 

and secure environment. These sandboxed 

environments run in complete isolation, thus 

provide security to applications. 

3. Emulation. Virtualization helps in providing 

different hardware configurations as a software 

abstraction as the underlying physical hardware 

becomes irrelevant. This allows in creation of 

different environments on the same underlying 

physical infrastructure. 

4. Masking Heterogeneity. As discussed previously, 
virtualization helps in abstracting the different 

technologies of the networks and provides a 

homogenous environment for networks. 

5. Robustness. Virtualization can potentially 

drastically reduce downtime. It also adds a degree 

of robustnessto any environment by minimizing 

the dependency on hardware. 
Network Virtualization facilitates network as a service 

that can orchestrate with other cloud computing 

services. It provides a platform that acts as a mediation 

layer by exploiting the functionality of hardware layer 

in order to provide services to the software layer. 

The rest of the paper is organized in the following 

manner: Section II gives an overview of the different 

types ofNetwork Virtualizations classified into VPNs, 

VLANs, Adaptive and Programmable Networks, and 

Overlay Networks. Section III talks about the various 

concepts and technologies associated with Network 

Virtualization. 

 

2.  Classification Of Virtualization Techniques 

 

A.  Virtual Local Area Networks (Vlans) 
 

 

 

 
 

 

 

 

 

 

 
 

 

 

 

Figure 1.  An example of a Virtualized LAN 

 

LANs provide two different nodes connected to the 

network, direct connectivity to one another and 

generally comprises of a switch. A Virtual LAN 

abstracts the idea of a LAN, it might comprise a subset 

of ports on a single switch or multiple switch. Each 

VLAN[5] operates independently of other VLANs on 

the same network. Since, the VLANs are logical 
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networks and independent of the actual physical 

hardware, they might be configured over multiple 

physical networks and subnets. They also make the 

management of different networks easier as it 

eradicates the need for manually configuring the 

hardware.[13] 

 

B. Active and Programmable Networks 
 

Conventional networks are mostly reactive and provide 
only the most basic traffic monitoring, routing and 

congestion control services. The close coupling of 

software and hardware into the network components 

make deployment of new functions more difficult. 

Active and programmable networks allow for the 

creation and management of new services that can be 

deployed dynamically. This allows for a massive 
increase in the complexity and customization of the 

computation that is performed within the network. 

The fundamental concept behind programmable 

networks is the separation of the physical hardware 

from the control software. 

 

C. Virtual Private Networks (VPNs) 

 

 

 

 

 

 
 

 

 

 

 

 

 
 

Figure 2. VPN tunneling of internet 

 

These networks extend across multiple networks and 

enable users to send or receive data across these 

networks as if they were connected to the same 

network. VPNs[7] are created through virtual point-to-
point connections through the use of dedicated 

connection, tunneling protocols, or traffic encryptions. 

Resources can be accessed remotely from within the 

private network. 

 

D. Overlay Networks 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 
 

Figure 3.  Virtualized Overlay Networking 

 

These networks are built on top of existing networks 

and utilize its infrastructure[6]. These networks 

decouple existing infrastructure by encapsulating one 

data packet into another one. These networks 

encompass VoIP, P2P, CDNs, VPN, and other 

applications such as Skype. 

 

3.  Technologies And Concepts Associated With 

Virtualization 

 

A.  Virtualization of NICs 

 

 

 

 

 

 
 

 

 

 

 

 

 
 

 

 

 

 

 

Figure 4. Virtualization of NICs 

 

 

 

 

 

 

International Journal of Pure and Applied Mathematics Special Issue

508



Every system has least one physical NIC card for 

communication if it try to run different VMs from 

single system each VMs require dedicated NICs . To 

overcome this situation hypervisor concept is used 

which involves as many Virtual NICs (vNICs) as the 

number of VMs . These vNICs are interconnected to 

the physical NIC via virtual switches. 

 

B. Virtualization of Switches 

 
A virtual switch is a software program that helps in the 

communication between different virtual machines. It 

not only forward data packet but also carefully direct 

communication on the network by studying the packets 

before passing them. A virtual switch can partition 

some of its physical port to create one or more new 

logical switch. Each virtual switch can then work as 
independent logical switch. 

 

C. Network Function Virtualization 
 

Network Function Virtualization[13] provides a new 

way of managing services. NFV initiates to virtualize 

the network services which are currently done by 

proprietary hardware. It consolidates and delivers the 

networking component which are required by fully 

infrastructure to be functional. NFV results in decrease 

of the amount of hardware required to operate network 

services. 

 

D. FlowN 

 

The two major performance issues residing with 

virtualization using SDN are first, a reliable 

communication channel must be present for the 

interaction of SDN controllers through switches. 

Current view of the physical infrastructure must be 
maintained. This causes memory and processing 

overhead. Second, with virtualization any 

communication between a user controller application 

and the physical switches must be mapped. 

To overcome these flaws FlowN is used. The 

architecture of FlowN is based on two key design 

decisions. First, Using FlowN, the arbitrary controller 
software having full access to address space can be 

manipulated and various virtual topologies can be 

targeted. Overshared controller platform can be used 

rather than a separate controller for each user. 

Secondly, mapping is done using modern database 

technology between virtual and physical address space. 

This provides an extensible and scalable solution. 

 

E. Full Container Virtualization 

A virtualization system that allows direct exchange of 

openflow messages with each user’s controller. Using 

the openflow standard some unnecessary overheads are 

introduced. Extra latency is introduced due to repeated 

marshalling and unmarshalling parameters in openflow 

messages. Additional overhead incurred due to 

periodically checking for liveness. Extra memory 

consumed due to running multiple instances of a 

controller for each user. 

 

F. FlowVisor 
 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 5. FlowVisor 

 

It is a SDN controller[16] that enables network 

virtualization by dividing a physical network into 

several logical networks. It ensures that only the 

switches and resources assigned to a controller are 
accessible by it. The bandwidth and other resources of 

each switch are divided amongst individual controllers. 

FlowVisor operates in between the hardware layer and 

the software layer that controls the hardware layer, in a 

similar fashion to hypervisors in a computer system[9]. 

FlowVisor[1] uses the OpenFlow[12] protocol in order 

to control the underlying physical layer. The protocol is 
considered to be one of the [18] first standards defined 

for SDN. It defines the communication protocol in 

SDNs that allows the SDN controllers to directly 

interact with the forwarding plane of networking 

devices such as switches and routers. These devices 

can either be physical or virtual. 

FlowVisor[2] slices the physical network into virtual 

units of resources including bandwidth, traffic and 

processing[16]. Each slice is a set of flows that runs on 

the topology of the physical network[15]. 
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G. OpenVirtex 
 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

Figure 6. OpenVirtex 
 

OpenVirtex[8] is a platform performing network 

virtualization which allow tenant to specify their own 

topology and addressing them while retaining the 

control of virtual OpenFlow Network. It enables 

virtualization of network address which reduces tenants 

traffic and provides different virtual network to 
Network Operating System of tenants. It enable 

operators to create and manage virtual Software 

Defined Networks (vSDN). OpenVirtex[17] reasonably 

dissociate vSDN from the Network Operating System 

so it introduces some new characteristics such as 

switch flexibility , network snapshots and transfer of 

tenant networks. FlowVisor design is the base of the 
OpenVirtex. It function as OpenFlow which controls 

operator’s network and tenant network. It enable 

operator to provide different form network 

virtualization to the tenants by acting as network 

hypervisor. It enables tenants to control network 

resources of the virtual network by using their own 

NOS. It exist in the virtualization layer which exists 

between physical layer and network operating system 

layer. It provides an Openstack neutron plugin and 

programmability through Openflow. Through 

OpenVirtex, tenants are able to select their address 

allocation for their end hosts and allowing overlapping  

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 
 

ip address block to exist in same physical network. It 

produce globally distinctive tenants ID for each tenants  

and for each host, a physical address that encode the 

hosts membership using the tenant ID. OpenVirtex 

provides the ability to recover automatically a failure of 

the network through the backup path when a problem 
occurs in a physical infrastructure of the virtual 

networks. 

  

H.  Docker 

 
It is a utility designed make the creation, deployment 

and running of applications easier by using containers. 
Containers help package an application with all the 

required components including all the required libraries 

and the dependencies and ship it all out as one package. 

By this approach, the developer can run this application 

on any Linux machine regardless of any software 

customization of the machine. 

Docker is closely similar in functioning like a virtual 

machine. But unlike a VM it does not create a whole 

virtual OS rather it uses the same Kernel as the system 

and only requires resources to be packed with resources 

which are not present on the host computer. This 

reduces the processing and performance overhead and 

also reduces the size of the application. 
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Thus, docker provides a lightweight solution that runs 

processes in isolation. This environment provided helps 

automate software deployment in a secure and 

repeatable manner. Docker manages multiple 

containers on a single machine. 
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