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Abstract: In this paper a GUI based application have 

been developed to secure the secret image information. 

To perform this two techniques have been used. First one 

is steganography and another is extended visual 

cryptography (EVC). In steganography an efficient 

technique has been used to secure the biometric signal 

for remote authentication purpose. Since it involves 

remote authentication therefore JPEG compression 

technique have also been used before transmission over 

communication channel. DWT followed by QSWT 

(qualified significant wavelet tree) technique is used for 

hiding the biometric signal. Other technique is (K, N) 

Secrete sharing scheme of VC using 2 x 2 improved 

balanced blocks Replacement have been used.  In VC 

image is circulated in the form of share among the 

participants, to reconstruct the original secret image all 

share must be stacked together. In this paper, an 

enhanced secret sharing technique is proposed, which 

works for all format type of  images and the generated 

share will be meaningful along with that there will be no 

pixel expansion in the final reconstructed image. The 

reconstructed picture will be 93% similar to the first 

halftone secrete picture. The ensuing plan upholds the 

ideal security of the first developed VC approach. 

Whereas by means of steganography, one can secretly 

communicate their text, image or video.  Complete 

application is developed using MATLAB 15b.   

Keyword: Cryptography, DWT, GUI, Halftoning, 

QSWT, secret sharing, Steganography, triple key 

encryption, Visual Cryptography.  

1. Introduction  

     VC and steganography are the means of secret 

communication of information like text, image and 

video. These are emerging area to secure the 

biometric information such as iris, fingerprint etc. 

Major field of applications are banking, military 

services etc. Authentication is a mechanism to find 

the exact owner of an object (eg. Person, biometric 

information, a software program etc). Basically 

authentication can be distinguished in two main 

direction i.e. positive and negative authentication. 

Out of these positive  

 

authentication is used widely in various types of 

authentication system. Difference between these two 

can be described by a simple example of a “Password 

based authentication system”, in which positive 

authentication performs in such a way the programmer 

have to store all the password of authorized user in a 

table format or array therefore space utilization is good 

but limited. On the contrary, in case of negative 

authentication, in array or table, space is created to 

store those strings which are not in the password. Upon 

retrieval of very long anti password, the work is very 

much complicated. This way, it can be introduced as 

new layer of protection [1, 2].  

      Shamir & Nair in 1994 has introduced the concept 

of VC [3] for sharing the secret information; this 

technique was tested for binary pictures. In this 

technique first secret picture is broken or segmented 

into shares, where each or some shares will contain 

information from the secret image; and thereby to 

reconstruct the original image from the shares, all or 

those shares which contain information will be stacked 

together. Any of the single share will not reveal any 

information about the original content. Advantage of 

using  

     VC over other secret sharing scheme such as 

steganography, watermarking etc. is, it do not need any 

decryption algorithm. Decryption in VC is just a 

mechanical process of stacking k out of n shares. Shares 

should be printed on transparent sheet and human 

visual system will be used to reveal the secret 

information in place of heavy computation. Many of 

the researchers have used binary image, which 

produces noisy share and in turns noisy decrypted 

image. Here we propose an enhanced and efficient 

algorithm for half toning, which is producing good 

decrypted image. To hide the share we use the cover 

image i.e. all share will look like a meaningful picture, 

which makes it more difficult to reveal the original 

image if cover image chosen properly. To measure the 

quality of image PSNR (peak signal to noise ratio) has 

been calculated. Rest of the paper is organised as 

follow: In section 2 contain the literature survey, 

however section 3 describes about the proposed work 

methodology. Section 4 and 5 contains the simulation 

result image and conclusion respectively.   
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Figure 1.   (2; 2) VC Scheme with 6 Subpixels 

[17]  

2. Literature Survey 

2.1 Steganography    

Steganography algorithm can be classified into two 

main categories i.e. it can be performed in spatial and 

transform domain. Latter technique proved better in 

terms of loss and compression attacks [2] and it is 

preferred approach by researchers. Furthermore there 

are various techniques in transform domain, out of 

which most popular are DCT [4] and DWT [5] because 

they are related with digitalised videos and image 

compression methods such as JPEG, H264, SPIHT etc. 

S. Areepongsa has explained about hiding the message 

in insignificant sign bit one of the children (out node) 

sub-band in his paper [6]. Message bit is placed in the 

non smoot reason of the cover image and this technique 

was robust against lossy environment or attacks but not 

up to the mark. Later some problem with compression 

have been recorded. Further some other researcher have 

worked on this and developed a new technique, in [7], a 

single message consists of two components: one for 

authentication and tamper assessment of secret image 

and other to improve the compression efficiency and 

DCT-DWT dual domain has been used to implement 

this technique, but no encryption was used for 

authenticator watermark. Hemalatha et al.[8] has 

presented a very similar approach using DWT and IWT 

for steganography, where cover image is containing 

both encrypted secret image and key. 2.2 Visual 

Cryptography There are various scheme for VC -:   

(A) (2, n) VC scheme this technique require at least 

two share out of N generated share to decrypt the 

original image [9] [10]. Those selected two share will 

only contain the actual information, where as in (2, 2) 

VC scheme all the generated share is required to 

decrypt the original information.[3]. In case of loss of 

any of the share original image cannot be recovered. So 

in this scheme loss or breaches of solitary share is not 

affordable. To retain the good aspect ratio in recovered 

secret image, every pixel of original image will be 

replaced by 2X2 block of pixel as shown in figure 1 

[17]. 

  
Figure 2. The 2-out-of-2 VCS with 4-subpixel layout (a) 

SI, (b) S1, (c) S2, and (d) S1+S2   

     If original pixel is white then any one out of six 

possible combination have been used to replace the 

original value and same is applicable for black pixel too 

as shown in table 1. Black opaque and white transparent 

blocks are when stacked together then it will generate 

original image. Here stacking is logical ORing 

operation, where “0”represent white pixel, whereas 

“1”represent black pixel. An example of (2, 2) VC is 

shown in figure 2[18].   

(B) (K, N) VC scheme: Unlike previous scheme of 

(2, 2) VC, in this scheme both quantity (i.e. K and N) 

can be user defined. To overcome the above said 

problem and provide some flexibility here, base model 

of Nair and Shamir could be modified into a visual 

variant of k out of n VC scheme [11]. In (k, n) scheme, 

total number of generated and transmitted share is “N” 

out of which K no of shares are required to decrypt the 

image. Where K lies between 2 to N. any less than K 

shares will not reveal any information about the secret 

image.  

It gives some feasibility to user.   
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 (a)         (b)  

  
Figure 3. The 3-out-of-6 VCS with ABM of SI2: 

(a) SI2 (b) S1,(c) S2, (d) S3, (e) S4, (f) S5, (g) 

S6,(h) S3+S4, (i) S1+S2+S3, (j) S1+S2+S4, (k) 

S2+S3+S4  

  

(C) EVC Scheme: In extended VC, generated share 

image carries some meaning i.e. share image is covered 

by any meaningful image instead of random noisy image, 

which will improve the security of this scheme. In this 

scheme one pixel will be replace by 4 pixels therefore 

pixel expansion is noted In (2,2) EVC[9].    

      Most of the researchers have worked on binary 

image, however here we are using hapftoned binary 

image which is pre-processing step of the proposed 

work. Halftoning is a process of converting grayscale 

image into an image which is made up of dots, so 

basically it is containing binary value 0 or 1 depending 

on the contrast of image. There are various technique for 

Halftoning such as order dithering, thresholding, 

constant threshold technique, cluster dot screening, 

dispersed dot screening, error diffusion method etc. 

Furthermore error diffusion can be divided into other 

technique for example pulling error forward and pushing 

error forward method [7].   

      It is usual that in VC scheme the quality of decrypted 

picture diminishes, so this became essential objective 

area to improve. There were various issues in previous 

paper such as: expansion of image size after stacking 

[12] and trade-off between security and quality of 

picture [13].  The primary objective of this proposed 

work is to design an algorithm for (K, N) VC which 

should work for no pixel expansion along with that it 

should good quality in the revealed secret image as well 

as shares. Our proposed plan will have the same security 

level as extended VC.   

3. Proposed Work 

     The complete application contains two functions 

i.e. Steganography and VC. The proposed work can be 

used in various fields of application for example 

suppose if a person wants to secure their own data 

(biometric information, personal information etc) and 

keep them safe, for them VC is good choice and those 

who wants to send their data over the communication 

channel for remote authentication or any purpose, they 

may use steganography application.   

Complete work for both the application has been 

divided into modules such as: a) Pre-Processing of 

image b) encryption c) decrypt the original secret 

image. In Steganography an additional compression 

and decompression steps is included   

  

3.1 Block Replacement Process on Halftone Image 

(Pre Processing Scheme)  

In this paper we include some normal approach of 

block replacement these are-:  

(A)Simple block replacement: this scheme works on 

the number of black and white pixel in each secret 

block. SBR scheme first extract the 2x2 block from 

the halftone image and then find the number of ones 

in the particular block. As every secrete block with 

four pixels encodes into n secrete shares each one 

holding four pixels, the size of the reveled picture is 

the same as the first secrete picture after stacking the 

any k shares among n shares together. In this method, 

all the secrete blocks in a picture need to be 

transformed before VC encoding and every secrete 

block is swapped by the comparing foreordained 

applicant, which is a block containing 4 white pixels 

(a white block) or a block containing 4 black pixels. 

If number of ones in the selected block is greater than 

or equal to 2 then the whole block will be replaced 

by black i.e. “1”. Whereas if count of one is less than 

or equal to 1 then the complete selected 2x2 block 

will be replaced by white value i.e. “0”. On applying 

above said steps on halftone image, it will produce 

new secret image, which consists of only white and 

black blocks and later named as proposed secret 

image. Now this image is ready to use for EVC 

scheme. The drawback of this scheme is that, it do 

not have any solution for  

International Journal of Pure and Applied Mathematics Special Issue

469



 

  
the block containing equal number of 1’s and 0’s. 

So to overcome this drawback a new approach is 

proposed, discussed below.  

(B) Balanced Block Replacement (BBR):  this 

approach of block replacement consider and 

efficiently overcome the drawback of SBR 

technique. The previously SBR method, all the 

blocks which has more than or equal to 2 black pixel 

value will be replaced by black block which reduces 

the quality of image. In the BBR approach, it 

balances white and black in the processed picture by 

providing some candidate blocks to black and others 

to white. The assignment of these candidate blocks 

perform randomly this improves the quality of 

visual processed secrete image [12].  

  

Figure 4: Block replacement 

algorithm [19] 

(C) Proposed scheme for overall application contain 

certain steps which is described below:   

Open the application which is installed on windows 

computer. Now user has to press the pushbutton 

named “VC”, this action will automatically allow to 

access the computer and it will ask to select the 

secret image which need to be transmitted. Again it 

will ask to select the cover image and then it will 

take few moment to process. Resulting image will 

be displayed on the output image window. To show 

the quality of resulting image it will also display the 

PSNR and MSE value in the variable text window.  

3.2 Detailed algorithm of extended VC:  

Step-1: First chose a secret image as per your 

requirement, on which you want to apply EVC scheme. 

Since the proposed work is based on grayscale halftoned 

image, therefore check if selected image is RGB image 

or grayscale. If the chosen image contain RGB content 

then convert it into grayscale.  

Next step includes the pre-processing of image i.e. 

resize the image and apply pushing error ahead error 

diffusion algorithm proposed by Jervice Juidce[7] to 

construct the halftoned binary image.   

Step-2: Similarly choose one more image as per your 

interest of any format type, which serve the purpose of 

meaningful share.    Apply the same step 1 on this image 

too and this will provide the resulting halftoned cover 

 image.  

Note- here 1 stand for white and 0 stands for black for 

applying algorithm we have to convert the images in 

negative.  

Step-3: Generate the share from pre-processed secret 

image using improved balanced block replacement 

algorithm discussed above. Now hide each share with 

the cover image processed in step 2. To perform this 

normal bit anding operation has been used.  

Step-4: Finally decrypt the image by stacking K out of 

N shares. Humana visual system is enough for 

decrypting the secret image.   

3.3 Detailed algorithm of steganography: 

First chose a carrier image in which you want to hide the 

biometric signal information. After that remove the 

background of selected image to avoid any confusion 

during authentication on remote server using 

segmentation technique. These steps comes under 

preprocessing. On the other hand take the biometric 

fingerprint image which need to be hidden, encrypt this 

signal using robust and secure technique. For encryption 

here we have used triple key chaotic sequence algorithm 

[14, 15], which proves 99% accuracy in the encryption 

and decryption technique. After encrypting the signal 

apply steganography algorithm to hide the encrypted 

signal behind the cover image. To perform this 

operation first perform two level of decomposition in 

wavelet domain using DWT [16], it will results in four 

sub-bands LL, LH, HL, HH in both level, so in turn we 

will be having eight subbands. Furthermore to select the 

significant bit, we have to perform sub band selection 

technique and finally QSWT (qualified significant 

wavelet tree) [6], have been applied to hide the secret 

information. The resulting image is called as stego 

image. Since the main application of this proposed work 

is for remote authentication, therefore compression and 

decompression technique must be used before 

transmission and reception consequently. In this 

proposed work JPEG compression [8], is used before 

transmission and resulting compression ratio is 33.45, 

which shows remarkable save in channel bandwidth.  
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4. Result  

    This proposed work has two phase of work, i.e. 

steganography and VC.  To implement this a GUI based 

standalone application have been developed, which is 

compatible with windows based operating system. To 

run this application we do not need installed MATLAB 

in our system.  Result image is shown below:  Result 

Image of GUI Application  

  

Figure 5 : GUI application  

4.1 Result Image of EVC  

  

  
 (a)              (b)  

  
           (c)             (d)  

    
        (e)           (f)  

Figure 6. process of (k, n) VC scheme (top left 

to bottom) a) secret image b) pre-processed 

secret image c) cover image d) preprocessed 

cover image (e) generated share (f): 

Reconstructed Image using stacking  

4.2 Result Image of Steganography  

       
 (a)               (b)  

  

   
         (c)                  (d)  

  
          (e)               (f)  

  
 (g)      (h)  

  
 (i)    

Figure 7. Result image of steganography a) Input 

image  b) background removed image (c) Input 

biometric signal (d) encrypted biometric signal (e) 

Stego image (f) recovered image (g) recovered 

biometric from stego image (h) recovered biometric 

signal (i) Histogram of input and output image  

5. Conclusion 

     In this paper, we have developed Standalone 

application using GUI MATLAB 15b for extended VC 

without pixel expansion. This application can be 

installed on any computer which is having Windows7, 

Windows8 and Windows10. In EVC we have 

demonstrated that utilizing a best pre-processing of 

halftone pictures based upon the aspects ratio of the 

first secrete picture. In this technique quality of 

resulting image depends on how many number of 

shares have been generated and stacked together. The 
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measures PSNR for the resulting image is 54.34Db. 

Whereas in steganography the quality of encryption 

using triple key chaotic algorithm is 99% and it also 

provides correlation coefficient 0.00494 for this 

selected image. It has proven good PSNR value i.e. 

64.34Db. The proposed technique also proves good 

compression ratio as 33.45 %.   
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