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Abstract: As more number of gadgets are set to be 
connected to the internet in the near future, the need for 

security plays an important role. The high level of 

security is achieved using encryption of the devices 

which can be done by implementing cryptographic 

algorithms on Field Programmable Gate Array (FPGA) 

where more than one cryptographic algorithms can be 

implemented using a novel technique called partial 
reconfiguration. Partial reconfiguration is a technique 

where cells in the FPGA can be reconfigured, when 

reconfiguration is done at runtime then it is called 

dynamic reconfiguration. The main reason to choose 

this technique is that it reduces the number of cores to 

run an application which results in increase of 

performance, thereby beneficial to many applications 

such as data mining, IOT, SDN, etc.  Encryption is one 

such application that can be massively benefited using 

partial reconfiguration. Providing high level encryption 

for many devices is challenging due to the requirement 

of high computation power and higher speed of 

processing by applying the method of partial 
reconfiguration in FPGAs, the encryption speed and 

performance will increase. In this paper two 

cryptographic algorithms were chosen based on the 

level of encryption and then implemented in the Xilinx 

ZC702 SOC, in which one cryptographic algorithm 

runs continuously and the other encryption algorithm 

can be dynamically configured at run-time. This proves 
to be effective where less time is taken for encrypting 

different devices, moreover less CPU is used. 
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Encryption 

 

1.  Introduction 

 

Cryptographic algorithms are generally implemented 

using hardware description language that utilizes most 

of complex operations. Now security attacks are 

increasing since data is paramount, and the main task is 

to secure the data. As the number of resources utilizing 

undoubtedly will be a costly affair and different 

implementations of cryptographic algorithms are 
required to satisfy the need. 

This paper is a novel approach to implement the 

cryptographic algorithm by using partial 

reconfiguration is introduced which can reduce the 

memory space. This approach describes the encryption 

and decryption unit simultaneously so as to reduce the 

memory, area chip size and power consumption. Now 
many encryption algorithms are available, but all these 

algorithms provide single encryption, this paper 

proposes an encryption on Field Programmable Gate 

Arrays (FPGA) using partial reconfigurable computing 

can provide more than one algorithms which can be 

switched based on the level of the security the device 

requires, this approach will make the system more 
secure from different type of data attacks. Several 

dynamic and partial reconfigurable systems exist. 

These systems use a reconfiguration controller for 

scheduling and allocation of partial bit streams. 

Depending on the complexity of the runtime 

reconfigurations this controller can be a simple finite 

state machine or a microprocessor. 

Security efficiency is increased at nodes as incoming 

packets will be encrypted dynamically. Dynamic 

partially reconfiguration chooses different algorithm 

based on device or time. Our aim is to partially load the 

algorithm in the gateway and encrypt the incoming 

packets. In this paper at first, various research works 
are discussed. Then the overview of the system is seen 

and also the architecture of the system is detailed. At 

last the implementation of the system along with the 

results and its analysis is described. The working and 

implementation is explained below in fig 1.  

 

2.  Related works 
 

Manoj Kumar et al. [1] proposed a pipelined 

implementation of X-Tea, Rc-6. A new method to 

implement multiple-encryption technique was also 

proposed which uses two algorithms at the same time. 

There is demand for real time implementation of 

cryptographic algorithms as user can protect the data 
over a network and security of the system was 

preserved. The Importance of the IT security was also 

discussed where the securing the data for the purpose of 

secure communication system 

RuhanBevi et al. [2] proposed a system which 

comprises of multiple crypto algorithms as security 

primitives in FPGA hardware, which are compatible 

with the common key, data size and a control unit to 

configure the hardware, based on the performance.  

Hassan Mostafa et al. [3] delivered a concept where 

each technique is reviewed, evaluated and tested using 

convolutional encoder, from the Software Defined 

Radio (SDR) system, which is an important application 
for Dynamic Partial Reconfiguration. 
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Figure 1. Block Diagram 

Muhammed Al Kadi, et al. [4] implemented DPR under 

Linux, Which is an approach using the novel Zynq 

FPGA architecture from Xilinx. The partial 

reconfiguration is used with a Linux realized on the 

dual core ARM 9 processor. A reconfigurable area 

provides space for accelerators which can be loaded 

and updated at runtime. 

Chandra Mouli R et al. [5] proposed the 

implementation of high Speed RC4 algorithm in FPGA 

hardware. To reduce the area and to improve the speed 
of operation the proposed design uses BRAM 

implementation and use only one 256 bytes simple dual 

port RAM for key generation and takes 3 clock cycles 

per byte. The proposed design also supports a variable 

key length of size 1 to 256 bytes and achieves 

throughput of  54.8MB/s at operating frequency 

164.6MHz . 
Fearghal Morgan et al. [6] discusses on the merits of 

Xilinx Vivado HLS which is a High Level Synthesis 

tool based on C++ which captures, simulates and 

synthesis Hardware Description Language (HDL) and 

implementation of FPGA were also done. They also 

point out that the HDL design capture’s effort is 

reduced using HLS and at the same time debugging is 

carried out and allows flexibility in the implementation 

of final hardware so that the design constraints are met.

   

3.  System Overview 

 

The processing system uses reconfiguration controller 
for scheduling and allocation of partial bitstreams. 

Depending on the complexity of the runtime this 

controller reconfiguration can be a simple finite state 

machine or a microprocessor. Security efficiency is 

increased at the nodes as incoming packets will be 

encrypted dynamically. Dynamic partial 

reconfiguration chooses the different algorithm based 
on the device or time. The aim of this work is to 

partially load the algorithm in the gateway and encrypt 

incoming packets. 

A.  Reconfigurable Computing 
 

Reconfigurable Computing is the architecture which 

combines the flexibility of the software with the high 

performance of the hardware and high speed fabrics 

like FPGA. It has a feature to adapt the hardware 

during the runtime by loading a new circuit on the 

reconfigurable fabric. The architecture of partial 

reconfiguration is in fig.2 

 

B.  Need for Partial Reconfiguration 

 

The Partial Reconfiguration is able to dynamically 

reconfigure the blocks by downloading a partial bit 
files while the remaining logic continues to run without 

interruption. Partial Reconfiguration (PR) takes this 

flexibility to next step further, allowing the 

modification of an operating FPGA design by loading a 

generated bit file and as well as a partial BIT file. After 

a full BIT file configuration, the partial BIT files can be 

downloaded to modify the reconfigurable blocks in the 
FPGA without revealing an integrity of the applications 

running on those parts of the device that are not being 

fully reconfigured.  

From the functionality, Partial Reconfiguration divided 

into two types one is Dynamic Partial Reconfiguration 

also known as the Active Partial Reconfiguration which 

is capable of changing the part of the device while the 

rest of the FPGA operation is still running. The other is 

Static Partial Reconfiguration which is an inactive 

portion and during the configuration process the partial 

data is sent into the FPGA design, the rest of the device 

is stopped and configuration is getting completed. 

  

C.  ZC702 Processing System 

 

The ZC702 evaluation board provides a hardware 

environment for developing and evaluating designs 

targeting the Zynq XC7Z020CLG484C-1 device. It has 

some features which is common to many embedded 

processing systems, including 1GB DDR3 memory, 
128MB Quad SPI flash memory, Ethernet, GP I/O pins, 

UART interfaces and USB JTAG interface using a 

digilent module.  

 

D.  Device Configuration 
 

Zynq-ZC702 AP SoC uses a multi-stage boot process it 
supports both non-secure and secure boot. The 

Processor System (PS) is the master of the boot and 

configuration process. For a secure boot mode, the 

Programmable Logic (PL) must be powered on to 

enable the use of the security block located within the 

PL part, which provides a 256-bit Advance Encryption 

Standard (AES) and Secure Hash Algorithm (SHA) 

decryption/authentication. 
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Figure 2. Floorplanning and Creating Physical 

Constraint pblock 

 

 
 

Figure 4. Hardware Design of TEA Approach 

 

 

I.  System Architecture 

 
The architecture of the system describes the proposed 

model and the design flow of the system. The Tiny 

Encryption Algorithm (TEA) which is to be 

implemented in this work is also explained briefly. 

  

A.  Proposed Work 
 

Reconfiguration is triggered by an internal event and it 

is carried out during the runtime of the device referred 

as dynamic Partial Reconfiguration. Dynamic partial 

reconfiguration requires protection against data, loss of 

processed data. Partition of dynamic logic may be 

divided into one or more partial reconfiguration 

regions. Using the dynamic partial reconfiguration best 

algorithm is chosen based on the device’s encryption 

level. 

 

B.  Design Flow 
 

The Vivado Partial Reconfiguration design flow is 

similar to that of standard design flow, with some of the 

notable differences. The implementation software 

automatically manages the low-level details to meet 

silicon requirements. The design structure and the 

floorplan must be provided by the user. The steps 
involved in designing and implementation of PR is first 

to load the Static and then Reconfigurable Modules 

needs to be synthesised separately, then the physical 

constraints (pblocks) needs to be created in order to 

define the reconfigurable regions which is explained 

above in fig 3. After that the reconfigurable property 

needs to be set for each reconfigurable partition. Then a 

complete design of static and one reconfigurable 

module per reconfigurable partition needs to be 

implemented in context. The fully routed design is then 

saved as a design checkpoint. The reconfigurable 

modules from this design is then removed and saved as 

a static-only design checkpoint. The static placement 

and routing design are locked. Similarly a new 

reconfigurable module is added to the static design and 

the new configuration is implemented and the full 

routed design is saved as a checkpoint. The process is 
repeated until all Reconfigurable Modules are 

implemented and    verification of all the configurations 

is done. At last bitstreams for each configuration is 

created and needs to be dumped on the FPGA. 

 

C.  TEA Block Cipher 

 
The Tiny Encryption Algorithm (TEA) is a block 

cipher it has very simple logic and easy to implement. 

TEA works on two 32 bit data which forms a 64 bit 

dataand it use a 128 bit key. It has Feistel Network 

structure with 64 rounds and very simple key 

scheduling technique.  

 

II.  Implementation  
 

In this work to perform partial reconfiguration TEA 

algorithm was chosen to be implemented as static and 

dynamic region in FPGA. The reason to opt for TEA 

algorithm is that they are very much essential in 
providing encryption to low-power applications and 

also because of its simplicity in code. The steps 

involved in the process of implementation are as 

follows, at first the design structure of the software was 

made by reading the TEA encryption and decryption 

code logic which was written in VHDL and then they 

were run dynamically. The static part is where the code 

calls for the configuration that needs to be run 

dynamically and the static region runs standalone that 

is, the static part of algorithm is made to link with each 

and every configuration which are reconfigurable 

module.  

Figure 3. Partial Reconfiguration 
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Figure 5. Implementation of TEA Encryption in 

ZC702 

 
 

Figure 6. Implementation of TEA Decryption in 

ZC702 

 

Now the first configuration is implemented which is the 

encryption part of TEA algorithm, then the 

reconfigurable property is set for the above. A detailed 

floorplan is drawn for the first configuration with the 

help of drawing a pblock for the logic. The pblock can 
be drawn in user interactive way or it can be assigned 

by entering the cells region or name manually. Then the 

complete design of static and one reconfigurable 

module for the design was implemented. After 

implementing the first reconfigurable module they are 

fully routed and saved as a design checkpoint. The 

implementation and Hardware approach through 
partition pin generation is shown in fig 4. The 

implemented reconfigurable region is removed so that 

the design gets updated as black box, then the static 

part of the design is locked so that it will not get 

accessed by other ports. The TEA decryption was 

chosen as the second reconfigurable module. Similar to 

the implementation of the first reconfigurable module, 

the second configuration needs to be implemented and 

the process gets repeated. The both configuration are 

verified for partial reconfiguration using a command 

and at last the bitstreams for the created configurations 

are generated. The generated bitstreams are dumped on 

to the ZC702 SOC board (FPGA). The obtained results  

and its analysis are explained in detail in the following 

section. 

 

 

4.  Results And Analysis 

 

After the process of implementation the process is 

verified using the user LEDs of the ZC702 SOC. 

Certain buses in the output were connected with the 

user LEDs, as checking all the buses is not feasible. 

The inputs were given as hexadecimal values and 

checking it as active and low level output. To check the 

entire operation certain testbench is created, for TEA 

encryption the bus a input is given as 32’ha2b3c3d2 
(input_bus_a = 32’ha2b3c3d2) and bus_b input is given 

as 32’ha2b3c3d2 (input_bus_b = 32’he1f34f5f),  the 

output obtained is 32’hf0064ae3 and 32’h65d7074d for 

output_bus_a and output_bus_b respectively. In the 

ZC702 SOC the user LED’s selected to display the 

output for bits a[6,13,20,27] and b[7,14,21,28] which 

displays [1,0,0,0] and [0,0,0,0] respectively. The 
hardware implementation of TEA encryption is 

explained above in fig 5. 

For TEA decryption the cipher value generated from 

TEA encryption output was recorded and set as the 

input for TEA encryption. Similar to the TEA 

encryption, the Output was checked with LED for the 

same bits a[6,13,20,27] and b[7,14,21,28] which shows 

[1,0,1,0] and [0,1,1,0] respectively. The hardware 

implementation of TEA decryption is explained above 

in fig 6. 

The output of the TEA decryption decrypts the cipher 

text from the encryption and returns the plain text 

entered by the user. 
The analysis and pblock utilization includes the grids 

added in pblock such as slice, DSP48, RAMB18 and 

RAMB36. The clock regions were fully utilized. The 

slice logic includes the logic, memory, flip-flop and 

latches. The LUT and memory was used as logic, the 

assigned and available was 64 pins and 3200 pins 

respectively hence the utilisation is about only 2.00%. 
The slice logic was distributed and available is 800 pins 

and slice used is 39 pins including gnd and vcc the 

utilisation is 4.88%. Other RAM and DSP logic are 

reduced equally utilized for very minimum levels. The 

utilization values are less because the implementation 

was carried out only on development board when the 

same algorithm was to be implemented on real-time the 
results can be shown effectively. 

 

5.  Conclusion 
 

The design is analyzed and synthesized bottom-up to 

prepare for partial reconfiguration implementation. A 

configuration with common static results is created and 

implemented, saving the static design to be used. 

Framesets are examined and verified using the 

configuration, then configured statically on FPGA. It 

emphasizes that FPGA hardware is not just used for 

hardware acceleration, but also provides high 

performance and security for the applications by 
facilitating them to negotiate algorithms on demand. 
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Hence the complexity is reduced and increases security 

over the system. Xilinx FPGAs can be updated at any 

time, locally or remotely. Partial reconfiguration allows 

easy support, service, and updating of hardware in the 

field. Partial reconfiguration is applied in variety of 

applications across many industries, mainly they play a 

key role in aerospace and defence industries. 
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