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Abstract:In the current scenario most of the 

organizations go with the theme of digitalization to 

encourage paper less culture in performing all the 

activities that are to be done, mainly to encourage the 

digitalization recommended by the government of 

India. All the organizations are reforming their systems 

to perform all the transactions using smart card 

technology. Considering the Educational institutions in 

the category of Digitalization we recommend to use 

this smart card technology in the place of maintaining 

the certificates in files in form of hard copies. It is easy 

to carry pocket sized cards which will have a 

certification verification number, which makes each 

card unique. For the process of validation of card we 

use LUHN algorithms. This evolves a new trend in the 

educational field where everything will be made 

digitalized. This card will help us to handle our 

certificated in an easy manner. 

 
Keywords: Encryption, Decryption, Unique Certificate 

Identification Number (UCIN), Authentication, 

Authorization. 

 

1.  Introduction 
 

In daily life we deal with many professional and 

personal documents, but handling these types of 

documents is an enormous job for every organization. 

Smart card technology is becoming a most 

commonplace getting used [5]. Coming to the year it 

got invented, this is done in the years 1968 and 1969 by 

Helmet Grotrup and Jurgen dethloff, and they are the 

first to invent the automated card [6]. This system 

overcomes the problems faced with these type of 

documents and provide a solution. In today’s world 

every task is becoming much simpler for the people so 

why don’t we reduce the human effort in handling these 

enormous documents? Handling the certificates of the 

students in schools and colleges and protecting those 

certificates by the students and also fraud detection is a 

huge task. So, the idea of Smart Card came into picture. 

Here every student will be given a Smart Card which 

has a unique number as soon as the student completes 

his SSC. Whenever a student is given a Smart Card, all 

the certificates that belongs to him are stored in that 

card and saved in his account. Whenever an 

organization needs a certificate of the student, it can be 

easily accessed by the organization with the help of the 

smart card. By this there will be no chance of providing 

fake certificates to the organizations. Through this 

technique every student who completes his Secondary 

schooling gets a unique certificate identification 

number issued by the Secondary board of education, as 

a Smart card instead of a certificate. The certificates of 

the students are not only stored in student account but 

also SSC board maintains all the students marks memos 

in their database with the unique identification number. 

   

2.  Motive Of Smart Card 

 

2.1.  Smart Card Growing In Popularity 
 

Smart cards are used in many ways. In countries they 

are used in different purposes like banking and pay 

phone access. The main usage of this smart card is for 

some sort of authentication process. They are used in 

the processes like verifying the bank accounts, phone 

cards, or satellite is indeed authorized to access this 

service.  

 

2.2.  It Protects Privacy 
 

Security is the main issue considered in every 

technology. Smart card technology provides a way for 

safely storing the data on the card. Every group consists 

of a panel of registration authorities who take care of 

the registration function so that any random user cannot 

login to the system [7]. People having the proper access 

rights can only operate the data which is inside the 

card. For securing the data we use the process of 

encryption. In encryption process we have different 

steps like generating keys, secure key storage, hashing 

and digital scanning. These methods help us to protect 

the privacy of the system in many ways like Secure key 

storage, hashing and digital scanning. These methods 

help us to protect the privacy of the system in many 

ways.  

 

3.  The Design Phase 

 

This phase consists of both hardware and software 

processes. In hardware we talk about the manufacturing 
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phase and in the software we discuss about how the 

card works [2]. 

  

3.1.  The Manufacturing 
 

For manufacturing a smart card it involves large 

number of processes and the main process is to insert 

the chip into the card. The next process which is done 

is card fabrication. An electrical and optical 

personalization changes the smart card into an 

individual card [8]. The ROM programming is given to 

the semiconductor provider who makes the chips. The 

card fabricator inserts the chip in the plastic card. It is 

moreover very typical for the fabricator to stack the 

application programming and personalization 

information. Security is a crucial viewpoint in the 

making of a keen card and is natural for the aggregate 

procedure.  

 

 
 

Figure 1. Sample Design of Smart Card 

 

3.2.  It’s Usage In Different Sectors 
 

Case of utilizing the savvy card at Admission process 

and general procedure of the confirmation check. 

Assume an understudy finishes his middle of the road 

training and got qualified in the Engineering selection 

test and he is entering into the directing focus with 

instructive savvy card. The directing expert first 

confirms the understudy endorsements with savvy card, 

for which they are as of now enrolled with the state or 

focal training service, Ministry issues a enrolled 

number and savvy card swiping machine. Through 

enrollment they have the expert to swipe the savvy 

cards and get the data through the outsider. The third 

gathering is likewise approved by the training ministry. 

The understudy swipes his smartcard and next the 

directing expert gets the understudy beginning data like 

understudy name, novel instruction recognizable proof 

number and what number of degrees he is having in his 

one of a kind training enlisted account. 

 

4.  Easy To Use 

 

4.1.  Enrollment Of Smart Card 
 

We have a smart card enrollment station which helps us 

to issue the smart cards in behalf of the uses. There are 

many divisions in the station like security 

administration department which helps to manage and 

provide high levels of network user assurances. These 

stations also have responsibilities like creating, 

updating and storing via networks. If these 

responsibilities are left to the users it degrades the 

security levels of the card. 

  

4.2.  Password Vs Personal Identification  Numbers 
 

The main advantage of this smart card is that policies 

for pins are not so much restrictive than policies for 

network passwords. Usually good password networks 

have to be changed often and they should also contain 

large complexity. On the other hand PIN’s had no 

necessity to change frequently and can be relatively 

short. As users can remember their short PIN’s there 

will be less cases of forgetting the passwords. 

  

4.3. Participants Involved 
 

First we should know the process which is involved in 

the smart card so that we want the participants that are 

involved. 

 

A.  Cardholder 
 

Cardholders are the authorized users allotted to the 

specific card. 

 

B.  Merchant 
 

Merchants are the business firm people who should 

accept the cards from the authorized users. 

 

C.  Acquirer 
 

It is a financial institution and it interacts with the 

merchants and make them to accept the cards for all the 

types of payments. 

 

D.  Card Issuer 

 

This is also a financial institution and his helps to 

maintain the relationship between the cardholders. And 

they grant the cards for authorized users [4]. 

 

5.  Service Payment Provider 
 

These have the agreement with the acquirer to provide 

services. 
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Figure 2. Process Performed 

 

6.  Procedure Of Using Smart Card 
 

The process of using this smart card goes like in the 

start the certificates are requested by an authorized 

enrollment agent from a CA. Such operators have an 

extraordinary authentication permitting them to both 

demand declarations in the interest of different clients 

and tie these statements to the card to be issued to the 

clients. Smart card mainly uses the token format in 

which we can improve the security [9]. The PIN is set 

utilizing programming gave by the producer of the 

smart cards. Once a client has a smart card and PIN, 

two more things are required: a PC running an OS that 

backings smart card verification and a brilliant card 

reader introduced in or appended to the PC or terminal. 

The client embeds the card into the reader, is incited to 

enter the PIN related with that card, and is allowed to 

sign on.   

Main requirements which are needed in this are so as to 

create smart card applications, you require a couple of 

things, specifically a keen card reader, programming to 

speak with the reader and some product to speak with 

the card that has been connected to the reader and a 

brilliant cards and smart card equipment.  

To speak with a brilliant card or build up an application 

that is keen card fit, you should have a reader. The 

reader gives a way to your application to send and get 

charges from the card. There are many sorts of readers 

available, the most pervasive being the serial and 

console models 

 

7.  Security In Smart Cards 
 

Security is defined as the protection of the valuable 

things from being lost or stolen. Data security is 

defined as providing security to the data from being lost 

or stolen or altered. The data is created, altered and 

shared with the help of networks. There are different 

types of data and each particular type of data has a 

different type of access. For instance, if the data is 

Employee Id there are some important security reasons 

to be considered such as the payrolls which are 

inaccurate and the accessing of this data is be limited to 

only to the respective departments and managements. 

 

7.1. Characteristics Of Data Security 

 

The main characteristic in providing data security 

includes. 

 

7.1.1. Hardware Of The System 
 

This includes the servers, storage devices, 

communication lines and channels. The smart cards are 

casually located devices that serve as an interface 

between computer and the user. 

 

7.1.2. Software Of The System 

 

The software includes the Operating Systems, 

applications and the data storage systems such as 

databases [10]. 

 

7.1.3. Data 
 

The data may be of any kind and this must be in the 

form of databases which store the information. 

 

7.1.4. Personnel 
 

Here the data users, administrative persons and 

computer staff who act as users of the data are referred 

as personnel. 

7.2. Functions Of Security 
 

There are many functions which provide security to the 

smart cards such as Data Integrity, Authentication etc. 

 

7.2.1. Data Integrity 
 

Start 

Cardholder or 

merchant swipes 

Enters the transaction 

Authorization request is sent 

to the network 

Card issuer provides a online 

response 

Visa net forwards the 

authorization to acquirer 

Merchant receives the 

response and does transaction 

End 
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It verifies the data and transaction of the particular 

document. Data integrity is nothing but having the data 

that has no duplicates that is the data has to be unique. 

It is achieved with the cryptography that has the unique 

identity information such as face identification, finger 

prints etc. [10] [11]. 

 

7.2.2. Authentication 
 

It is nothing but identifying the people who takes part 

in the transaction of data. For instance when creating or 

logging into an account in any of the applications with 

the username and password that is referred as 

authenticating. It is measured by its strength that is 

when we are creating a password the strength of the 

password must be strong so that it is not hacked. This 

can also be achieved by a Digital Signature [11]. 

 

7.2.3. Confidentiality 
 

Confidentiality is nothing but using the encryption 

methods in order to protect the information from the 

unauthorized people [12]. Here the original data is 

encrypted with the algorithm and then after sending 

the data from the sender to the receiver the data that is 

encrypted is decrypted by using the same algorithm. 

Confidentiality makes the data secure by providing the 

data privacy. It also assure that the data is unique by 

checking that the data that is sent by the sender to the 

receiver is original or duplicate. The original data is in 

the format where the user can understand the data and 

the encrypted data is may be of any form it depends on 

the sender and the algorithm that is used. At the 

receiver side the data is decrypted. By this the 

confidentiality is provided. 

 

8.   Advantages 

 

8.1.  Security 

 

This Smart card technology innovation made the world 

particularly the payment card industry more simple and 

secure. In these cards security is provided by 

encryption and decryption. The microchip that is 

embedded in the smart card is the heart of the card [14]. 

These smart cards are very flexible and powerful. With 

this we can provide more security when compared to 

those of olden days. 

 

8.2. Safe To Carry  
As the smart cards are flexible they can be carried to 

any place at any time. The user who has the smart card 

can have the possibility to use that in different 

educational institutions in the name of Edu-card and 

many banks in the name of bank card etc. With these 

cards the user can carry a large number of certificates 

in a single card and thus the effort of man power is 

reduced. In bank the smart cards plays a major role to 

the users to carry the money and it also provides the 

flexible way in replacing the cards whenever the user 

has a problem with the cards [14]. 

 

8.3. Other Uses 
 

There are many advantages in using these smart cards 

such as they can be used as a proof by the governments. 

These smart cards have the capability to detect the 

fraud. In schools these smart cards are being used to 

track the student’s attendance, storing student’s 

certificates etc. With the use of smart cards in 

educational system there will be no chance of fraud in 

the student’s certificates. In medical field these smart 

cards are used to store the information of the patients 

and also to track their health records [15]. These cards 

are used by many governments to reduce the 

immigration fraud. These are flexible and easy to carry.  

These smart cards also helps in shopping, dine etc. We 

can pay the bills with a simple swipe. 

 

9.  Used Algorithms 
 

The Algorithms that are used to validate the card 

numbers for finding whether the given card number is 

valid or not. Here we use three algorithms. 

• Luhn Algorithm. 

• Verhoeff Algorithm. 

• Damm Algorithm 

•  

9.1. LUHN. 
 

The Luhn algorithm is majorly called as the "modulus 

10" or "mod10" algorithm. This algorithm uses a 

simple checksum formula to validate the given card 

that is validating the identification number of the given 

card. This algorithm is used for validating a wide 

variety of card numbers such as, credit card numbers, 

debit card numbers, IMEI numbers [3]. This algorithm 

is used in validating the National Provider Identifier 

Number in US [11]. This algorithm is available in 

Public-domain and is wide in practice. It was designed 

to protect against unexpected errors, not malicious 

errors. Most master cards and many government 

organizational cards use this algorithm for validating 

the identification number. This algorithm mainly 

focuses on mistyped or otherwise incorrect numbers. 
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Figure 3. Process of Luhn Algorithm. 

 

9.2. Verhoeff. 

 
The Verhoeff algorithm is based on a checksum 

formula and is used for detecting the errors. It is 

developed by Dutch mathematician. For detecting the 

single digit errors it was the first used decimal check 

digit algorithm. It is not only used for single digit errors 

but also used for transposition errors that involve two 

adjacent digits. Verhoeff used a weighted point system 

for finding different types of errors. These errors are 

categorized based on number of digits in the error. For 

the errors that have two digits there are different types 

of errors such as transposition errors (ca�ac), jump 

transposition errors (cad�dac), twins (cc�dd), 

phonetics (1b�b0) and jump twins (cb�aba).This 

algorithm uses the properties of  dihedral group of 

sequence 10, integrated with permutation [13]. The 

main advantage of this algorithm is finds all the errors 

such as transliteration errors and transposition errors. It 

is not only used for finding these types of errors but 

also used for finding twins, jump twins, phonetics, and 

transpositions. The main drawback of this algorithm is 

its high complexity in finding the errors. 

 

For Example 
 

The main advantage of this algorithm is finds all the 

errors such as transliteration errors and transposition 

errors. It is not only used for finding these types of 

errors but also used for finding twins, jump twins, 

phonetics, and transpositions. The main drawback of 

this algorithm is its high complexity in finding the 

errors. 

 Generate a check digit for 236 

 

Table 1.  Generation of Check Digit 

 

i ni P(i,ni) C 

0 0 0 0 

1 6 3 3 

2 3 3 1 

3 2 1 2 

 

C is 2, so the check digit is inv(2), which is 3. 

Validate the check digit  2363 

 

Table 2.  Validation of Check Digit 

 

i ni P(i,ni) C 

0 3 3 3 

1 6 3 1 

2 3 3 4 

3 2 1 0 

 

C is  zero, so the check digit is correct 

 

8.3. DAMM. 

 

The Damm algorithm is same as verhoeff algorithm. It 

detects the errors by using a check digit and detects all 

Start 

LUHN Algorithm 

Input credit card 

Is it 

numeric? 

Return False 

Digit%

2!=0? 

(Double every 

even)�mod 10 
Multiply every 

odd digit by 1 

Sum (odd, even)�mod 

10 

Match 

check digit 

Return 

invalid 

Return Valid 

End 
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single digit errors and also the adjacent transposition 

errors. It will detect all the errors  detect all occurrences 

of the two most frequently appearing types of 

transcription errors, namely altering one single digit, 

and transposing two adjacent digits. In this algorithm 

the zeros does not affect the check digit [14]. It also 

detects all the phonetic errors associated with the 

English language which are anti-symmetric quasi 

groups. Though this algorithm has wide range of 

properties Damm algorithm is not used largely and is 

less in practice when compared to other algorithms.

 

Table 3. Differences between Algorithms

 

 

 

Figure 4. Graph Representation

 

10.  Methods Of Algorithm 

 

10.1. Luhn Algorithm 

 

The way this algorithm is used includes the checking of 

the check digit. This check digit will be appended to 

partial account number. Through this we can calculate 

the full account number. For verifying it should pass 

through the following steps. 

Step 1: Check digit will be the rightmost digit in the 

given. Moving toward the left every second digit 

should be doubled. By doubling the digit if we get a 

double digit(eg.9*9=81) the add the digits of that 

value(eg.8+1=9). 

Step 2: Add all the obtained digits. 

Step 3: If modulo 10 of the total sum is equal to 0 then 

the number is valid otherwise the card is not a val

card.  

4
.3

2
.1

0
.33

.5 4
.2

3
.5

1
.5 4 4

.4
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errors. It will detect all the errors  detect all occurrences 

of the two most frequently appearing types of 

transcription errors, namely altering one single digit, 

and transposing two adjacent digits. In this algorithm 

igit [14]. It also 

detects all the phonetic errors associated with the 

symmetric quasi 

groups. Though this algorithm has wide range of 

properties Damm algorithm is not used largely and is 

her algorithms. 

Differences between Algorithms 

 

 

Graph Representation 

 

The way this algorithm is used includes the checking of 

the check digit. This check digit will be appended to the 

partial account number. Through this we can calculate 

the full account number. For verifying it should pass 

Check digit will be the rightmost digit in the 

given. Moving toward the left every second digit 

doubled. By doubling the digit if we get a 

double digit(eg.9*9=81) the add the digits of that 

If modulo 10 of the total sum is equal to 0 then 

the number is valid otherwise the card is not a valid 

Step 4: For example let us consider the account 

number “4388576018410707”. After adding the check 

digit it looks like 4388576018410707x

 
Table 4. Method Of LUHN Algorithm.

 

 

For calculating the check digit we have 2 methods one 

of them is: 

Method 1: By adding al the digits in the third row we 

get the result as 65+x. 

For obtaining the value of check digit we should 

multiply 9 with the sum of the non check digits and 

then perform modulo 10 operation (eg.65*9 

modulo10). If we present this in an al

Step 1: By adding all the non-check digits we get 65. 

Step 2: Multiply that by 9 (65*9=585). 

Step 3: The digit here is 5. So 5 is our check digit.

Method 2: For computing the check digit we should 

first compute the sum of other digits and then subtract 

the unit digit from 10(65 => Units digit 5; 10 

check digit 5). Presenting this in an algorithm format:

 Step 1: Add all the digit (65). 

 Step 2: Unit digit should be considered (5). 

Step 3: Unit digit must be subtracted from 10. 

Step 4: The result which we get is the check digit (5). 

If we get the result as 0 then our check sum is 0 [12].

 

10.2. Verhoeff Algorithm 
 

Verhoeff algorithm is a check sum 

detection developed by dutch mathematician Jacobus 

verhoeff. It is the first decimal check digit algorithm 

which detects all the single digit errors and all 

transportation error. The main strength of this 

algorithm is it detects all the transportation errors.

Every algorithm has both advantages and 

disadvantages. The main disadvantage of this algorithm 

is its complexity and also in this we cannot perform the 

calculations easily. DAMM algorithm has the same 

qualities as that of the verhoeff. 

For calculating the check sum in verhoeff the below 

process should be done. 

 Step 1: Create an array n which includes all the digits 

from right to left. 

Step 2: Setup c as 0. 

Step 3: For every i value substitute c with d(c, p(i mod 

8, ni)). 

The number is valid if and only id c=0.

For generating this check digit we should append a to 0 

and then perform the calculations [13].

 

GRAPH COMPARISON
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For example let us consider the account 

number “4388576018410707”. After adding the check 

digit it looks like 4388576018410707x. 

Method Of LUHN Algorithm. 

 

For calculating the check digit we have 2 methods one 

By adding al the digits in the third row we 

For obtaining the value of check digit we should 

multiply 9 with the sum of the non check digits and 

then perform modulo 10 operation (eg.65*9 

modulo10). If we present this in an algorithm form: 

check digits we get 65.  

Multiply that by 9 (65*9=585).  

The digit here is 5. So 5 is our check digit. 

For computing the check digit we should 

first compute the sum of other digits and then subtract 

the unit digit from 10(65 => Units digit 5; 10 − 5 = 

check digit 5). Presenting this in an algorithm format: 

it should be considered (5).  

Unit digit must be subtracted from 10.  

The result which we get is the check digit (5). 

If we get the result as 0 then our check sum is 0 [12]. 

Verhoeff algorithm is a check sum formula for the error 

detection developed by dutch mathematician Jacobus 

verhoeff. It is the first decimal check digit algorithm 

which detects all the single digit errors and all 

transportation error. The main strength of this 

he transportation errors. 

Every algorithm has both advantages and 

disadvantages. The main disadvantage of this algorithm 

is its complexity and also in this we cannot perform the 

calculations easily. DAMM algorithm has the same 

For calculating the check sum in verhoeff the below 

Create an array n which includes all the digits 

For every i value substitute c with d(c, p(i mod 

r is valid if and only id c=0. 

For generating this check digit we should append a to 0 

and then perform the calculations [13]. 
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10.3. DAMM Algorithm 
 

The process which is done in this algorithm is:  

Step 1: Set up a temporary digit and initialize that to 0. 

Step 2: Use this number digit as both column index an 

row index. 

Step 3: If the card is valid then only the temporary 

digit will have the value as 0. 

Let us consider the number as 572 

To calculate the check digit 

Horizontal indexes of the old term �097 

New entry into the table�974 

The outcome we get is 4.  

This is the check digit we get and know this digit 

should be attended to the initial value then we get 5724. 

Validating the number including the check digit, then 

the process goes like 

Digit that are to be checked �vertical index 5724. 

Horizontal indexes of the old term� 0974. 

New digit which is entered� 9740. 

The outcome we got is 0. So the number is valid [15]. 

When we compare LUHN with other algorithms it is 

the best algorithm. 

 

11. Conclusion. 

 
The main intention of this paper is to bring smart card 

technology into existence in the educational field. With 

this Smart card we can store all the organizational and 

educational certificates in the digital format. Here we 

implemented LUHN algorithm for validating the card. 

By this, we can reduce the human effort in carrying the 

pile of certificates. By implementing the smart card 

technology into existence in the field of educational 

system we can reduce not only the man power but can 

we can achieve fraud free environment. Smart cards in 

the educational system can also help the colleges and 

universities at the time of recruiting the students. This 

makes the decision making very simple. All the 

certificates of the students starting from SSC to the 

highest possible degree are maintained in these cards 

with the help of the authenticated educational boards. 

Whenever a student completes his SSC the certificates 

of this student are stored in the Edu-card and the 

concerned boards will maintain the student details with 

the unique identification numbers. All the educational 

institutions are connected to the particular university 

server and the data is updated to the server. This is how 

the Smart card is implemented in the educational 

system. 
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