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Abstract: Recent trends of universal computing and 

the Internet of Things requires everyday objects to be 

IP addressable and Internet accessible. Visualizing and 

managing the things benefits the growth and tends the 

opportunities to connect the world. This carries the 

challenges of translating or mapping in earlier time’s 

remote wireless networks (WSNs) to be IP compatible. 

The 6LoWPAN is one among the first protocols which 

provides compatibility to WSNs of data rate. This 

6LoWPAN network protocol, which is an adaptation 

layer that lies above the data link layer make use of 

IEEE 802.15.4 standard for constructing the 

constrained networks. Moreover, this standard not only 

provides short-range radio frequency transmissions, 

low-power and low-data-rate, which is suitable for 

wireless communication among constrained devices 

such as actuators and sensors, but also provides 

intelligence, connectivity, reliability, sensing and 

expressing of this technology are used in various 

applications like Smart Garbage Smart Cans, Smart 

Healthcare and Smart Meters etc., for effective 

interpretation and handling massive amount of data. In 

this paper, we integrated the low power devices into the 

Internet that connects between the 6LoWPAN network 

and the sensor notes through gateway. Moreover, to 

perform the routing in 6LoWPAN network, RPL is 

used, which is a destination-oriented DAG (DODAG) 

between the different IPv6 nodes. We also interfaced 

the 6LoWPAN and CoAP through RPL using UDP 

Protocol for various constrained nodes in Contiki 

Operating system using Cooja Simulator in order to 

verify the accomplishment of 6LoWPAN network. 

 

Keywords:Internet of Things (IOT), IEEE.802.15.4, 

IPv6, 6LoWPAN, RPL, CoAP. 

 

1.  Introduction 

 

IOT is an emerging technological revolution, with 

unlimited benefits that groove the opportunities, 

innovation, and knowledge to the associated world for 

visualizing and managing the things. This technology is 

termed as “intelligent network of objects” which 

enhances the communication among the people and 

objects that reduces the operational costs and provides 

opportunities for new industry models through network 

embedded devices. Moreover, the special characteristic 

such as intelligence, connectivity, reliability, sensing 

and expressing of this technology are used in various 

applications like Smart Garbage, Smart Cans, and 

Smart Meters etc., for effective interpretation and 

handling massive amount of data. However, the 

successful deployment of these applications will be 

achieved only through the various challenging issues 

like end to end security, identification, privacy, routing 

and interoperability that will expose the progress of 

IOT.Recently, many industries are knocking more 

efforts to facilitate the addition of Internet technologies 

to constrained devices. Already, many standardized IP-

based protocols are integrated into constrained devices. 

Like internet protocol stack, The IETF builds IEEE 

802.15.4 standardized stack of protocols that pertain to 

interconnect various low power operated devices and 

low power networks 

  

2.  Literature Survey 

 

Eleonora0 Borgia et.al presented objects that changed 

smart objects by putting intelligence, which made them 

to gather sources and interact the smart world Internet 

to exchange data and information, which opens new 

opportunities to create services to society, environment, 

economy and individual citizens. The major challenges 

that are required for supporting the IOT idea are 

architecture, communication, addressing, discovery, 

data processing, data management, security and 

privacy, etc[4].  Until recent times, extending IP out to 

wireless industrial networks was thought to be 

impractical. Vendors declined proprietary protocols 

because they assumed that IP, which is memory- and 

bandwidth-intensive, couldn’t be scaled down to 

operate on the microcontrollers and low-power wireless 

links used in environments listed above[5]. Recent 

labors by the IETF team make IP over power deficit 

communication links feasible including IEEE 802.15.4. 

These efforts made developers IP attractive for using 

low power devices which includes everything from 

handhelds to instruments.Prof. Raj Jain says, whether 

IP architecture should be used in WSN over its 

802.15.4 link or not is under difference of opinion. One 

idea is that AdHoc network architecture is much suited 

for designing than that of IP architecture WSN. On the 

contrary, IP architecture is viewed more as a prospect 

for WSNs. Thus, these experimental measurements last 
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the real case performances of IP over 802.15.4 and 

helps preventing the advance related research[6].Enrico 

Lehmann.et.al concluded with the knowledge of the 

6LoWPAN header encapsulation, it is possible to 

encapsulate the new routing header in its packet to 

attain full routing functionality[7]. According to Tariq 

ECH-CHAITAMI.et.al the massive deployment of 

WSN networks and their connection with Internet will 

possiblybe a path to the IOT. This will be achieved 

through a homogeneous and interoperable 

interconnection solution for 6LoWPANs[8]. According 

to Dr. H S Ramesh Babu.et.al there are numerous 

issues regarding the routing in the power deficit 

networks which are still required to be talked and 

researched. The routing algorithms have been 

continuously modified into a better version but sill 

many issues pertaining to their optimization exits[9].S. 

Sicari.et.al says IOT is defined by diverse technology, 

which corresponds to the provisioning of pioneering 

services in application domains.  Therefore, privacy, 

security requirements play an important role. Such 

requirements contains confidentiality, integrity and data 

authentication control within IOT network for 

enforcement of privacy and security policies[10]. 

 

A.  Communication Reference Stack Of  IOT 
 

This section presents the IEEE 802.15reference 

communication stack for communication paradigms 

that interconnect various constrained devices to form 

constrained networks. Specifically, this reference stack 

provides communication interface among the various 

layer in the communication model as presented in 

figure-1. While IEEE 802.15.4 uses data link and 

physical layer for integrating the constrained networks. 

The 6LoWPAN is an adaptation layer that lies above 

data link layer. Next, the Network layer carries the 

routing functionality using various protocols RPL, 

CoRPL or CARP etc. IOT protocol uses only UDP in 

transport layer, which is a connectionless service that 

provides end to end data delivery and process to 

process message delivery to the application layer and to 

efficiently communicate from one application-to-

application, various data protocols like CoAP, MQTT, 

and AMQP are used over low powernetworks. The 

following paragraph gives the description of each layer 

used in this paper. 

 

B.  IEEE 802.15 
 

The IEEE 802.15 group has maintained certain 

standards and purposed low-power, low-data-rate and 

radio frequency transmissions of short-range for 

wireless networks. It emphases on communication 

among devices in power and resource deficit 

environment with limited resources such as memory, 

power, and bandwidth. We have focused only IEEE 

802.15.4, which is appropriate for wireless 

communication among low power devices such as 

actuators and sensors. 

 

C.  IEEE 802.15.4 

 

The physical layer in IOT make use of IEEE 802.15.4 

standard. In addition the IEEE 802.15.4.e standard, a 

part of IEEE 802.15.4 for MAC layer, it defines a 

frame format for headers which also includessource and 

destination addressand provides way to nodes to 

communicate witheach other, because inin 

conventional networks due to overhead of frame format 

makes it un-suitable for low power multi-hop 

networking in IOT.  

  

D.  6LoWPAN Layer 
 

The 6LoWPAN is the adaptation layer, which is 

derived from Internet Protocol for handling the 

constrained devices that are low power and limited 

processing capabilities. The 6LoWPAN is a low-power 

wireless network, where every objects consist of unique 

IPv6 address that allows the connectivity directly to the 

rest of world usingcertain standards. The main purpose 

of 6LoWPAN is to perform routing, packet 

fragmentation and header compression, from the 

network layer and provides to the link layer. 

Specifically, the 6LoWPAN performs the 

fragmentation for handling the large packet size coming 

from network layer and also provides low bandwidth 

(250/40/20 kbps). The 6LoWPAN optimize the 

communication using following specification: 

a. Header compression, which compresses the IPv6 

and UDP headers by keeping most common fields used. 

b. Fragmentation and reassembly, as the data link of 

IEEE 802.15.4 with a frame length of max 127 bytes 

does not compete the MTU of IPv6, which is 1280 

bytes. 

c. Stateless auto configuration, the process where 

devices inside the 6LoWPAN network automatically 

generate their own IPv6 address. 

 

E.  Network Layer 
 

The network layer of IOT protocol stack that comprises 

of encapsulation and routing. Encapsulation is used for 

developing flexiblecommunication protocols where 

logically separate functions are abstracted from bottom 

layers by adding information hiding in upper layer. The 

protocols used in encapsulation are 6LoWPAN, 6LO, 

6TiSCH. Routing is the procedure of finding a path 

inthe traffic for transmission in a network of nodes or 

among multiple networks. Routing is implemented for 

several networks such as circuit-switched networks, 

public switched networketc[11]. The protocols used in 

routing are RPL, CORPL and CORP. We have used 
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6LoWPAN for encapsulation and RPL for routing. This 

paper interfaces the 6LoWPAN protocol with RPL 

protocol. The following section discusses the RPL 

protocol in detail. 

 

1. RPL: IPv6 uses RPL protocol for limited power 

Networks, which separates processing and forwarding 

methods of packet from the routing optimization such 

as reducing energy, reducing latency and satisfying 

constraints. Moreover, RPL encompass various type of 

traffic in network and indicating information 

exchanged among nodes of network depends on the 

requirements. Specifically, RPL supports Multipoint-

to-Point (MP2P), Point-to-Multipoint (P2MP), and 

Point-to-Point (P2P) traffic and quickly built the 

network routes to distribute the routing knowledge 

between initial position and destination. Usually, RPL 

operates in bidirectional links that exhibit uneven 

properties. Before using the router as parent router, its 

reachability should be verified by using an external 

mechanism which will be automatically triggered 

during the parent selection phase.RPL support a 

widespread variety of link layers, including ones that 

are constrained, potentially lossy, or typically utilized 

in aggregation with host or router with very less 

resources. Like ICMP of IPv4, RPL also describes a 

new ICMPv6 message with 3 possible types-one is DIO 

that carries information and permits the node/sink to 

determine an Instance of RPL, and helps in learning its 

arrangement factors and select DODAG parents. 

Second one is DIS that solicits the DODAG 

Information entity from a RPL node. The final type is 

DAO, which used to propagate receivers facts upwards 

along the DODAG. 

 

F.  Transport Layer  
 

The transport layer of IOT uses only the UDP that to 

transmit messages to other hosts.  Pre connection setup 

are not necessary to set up transmission channels or 

data paths. UDP performs a 

simple connectionless transmission pattern with a 

limitedoverhead[12]. UDP provides checksums for data 

integrity, and port numbers for addressing different 

purposes at the both ends of communication of 

datagram. It has no handshaking dialogues, so duplicate 

protection, ordering and delivery is not guaranteed, 

since it exposes the user’s program to any unreliability 

of the network.The scenario where error checking and 

handling is performed in front/back end of the 

application level or not required, UDP is appropriate 

since it avoids the processingoverhead in interface level 

of the network.In a real time system discarding packets 

is more significant than waiting for delayed packets. 

Hence UDP is used by Time-sensitive applications. 

In compare to IP layer UDP provides two additional 

services. It provides port numbers to help in 

distinguishing of user queries and, optionally, 

a checksum capability to confirm the arrival of 

data.UDP can be applicable in instances when there is a 

necessity of lossless transmission of data and 

application is configured to carry out the retransmission 

of lost packets and correct arrangements received 

packets. This approach can help to improve the data 

transfer rate of large files compared with TCP.  

 

 
 

Figure 1. The communication stack protocols of IOT 

 

G.  Application Layer 
 

It is important layer that contains various data protocols 

like XMPP, MQTT, CoAP and HTTP which are the de-

facto standard application layer protocol. For our 

experiment, we used CoAP protocol to communicate 

between the applications, because it uses minimum 

resources.  

The CoAP happens to be a web transmission protocol 

between resource deficit nodes and 

networks. Specifically, this is intended for end to end 

applications like building automationandsmart energy 

using CoRE. The main purpose of CoAP is to easily 

convert to HTTP for resource constrain interfacing with 

the web. In addition, it claims low overhead, 

simplicityand multicast. CoAP is also a document 

transfer protocol that implements a request or response 

model where device can be a “client” or “server”, 

which will run over UDP transport protocol. 

Particularly, itis not a pure event based for transfer of 

information between sender and receiver, for 

transferring informationit’s a one-to-one protocol. 

Moreover, CoAP uses the DTLS protocol with UDP to 

deliver security in the communication. CoAP also 

carries various payloads and can detect type of payload 

being used. It can accommodate with XML, JSON, 

CBOR, or user’s data format. A way is provided to 

realize the properties of a node in any network by the 

resource directory of CoAP. 

 

3.  Interfacing The Communication Reference Stack 

 

A.  Interfacing Between The CoAP And UDP 

Protocol 
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This subsection presents interfacing between the CoAP 

and UDP Protocol in which CoAP is the application 

protocol and UDP is the transport protocol. It is 

arequest and response driven protocol that makes 

unreliable communication with UDP protocol. 

Particularly, CoAP uses intermediate communication 

layer, which is a request and response layer for dealing 

with request/response messages.  

 

 
 

Figure 2. CoAP Communication Layer 

 

B.  Interfacing The6LoWPAN, IPv6 and UDP 

 

In this section we represent interfacing of IPv6 and 

UDP in a low power network. This network is created 

by allocatingan IPv6 address to each node. To interface 

UDP client and UDP server with the 6LoWPAN 

network we have use RPL routing protocol where each 

nodes are kept within the range of other node.  After 

doing above transfer of packets takes place. 

 

C.  Integration of 6LoWPAN and RPL 

 
The RPL is mostly used in a 6LoWPAN network, 

which produces a DODAG between the different IPv6 

nodes of the network. RPL uses four parameter to 

recognize and sustain a topology-first, RPLInstanceID, 

which detectsone or more Destination Oriented DAGs 

(DODAGs). Second, DODAGID, an Instance of RPL.  

The arrangement of RPLInstanceID and DODAGID 

values uniquely recognizes a single DODAG within the 

network. Third- DODAGVersionNumber, which is 

used to rebuilt from the DODAG root upon 

incrementing the DODAGVersionNumber. Finally, 

Rank value is used, which defines position of 

individual node according to DODAG root and hence 

creates a small order in DODAG Version. 

 

D.  Interfacing of 6LoWPAN and I.E.E.E802.15.4 

 
We interface 6LoWPAN and I.E.E.E. 802.15.4 by three 

mechanism-first, header compression, we compress 

IPv6 header for optimize use of common field values. 

Some of the fields of Header are omitted from a packet 

as the adaptation layer can generate them from 

information obtained from link-level carried in the 

802.15.4 frame. Second, fragmentation, packets are 

fragmented into different link-level frames to attune the 

minimum IPv6 MTU requirement and to be 

accommodate in an IEEE 802.15.4 frame. Third, Layer-

two forwarding, to support it to IPv6 datagram, the 

6LoWPAN layer carries link-level addresses for an IP 

hop where every 802.15.4 radio hop acts as an IP 

hop[16]. 

 

4.  Simulation Results And Performance Analysis 
 

This section presents the simulation outcomes of 

communication reference stack of IOT. We 

implemented this reference stack in Cooja simulator. 

Initially, we integrated the CoAP and UDP, which is 

interfaced with 6LoWPAN and IEEE.802.15.4 and 

conducted various experiment to know the practicality 

of the theoretical work. The figure-3 Shows the 

6LoWPAN with UDP client and UDP sink, which in 

implemented in Cooja.  

This 6LoWPAN network, which is an adaption layer 

interfaced IEEE.802.15.4 MAC layer using RPL 

protocol that is suitable for lossy constraint network. 

The figure shows that the time line for packet flows 

between client (sensor) and sink.  

The figure-4 shows the interface of CoAP protocol and 

UDP between border router and server. We had created 

a bridge to provide the communication between border 

router and server. While, the nodes are distributed 

across the network. Still more effort are needed to 

provide the effective communication between theborder 

router and server. To achieve this, we implemented two 

regions one is strong radio region that provides the 

communication between border router (client) and 

server, which is green shaded colour in the figure and 

other is the weak radio region, which is shaded 

greycolour. However, whenever the bridge is not 

created then no packet transfer is been observed in 

serial socket of border router, that is shown in the 

figure. Once the moment bridge is constructed we can 

observe the packet transfer. Hence, CoAP can access 

any mote in this network by via the unique IP address 

and can perform several tasks. 

The figure-5 shows the remote web access through the 

bridge using CoAP protocol that communicates to the 

6LoWPAN network. This can be done by placing the 

IP address of bridge router in the URL (uniform 

resource locater). This web client produces the 

webpage that controls the different functionalities of a 

mote within the network such as actuators, sensors and 

led. Moreover, web clientcan also control the hardware. 

For instance, the web client remotely access the control 

over the mote of the 6LoWPAN network, with the help 

of led port that is connected to the border router. To 

operate the led, we use mote interface viewer that 

Request Response 

Application2 Application 1 

Message 

UDP 
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shows the status of the led ports, as demonstrated in 

figure-6.  To initialize the led from the web page, the 

“toggle” button present in the CoAP web page, which 

sent the payload using CoAP post( ) method. Once post 

method to link to the bridge, the mote will display the 

led as displayed in figure-8. 

The figure-9 shows the packet delivery ratio with 

varying time for 50 sky motes along with the 10 

sink motes. Wehad established the two connection path 

betweenrouter (client) and server, namely, path-1 and 

path-2.It is observed from the figure That path-1 gives 

high PDF ratio compared to path-2, due to more traffic 

which 

 

 
 

Figure 3. 6LoWPAN network contains UDP client and 

UDP sink 

  

 
 

Figure 4. Interfacing of CoAP protocol and UDP 

between border router and server. 

 

 
 

Figure 5. Remote web access to bridge router. 

 

 
 

Figure 6. Mote interface viewer before toggling. 

 
 

Figure 7.  setting led port from remote web access 

 

 
 

Figure 8. Mote interface viewer before toggling. 

 

 
 

Figure 9. PDR variation in different time on 

IEEE.802.15.4 

 

 
      

Figure 10. Number of packets generated in RPL  and 

CoRPL.lead to congestion. 

 

Figure-10 shows number of control packets generated 

in RPL and CoRPL protocol. It is observed that the 

RPL protocol provides fixed number of packets within 

constant interval time of 6LoWPAN network. While 

CoRPL protocol provides random number of packets. 

 

5.  Conclusion 

 

In this paper, we integrated the low power devices into 

the Internet that connects between the 6LoWPAN and 

sensor notes through gateway. Moreover, to perform 

the routing in 6LoWPAN network, RPL is used, which 

is a destination-oriented DAG (DODAG) between the 

different IPv6 nodes. We also interfaced the 
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6LoWPAN and CoAP through RPL using UDP 

Protocol for various constrained nodes in Contiki 

Operating system using Cooja Simulator in order to 

examine the performance of 6LoWPAN network. 
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