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Abstract: In recent trend biometric authentication is 

been used extensively. So it is necessary to secure the 

sensitive secret data. To perform the remote 

authentication receiver need encrypted data and their 

biometric. This paper proposes a stout, highly secure 

authentication technique based on semantic 

segmentation, Triple key chaotic encryption and data 

hiding. First image is segmented to extract head and 

body part through some segmentation technique. 

Secondly take A’s fingerprint and encrypt it using 

Triple key chaotic encryption technique. Further more 

qualified significant wavelet tree (QSWT) is used to 

place in the encrypted signal in the most significant 

wavelet coefficient of image. Finally IDWT is applied 

to obtain stego image. The output image is further 

compressed before transmission over wireless medium 

using Spiht compression technique. This technique has 

good resistance against lossless transmission and 

compression. PSNR (Peak signal to noise ratio) 

measure, Correlation index and compression ratio 

indicates the performance of the proposed technique. 

The entire work is implemented using MATLAB 15b. 

 

Keywords: Biometrics hiding, biometrics, Lossless 

Transmission, Remote Authentication, QSWTs, 

steganography system, SPIHT Compression. 

1.  Introduction 

Authentication is a mechanism to find the exact owner 

of an object (e.g. Person, biometric information, a 

software program etc.). Basically authentication can be 

distinguished in two main direction i.e. positive and 

negative authentication. Out of these positive 

authentication is used widely in various types of 

authentication system. Difference between these two 

can be described by a simple example below: 

“Password based authentication system”, in this case 

positive authentication performs in such a way the 

programmer have to store all the password of 

authorized user in a table format or array therefore 

space utilization is good but limited. On the contrary, in 

case of negative authentication, in array or table, space 

is created to store those strings which are not in the 

password. Upon retrieval of very long anti password, 

the work is very much complicated. This way, it can be 

introduced as new layer of protection. In the proposed 

objective, positive authentication system have been 

used to improve the security of data.  

2.  Literature Survey 

2.1.  Remote Authentication 

Lamport [5] in 1981, first time proposed the remote 

authentication using password by commissioning one 

way hash function. A verification table is maintained 

on the receiver server in this scheme however table can 

be modified if intruder wants to break it, therefore to 

overcome this many more techniques have been 

developed later such as random cryptographic key [6], 

Diffee Hellman key [7] password based authentication 

etc. However in some cases passwords are very simple 

and can be guessed easily, or some people uses same 

password to use all the application, these issues are 

considered in [8], [9]. To resolve the above discussed 

issue a new research came based on smart card using 

dynamic user’s identity [10]-[12]. Due to static user’s 

identity for all the transaction, it is possible that 

information may leak which can be disastrous for 

consumer. Madhusudan [13] proposed a dynamic ID 

based remote password authentication technique, which 

proves the above technique explained in [12] is less 

efficient and secure. Having all these positive points, 

above technique has following drawback, which has 

been reported in [14]:  (a) in order to do the transaction, 

users have to carry smart cards with them (b) In case of 

theft or loss of smart card user will not be able to do 

any transaction as well as user has to wait until reissue 

of new card. (c) User have to pay extra money for new 

smart card. (d) Since smart card consume very low 

power so it cannot perform complex computations. (e) 

Lifetime of smart is limited to few years and it supports 

limited number of read-write action. Therefore many 

password based authentication can be defied with 

biometric [15]. Keeping all the detail, biometric remote 

authentication is more reliable and secure, as there is no 

threat of theft, loss and forgot [16]. 

2.2.  Steganographic Methods 

Steganographic algorithm can be classified into two 

main categories i.e. it can be performed in spatial and 

transform domain. Latter technique proved better in 

terms of loss and compression attacks [17] and it is 
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preferred approach by researchers. Furthermore there 

are various techniques in transform domain, out of 

which most popular are DCT [18] and DWT [19] 

because they are related with digitalised videos and 

image compression methods such as JPEG, H264, 

SPIHT, etc. S. Areepongsa has explained about hiding 

the message in insignificant sign bit one of the children 

(out node) sub-band in his paper [20]. Message bit is 

placed in the non-smooth reason of the cover image and 

this technique was robust against lossy environment or 

attacks but not up to the mark. Later some problem 

with compression have been recorded. Further some 

other researcher have worked on this and developed a 

new technique, in [21], a single message consists of 

two components: one for authentication and tamper 

assessment of secret image and other to improve the 

compression efficiency and DCT-DWT dual domain 

has been used to implement this technique, but no 

encryption was used for authenticator watermark. 

Hemalatha et al.[22] has presented a very similar 

approach using DWT and IWT for steganography, 

where cover image is containing both encrypted secret 

image and key. However this technique is not robust 

against lossy transmission and it has high complexity in 

its design. In [23] some biometric signal based 

steganography has been implemented and discussed. 

Finally in [24] SVD-DCT approach has been 

implemented to protect the biometric information, 

which is not tested for compression and lossy 

transmission scheme. In this paper the proposed work 

consider lossless transmission (Spiht compression) 

using video object, because the information, which 

need to be hidden is biometric and secret information 

will be iris image. For person identification body and 

head part of image will be compared with the database. 

The proposed work is robust against the stegoanalysis 

attack and it has good compression ratio.  

2.3.   Contribution of the Current Work 

The whole work of the proposed work can be 

summarized and analysed theoretically below: 

2.3.1.  Biometrics Verification of Human Over 

Wireless Channels Under Fault-Tolerant Protocols 

Most of the researchers have not considered fault 

tolerant protocol in their work for transmission of stego 

object. In this proposed work a service provider (such 

as Bank or any organization) would like to authenticate 

the person via camera using a mobile device, tablet or 

any laptop before providing the service to the customer. 

This is for customer safety and security. The device 

which is used for communication must have touch 

screen facility so that customer can send their 

fingerprint over wireless medium. In the worst case if 

strength of signal is very low, this should send the 

erroneous packet and it will direct to the time out page. 

2.3.2.  Automatic Extraction of Semantically 

Meaningful Video Object for Embedded the 

Encrypted Biometric Information 

In this paper meaningful video object is taken from N 

frames and this video object will work as a host image. 

The proposed work has lot of advantage over previous 

scheme such as face and body extraction from the 

captured frame using segmentation to avoid the 

unnecessary background person in the frame. Thus the 

face and body is transmitted along with biometric iris 

image which facilitates the double authentication. 

Before transmission the biometric information is 

encrypted using triple key chaotic sequence algorithm 

to provide more security. This proves that the proposed 

algorithm is robust against the attacks. Secondly image 

(face and body) of last transaction will be stored for 

hybrid remote authentication (in hybrid authentication 

both machine and human remotely authenticate a  

person, biometric information can be authenticated by 

machine and face can be authenticated by human) if 

needed. Thus this scheme uses bandwidth efficiently.  

On the other hand, while selecting the frame, make sure 

about the amount of information to be hidden in the 

host object and capacity of host object. If host object is 

an image, then irrelevant block may take valuable 

bandwidth while transmission. However for video 

object all the transmitted information is relevant for 

authentication. 

2.3.3.  Triple Key Chaotic Sequence Based Image 

Encryption (Biometric Signal) 

To perform faster encryption, symmetric encryption 

gives respectable result. Various chaotic algorithm 

based on neural network have been proposed by 

research scholars for image encryption. In this paper a 

novel approach has been introduced in context of 

steganography for encrypting the biometric signal 

named as “Triple key chaotic sequence based 

encryption” scheme. This scheme incorporate 80 bit 

session key along with control and initial parameter, 

which need to be entered by user to encrypt and decrypt 

the image at transmitter and receiver end consecutively.  

Each of the keys forms just one part of the lock that 

needs to be opened to obtain the original image. In 80 

bit key the position of bits will determines the 

scrambling of individual pixels in the encrypted image. 

This proves very low correlation index and has higher 

security against attacks or breaches.  

3.  Proposed Method 

The proposed techniques named “Wireless remote 

authentication under lossless fault tolerant protocol: 

Steganography for Biometric information” has 

following features: a) excellent encryption capacity b) 

robust against stegoanalysis attack, noise and 
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compression c) good compression ratio and correlation 

index d) simple implementation. To prove all the above 

said points we need to incorporate a) DWT based 

steganography b) encrypt biometric information using 

triple key chaotic sequence c) extract the video object 

from the N frames d) hide the encrypted signal into 

video object f) to hide the biometric signal apply 

QSWT technique g) finally use SPIHT compression 

technique before transmission over wireless media. 

Complete flow of the project is projected in Figure 1. 

First we take the video using camera inbuilt device, 

from this video select an appropriate frame , which has 

good capacity to hide the secret information and this 

selected frame will be host video object. Afterwards 

using segmentation technique remove the background 

to avoid any confusion with other face in the selected 

frame, if any.  The resulting image will be pre-

processed image. On the other hand chose the biometric 

signal (fingerprint image) which need to be hidden and 

encrypt this signal using triple key chaotic algorithm 

and convert the encrypted image into vector form. 

Finally stego image can be obtained by hiding the 

vectored encrypted biometric signal into pre-

processedimage. To generate the stego image we have 

followed three step: 1) 2d-DWT to produces sub-bands 

2) Sub-band pair selection 3) Qualified significant 

wavelet tree (QSWT).  

3.1. Triple Key Encryption 

In triple key encryption technique, an 80 bit session key 

should be entered in the form of 20 hexadecimal 

character. Chaotic sequence will be generated by using 

chaotic logistic map. Benefits of using chaotic logistic 

map is: 1) it is deterministic (i.e. its behaviour is 

decided by some mathematical equation). 2) 

Unpredictable (by looking at the sequence it is difficult 

to predict about the original password, since they looks 

like a random and unordered, but actually they are not. 

Beneath the random behaviour there is a sense of order 

and pattern.) 3) Non-linear (it is very sensitive to initial 

condition parameter). Out of 80 bit, some portion of 

this key are extracted, then perform some manipulation 

which will produce intermediate key. Two more level 

of security is provided by introducing the initial 

parameter key and control parameter key. These two 

key will be combined with intermediate key to produce 

the chaotic sequence. “Triple-key “provides three level 

of security to the Original image and three keys are 

required to decrypt the image. Another level of 

protection is provided by limiting the number of times 

wrong password can be entered by a person. 
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Figure 1.

 

 

 

A simple 1D Logistic map [25] is used to maps 

complicated behaviour and is parameterized by µ. X� �  µX����1 	 X���
---------- (1) 

The value of µ varies from 0 to 4. When the values of µ 

varies from 0 to 3, then its map exhibit one stable fixed 

point. As the value of µ increases between3 to 4 two 

new stable fixed point with period of 2 will produce 

and the old stale point will become unstable.  As the 

value of µ increases beyond   4, for each iteration we 

will get two new stable fixed point with period of 4 and 

the previous stable point will become unstable. 

Therefore at each bifurcation point, the period of stable 

point is doubled. This is shown in below figure 2 [25].

 

 

 

 

 

Figure 2. Bifurcation Diagram of a 1D Logistic Map

 

 

3.2.  Working of Triple Key Algorithm 

Three major modules are there in this design: 1) 

Position Permutation 2) Value Transformation 3) 

Combination form.  Position permutation means 

scrambling the original data using some predefined 

algorithm. This algorithm is simple but has less 

security. Whereas value transformation transform the 

value of original signal. It offers low computational 

complexity and low cost of hardware.  The last module 

combine both position permutation as well as value 

transformation, therefore it offers high security [26

The proposed encryption technique is combination of 

two technique i.e. use of 20 ASCII value and XOR 

encryption, which is explained in [27] and [28

algorithm is mathematically formulated below:

 

Figure 1. Complete Dataflow of Proposed Work 

A simple 1D Logistic map [25] is used to maps 

complicated behaviour and is parameterized by µ.  

The value of µ varies from 0 to 4. When the values of µ 

varies from 0 to 3, then its map exhibit one stable fixed 

point. As the value of µ increases between3 to 4 two 

new stable fixed point with period of 2 will produce 

unstable.  As the 

value of µ increases beyond   4, for each iteration we 

will get two new stable fixed point with period of 4 and 

the previous stable point will become unstable. 

point, the period of stable 

is is shown in below figure 2 [25]. 

 

Bifurcation Diagram of a 1D Logistic Map 

Three major modules are there in this design: 1) 

Position Permutation 2) Value Transformation 3)  

Position permutation means 

scrambling the original data using some predefined 

algorithm. This algorithm is simple but has less 

security. Whereas value transformation transform the 

value of original signal. It offers low computational 

t of hardware.  The last module 

combine both position permutation as well as value 

fore it offers high security [26]. 

The proposed encryption technique is combination of 

two technique i.e. use of 20 ASCII value and XOR 

h is explained in [27] and [28]. Detail 

algorithm is mathematically formulated below: 

3.2.1.  Binary Image Formation 

 

a) Take any secret grayscale biometric image of size 

n1xn2, total no of pixel will be N=n1xn2;

b) Convert this image into vector form of size 

where each pixel is denoted as p1,p2,…p

c) Convert each pixel into binary value, and extract k 

bits from each pixel. The value of k depends on 

the chaotic requirement. 

d) The result of above step will be of size NXk. 

Binary representation of each pixel ca

d1d2d3…dN. 

d� �  �ddd
(2) 

3.2.2.  Initial Parameter Calculation

e) Since the total length of session key is 80 bit 

therefore it is required to convert each character 

into its 4 bit binary equivalent. To satisfy the 

above said requirement, we took hexadecimal 

value ranging from 0 to 9 and A to F.  K �  k�k�k� … k
Where k1=k11k12k13k14, k2=k21

f) A block k of 24bit is extracted from equation3. (k

to k12) 

g) Now calculate X01 and X02 X�� =k�� � 2� � ⋯ � k��⋯ � k�� � 2� � ⋯ � k���k��� � 2��/2�� ------- (4)

X�� �  ��� ��! ⋯ ��"�#�# �  ∑ �%&#���'��      

h) Initial parameter can be calculated after receiving 

the value X03 from user. Range of initial parameter 

varies from 0 to 1. X�1
 � �X�� � X�� � X��
mod 1
 

3.2.3.  Chaotic Sequence Generation

 
i) Chaotic sequence can be generated using equation 

1. The value can be normalized by below formula.

X� �  *%�+,- �*%
+���*%
  � 255 ----------- 

 Xi is an array of size 1XN.

j) Below equation is used to calculate weight of 

chaotic neural network. 

 

Take any secret grayscale biometric image of size 

n1xn2, total no of pixel will be N=n1xn2; 

Convert this image into vector form of size 1xN; 

where each pixel is denoted as p1,p2,…pN. 

Convert each pixel into binary value, and extract k 

bits from each pixel. The value of k depends on 

The result of above step will be of size NXk. 

Binary representation of each pixel can be 

d�� d�� … d��d��⋮ d��⋱ … d��⋮d1� d1� … d1�
2…          

Initial Parameter Calculation 

Since the total length of session key is 80 bit 

therefore it is required to convert each character 

into its 4 bit binary equivalent. To satisfy the 

above said requirement, we took hexadecimal 

value ranging from 0 to 9 and A to F.   k��  ----------- (3) 

21k22k23k24, and so on. 

A block k of 24bit is extracted from equation3. (k7 

�� � 2� � k�� � 2� �
��� � 2�� � ⋯ �
(4) 

     -- (5) 

Initial parameter can be calculated after receiving 

from user. Range of initial parameter 

1 ----- (6) 

Chaotic Sequence Generation 

Chaotic sequence can be generated using equation 

The value can be normalized by below formula. 

 (7) 

Xi is an array of size 1XN. 

Below equation is used to calculate weight of 
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               B �  b�� b�� … b��b��⋮ b��⋱ … b��⋮b1� b1� … b1�
 ……………… (8) 

3.2.4.  Construction of Chaotic Neural Network 

k) The element of weight matrix is decided by the 

given equation 

W� �  6 0, i ≠ j1 	 2b�, i � j<  ------------    (9) 

Where 0< i <k+1, 0< j <k+1, 0< n <N+1. So, if 

i=j then  

W� �  = 1, i � j and b� � 0	1, i � j and b� � 1<------ (10) 

From eq (9) and eq (10) it can be analysed that W is a 

matrix whose diagonal element is either +1(if chaotic 

bit sequence is 0) or -1(if chaotic bit sequence is 1). 

Each row of B is mapped onto a bias matrix Ɵ, which 

can be defined as 

θ� �  @ 1 2A , b� � 0	1 2A , b� � 1<  ------- (11) 

3.2.5.  Encryption Process 

 

l) Chipper bit can be calculated   as  d� � sign �∑ W� � d� � θ
��'� -- (12) 

Sign(x) is defined as  

sign�x
 �  E1, x ≥ 00, x < 0<  ----------------- (13) 

Equation 12 and 13 can be combined as given below in 

equation 14. 

d� �  
HIJ
IK0, d� � 0 and b� � 01, d� � 1 and b� � 01, d� � 0 and b� � 10, d� � 1 and b� � 1

<   ------------- (14)  

which is further simplified as d� �  d� ⊕ b�  ------------------- (15)  

Repeat the step k to step m for all the row of B which 

will finally produce an image of size n1 X n2. 

d� �  �d�� d�� … d��d��⋮ d��⋱ … d��⋮d1� d1� … d1�
2   - (16)  

Finally this vector will be converted into matrix form. 

3.2.6.  Decryption Process 

It is same as encryption process. The only difference is 

that this process will only execute if user will provide 

all the three key as an input to the algorithm. 

3.3.  Hiding Strategy of Encrypted Biometric Signal 

Host video object is used to hide encrypted biometric 

information. So to perform this here QSWT is playing 

good role, since it has robust data recovery plan.  Let us 

assume that we have extracted VO [29]. Furthermore 

this VO will be decomposed into two level using shape 

adaptive discrete wavelet transform [30]. This process 

will provide four bands of frequencies such as low, 

high and medium (LL1, LH1, HL1, HH1). Band LL1 

(HH1) represent low (high) frequency components in 

horizontal and vertical direction, respectively. Whereas 

HL1 (LH1) represents high (low) frequencies in 

horizontal direction and low (high) frequencies in 

vertical direction. For second level of decomposition 

Sub-band LL1will be decomposed into four different 

sub-bands, denoted as LL2, HL2, LH2, HH2 

respectively. This process can be repeated several 

times, depending on the specific application. From 

upper to lower level it follows a parent child relation. 

Coefficient of highest level is known as parent and 

coefficient corresponding to lower levels are children. 

It can also be classified as In-node (the coefficient 

which belongs to VO area) and Out-node coefficient 

(children, the coefficient which do not belongs to VO 

area).  In this paper, biometric signal information is 

hidden behind coefficient with local information in the 

sub-band and this selection is based on QSWT. Some 

mathematical explanation about QSWT is given below: 

Definition 1: If an ‘In-Node’ wavelet coefficient MN�O, P
 ∈ R is a parent of MN���S, T
, where D is one 

of the subband labelledUVN, VUN, UUN, S � 2O 	1|2O, T � 2P 	 1|2P, n ˃ 1, i ˃ 1, j ˃ 1. Symbol | 

corresponds to the logical OR-operation. The x����p, q
 are called descendants ofx��i, j
, for 1 ≤ k ˂ 

n. 

Definition 2: If an ‘In-Node’ wavelet coefficient x��i, j
 

satisfies|x��i, j
| > [, for a given threshold T, then x��i, j
 is called a significant coefficient. 

Definition 3: If an ‘In-Node’ wavelet coefficients x��i, j
 ∈ D, where D is one or the subband labeled HL�, LH�, HH�, satisfies |x��i, j
| > T� and its ‘In-

Node’ children x����p, q
 satisfy |x����p, q
| > T�, 

for given thresholds T� and T�, ∀ p � 2i 	1|2i, q � 2j 	 1|2j then the ‘In-Node’ parent x��i, j
 

and its ‘In-Node’ children x����p, q
 are called a 

Qualified Significant Wavelet Tree (QSWT). 

Where T1 and T2 can be modelled as: 

T� �  �ab�.1bd ∑ ∑ x��i, j
,   x��i, j
 ∈ LH�1bd'�abd�'� -------- (17) 
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T� �  ��abd.�1bd ∑ ∑ x��p, q
,   x��p, q
 ∈ LH�1bd'��abd�'�
3.4.  Security Analysis of the Proposed 

Steganographic Scheme 

In the proposed work this is most important issue 

which we are going to deal with now. Security issues 

which have been taken care in the proposed work are: 

a) Generated stego image do not have visual artifact’s, 

which avoids Human visual perceptual attack.

b) The proposed scheme also sustained in middle man 

attack, where intruder injects a different stego 

image on the channel and fetch the actual stego 

image. After injecting the fake stego image into 

channel, intruder will send the acknowledgement to 

the transmitter and   fake stego image will be sent 

to receiver. In this way both transmitter and 

receiver will understand that transmission is 

successful. But even though the intruder got 

original stego image, but since QSWT techniques

 

 

 
 

Figure 3: Indicative result: (a) Video object (b) 

Segmented image (c) Input biometric image (d) 


 LH�-- (18) 

In the proposed work this is most important issue 

which we are going to deal with now. Security issues 

which have been taken care in the proposed work are:  

Generated stego image do not have visual artifact’s, 

man visual perceptual attack. 

The proposed scheme also sustained in middle man 

attack, where intruder injects a different stego 

image on the channel and fetch the actual stego 

image. After injecting the fake stego image into 

acknowledgement to 

the transmitter and   fake stego image will be sent 

to receiver. In this way both transmitter and 

receiver will understand that transmission is 

successful. But even though the intruder got 

original stego image, but since QSWT techniques 

we have used, so it is impossible to find the 

embedding location and strategy of embedding as it 

varies according to image and its energy content of 

coefficient.  

c) This technique can also protect against collusion 

attack.  

d) The proposed scheme avoids smooth

area for embedding the encrypted pixel, as we are 

using QSWT technique. 

e) The proposed work is tested using various 

biometric signal such as iris and fingerprint. 

f)    This biometric signal is taken from multi

POLY-BIO database. 

4. Result Discussion

 

 

 

 

Figure 3: Indicative result: (a) Video object (b) 

Segmented image (c) Input biometric image (d) 

encrypted biometric image (e) Stego image (f) 

Compressed image using Lossless compression 

technique (g) Recovered image (h) recovered encrypted 

image (i) Recovered biometric signal

of selected input and received output image was 0.906 

and 0.0026 respectively.  

 

4.1.  Correlation Test of Adjacent Pixels

Correlation can be defined as the dependence between 

the adjacent pixel in vertical, horizontal and diagonal 

direction. Correlation value should be close to one for 

ordinary image whereas this value should be close to 

zero for all encrypted image. Figure4 and figure 5 

shows the pixel distribution of input and output image 

in all direction respectively. 

Figure  4. Correlation Distribution of Input Image
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embedding location and strategy of embedding as it 

varies according to image and its energy content of 

tect against collusion 

The proposed scheme avoids smooth homogeneous 

area for embedding the encrypted pixel, as we are 

The proposed work is tested using various 

biometric signal such as iris and fingerprint.  

is taken from multi-model  

Result Discussion 

encrypted biometric image (e) Stego image (f) 

Compressed image using Lossless compression 

technique (g) Recovered image (h) recovered encrypted 

image (i) Recovered biometric signal Correlation index 

of selected input and received output image was 0.906 

lation Test of Adjacent Pixels 

defined as the dependence between 

the adjacent pixel in vertical, horizontal and diagonal 

direction. Correlation value should be close to one for 

ordinary image whereas this value should be close to 

zero for all encrypted image. Figure4 and figure 5 

the pixel distribution of input and output image 

 

Correlation Distribution of Input Image 
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Figure  5. Correlation distribution of Output Image 

4.2.  Information Entropy Test 

Entropy is a measure of unpredictability of information 

content. In particular it expresses the average amount of 

information contained in a message. The larger the 

value of entropy, the more unpredictable the message. 

By using entropy formula the ideal value of entropy is 

8 if each pixel is of 8 bit and pixel ranges from 0 to 

255. Entropy of information source is nearly low, 

whereas encrypted chipper text has high entropy. 

Thereforeit provides more security and less 

predictability.In proposed Scheme using SPIHT 

compression the entropy of selected image (Figure 3) is 

7.92, which is very close to 8. Whereas using JPEG 

compression the entropy of same image was 7.86 

4.3.  Compression Ratio Calculation 

Inorder to reduce the irrelevance in data and data 

redundancy the digital data should be stored and 

transmitted in effective manner. Compression of image 

is one of the solution for this. There are two types of 

compression technique i.e. lossless [SPIHT 

Compression] and lossy compression [JPEG 

compression] [31]. Proposed work have been tested 

using both technique and result is compared. After 

comparing the compression ratio, it can be said that 

SPIHT Compression (lossless compression)[32] has far 

better compression ratio. Since the proposed 

application is remote authentication, so it is more 

advisable to use lossless compression technique than 

lossy compression, because the signal which is to be 

transmitted is a biometric information and loss of 

information should be minimum. Using JPEG, 

observed compression ratio of the image was .3457 

whereas using SPIHT it was 3.45 (shown in Figure 3 

(f)). It also improves the PSNR of the image. 

4.4. MSE and PSNR Calculation 

Mean square error and peak signal to noise ratio has 

been calculated to show the quality of recovered image. 

MSE can be defined as the amount of error occurred 

with respect of original image. PSNR can be defined as 

PSNR=10 log10 (R
2
/MSE) 

Where R is the maximum value of pixel present in 

image, normally this value is 255. For the experimental 

image (Figure3) calculated PSNR value is 55.34DB 

using SPIHT compression. When the same image was 

tested using JPEG compression technique then the 

PSNR was 31.33DB. 

5.  Conclusion 

Now day’s biometric information became an important 

information in various organization to accomplish their 

crucial authentication process. Therefore for such 

organization the designed application in this paper will 

be very fruitful. Towards this direction, the proposed 

objective in this paper is tested with various biometric 

images (fingerprint and iris) which is available in 

POLY-BIO database. The proposed application was 

tested under various stegoanalysis attack and it sustains 

under all condition. Results indicate that it has good 

encryption capacity and robustness. Since QSWT 

technique have been used therefore it is easy to 

implement and also have good compatibility with 

compression technique such as JPEG, SPIHT. In this 

paper we compare both lossy and lossless data 

compression techniques and proved that SPIHT lossless 

compression technique is providing better result and 

data loss is very much less as compared to JPEG. 
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