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Abstract: A stupendous increase of data transmission in 

the field of digital communication has given rise to the 

need for the means to secure data and to be under 

constant vigilance to avert hacker attacks. There are 

countless number of encryption algorithms that promote 

immune mode of transmission. One among them is S-

DES (Simplified Data Encryption Standard) which has 

simpler permutations when compared with DES. S-DES 

is a prominent symmetric cipher which provides 

confidentiality to data. An S-DES algorithm is designed  

making use of a key of length of 128 bits utilizing 

maximum resources  with vast computational power. As 

the key length of DES and static permutation matrices 

are not sufficient to ensure security against the brute 

force attack, a new field of cryptography based on the 

combination of S-DES and DNA computing is 

employed to secure data as it provides huge storage 

capacity, vast range of parallelism and meager power 

consumption. An S-DES algorithm is designed with 

inclusion of DNA units at level of S-boxes for 

compression of bit length. S-DES algorithm is coded in 

Verilog HDL and synthesized in Xilinx ISE, simulated 

in ISIM Simulator targeted on Spartan 3E FPGA. 

Keywords: blue result, cryptography, cipher text, 

decryption,  DNA, encryption, plaintext.  

1. Introduction 

A novice and a secured method for data encryption and 

decryption with inclusion of DNA cryptography 

algorithm has been adopted to meet the needs of  the 

recent trends and innovations in the field of digital 

communication and cyber security. Though there are 

countless number of users making an efficient use of 

these digital networks, there is a  danger prone from 

hackers. There are rough estimates of about 1,200,000 

million accounts being hacked on daily basis[1]. Taking 

these figures into account there is an immense need for 

a standard encryption technique where user data is under 

secret vigilance and they have a   strong unbreakable 

encrypted algorithm to store terabyte of data. So, in the 

year 1994,Leonard Max Adleman brought DNA 

computing into lime light[1]. 

      Data is added in bulk into millions of computers in 

every second. There is an estimated amount of about 300 

hexa bytes (billon gigabytes) of data distributed over 

millions of computers. There is an increase in the data 

storage of about 28% per annum. Data that is stored is a 

nutshell when compared to the data that has no storage. 

There is an estimated amount of data transmission of 

about 1.9 Zeta bytes(billon gigabytes)[7].Taking this 

tangible growth of digital information into our 

consideration, there is a great need for data resources in 

order to meet the needs of next generations. 

A. Cryptography 

       The science of creation of illegible data or the cipher 

text understandable only by the concerned person on the 

other side ensuring confidentiality and integrity of 

information is called cryptography[5]. Cryptanalysis is a 

mechanism of discovering a technique to destroy the 

available cryptographic technique and provide 

information security. Cipher must be strong enough to 

defend  itself from  hacker attacks. Inclusion of DNA 

sequences in order to encrypt the message sent by the 

sender and decrypt the cipher text received by the 

receiver can be termed as DNA cryptography. 

B. Network security 

       This deals with design and usage of protocols for 

security. Which in-turn deals with issues of 

cryptographic algorithms developed by cryptographers.  

Information needs to be hidden from unauthorized 

access[1] to be secured. 

C. Symmetric key 

      Symmetric key uses a single key for both encryption 

and decryption. In asymmetric key there are two 

exceptions when compared to that of symmetric key. 

1. Public key 2. Private Key 

Public key is key known on both transmission and 

reception side. Private key is secret key known by 

concerned receiver. 

X encrypts message using Y’s public key. To decrypt the 

message, Y uses his own private key. 

D. Encryption 

       It is a process of conversion of a plain text message 

into a secret cipher text message following some set of 

principles specific to that particular process of  

conversion. In end-to-end communication between 

computers, the computer at sender’s end alters a plain 

input message into cipher text by the process of 

encryption. This cipher text obtained from the process of 
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encryption is send to the receiver via a network. Sender 

applies encryption algorithm and this algorithm acts as a 

lock to hide the plain text message and key value from 

the attackers. 

 

 

                     Figure 1. Encryption scheme 

 

E. Decryption 

        The reverse process of encryption is decryption. 

Decryption modifies a cipher text back to plain text. In 

order to decrypt a received encrypted text, recipient 

needs to apply decryption algorithm. 

In every encryption and decryption process there are two 

important points. Those are  

1. The Algorithm and 2. The Key 

     Usually the algorithm used for the process of 

encryption and decryption is known by everybody. The 

only thing which brings out an immense difference and 

creates a scope for secured cryptography is its key value. 

 

 

Figure 2. Cryptography scheme 

 

 

 

 

 

 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 3. DNA  Cryptography flowchart 

      Cryptanalysis of an S-DES algorithm which throws 

limelight on finding the actual key operated in algorithm. 

By using a key length of 128 bit there is possibility of 

finding  2128 permutations in key. This value is very huge 

when compared to the that of the  original  

S-DES algorithm where key length is 54 bit and number 

of possible permutations are approximately 72 

quadrillion possible keys[7] 

2. Project Illustration 

       Characteristics of an organism are generally defined 

by their generic information i.e., DNA present in them. 

This DNA is defined by the bases Adenine (A), Guanine 

(G), Cytosine (C) and Thymine (T). Triplet 

combinations of these bases build up the amino acid 

table. m-RNA technology is preferred over DNA 

technology. In m-RNA the thymine base of DNA is 

replaced by uracil (U)  base[8]. Each of m-RNA bases is 

mapped with 2-bit binary values.  

A-00, C-01, G-10, U-11. There are 20 basic amino acids.  

A. S-DES 

         DES algorithm was first invented by IBM, in 

collaboration with National Security Agency with 64bit 

block cipher input and 52 bit key[9] .The DES      

algorithm used in current scenario is obtained by 

encryption between 128 –bit input plain text and   128-

bit key. It performs 8 rounds of calculations which 

involves various modifications on both the left and right 

halves of the given input. 

 
Figure 4. Amino acid codon table 

B. IP 

          IP is an initial permutation in which message is   

arranged in a random sequence. This is also called as 

blue result. 

C.  EP 

       EP is an expansion permutation which is obtained 

by expanding four bit sequence into eight bit sequence. 

D. P4 

      P4 is a random permutation 4-bit and those bits are 

arranged in a random order. 

3. Experimental Analysis 

A. Encryption algorithm 
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Step-1:IP is generated from input plain text message by 

arranging bits in the order of  

IP:     blue result  

2 6 3 1 4 8 5 7 

 

Step-2:EP is generated by arranging right half of bits and 

expanding them. 

4 1 2 3 2 3 4 1 

 

Step-3: XOR operation is performed between EP, sub 

key K1 and result is stored in t1. 

Step-4: S-Boxes are taken  into consideration. 

 

S0 C0 C1 C2 C3 

                 

R0 

C A U G 

                 

R1 

U G C A 

                 

R2 

A G C U 

                 

R3 

U C U G 

 

S1 C0 C1 C2 C3 

                 

R0 

A C G U 

                 

R1 

G A C U 

                 

R2 

U A C A 

                 

R3 

G C A U 

After acquiring  the bit values in bit positions (7,4), (2,3) 

and (3,0),(2,1)  retrieve the values from S0 and S1 boxes 

respectively. 

Step-5: P4 permutation is obtained by a random 

permutation. 

 

2 4 3 1 

Step-6: P4 is XORed with left half of blue result and the 

obtained result is replaced with the left half of blue 

result. 

Step-7:  Left and right  halves of the above result are 

swapped to procure the green result. 

Step-8:Expansion permutation is applied to the right half 

of the green result and is then XORed with the sub key 

k2. 

Step-9:Repeat the procedure of step4.  

Step-10:XOR the result of the previous step with P4. 

Step-11:Replace the obtained result in the left half of 

green result.  

Step-12: IP is reversed  and the IP inverse is obtained as 

the final result. 

 

4 1 3 5 7 2 8 6 

 

B. Decryption algorithm 

       In decryption, the cipher text obtained from the 

process of encryption is converted to the given input i.e. 

plain text message. 

Step-1: IP is applied to the cipher text 

 

2 6 3 1 4 8 5 7 

 

Step-2: EP is generated by arranging right half of bits 

and expanding them. 

 

4 1 2 3 2 3 4 1 

 

Step-3: XOR operation is performed between EP & sub 

key K2 and the result is stored . 

Step-4:Consider S0 box and S1 box. 

 

S0 C0 C1 C2 C3 

                 

R0 

C A U G 

                 

R1 

U G C A 

                 

R2 

A G C U 

                 

R3 

U C U G 

 

S1 C0 C1 C2 C3 

                 

R0 

A C G U 

                 

R1 

G A C U 

                 

R2 

U A C A 

                 

R3 

G C A U 

 

The bit values in bit positions (7,4) ,(2,3) and (3,0),(2,1) 

are procured  and are  rounded off in S0 and S1 boxes. 

Step-5: P4 permutation is obtained by random 

permutation values. 

 

2 4 3 1 

 

Step-6:  P4 is XORed  with left half of blue result 

 

Step-7:Obtained result is replaced with left half of blue 

result.  The swapped left and right halves      become the 

green result. 

 

Step-8: To the right half of green result,  EP is applied 

and  XOR operation is performed  with sub key K1 

 

Step-9:To the obtained result combine ( 7,4), (2,3) and 

(3,0),(2,1). Now round it off in S0 box and S1 box.  
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Step-10: P4 is obtained and XORed it with left  

nibble of green swapped result.  Acquired result is 

replaced  in left half of green result.  

Step-11:Reverse of IP is applied and  IP inverse is 

acquired as the final result. 

 

4 1 3 5 7 2 8 6 

 

IP inverse obtained from decryption procedure is the 

given input plain text. 

4. Simulation Results 

        Simulation results are acquired by simulating DNA 

based S-DES algorithm on Xilinx Vivado XST synthesis 

tool with device name XC3S500E Spartan3E using 

Verilog hardware descriptive language on Spartan3E 

FPGA board. 

Table 1. SDES – 128 bit device utilization summary 

without DNA 

 

Table 2. S-DES-128bit Device utilization summary 

with DNA 

 

 

Table 3. Comparisons involved in 64bit DES and 

128bit AES 

 

 

 
Figure 5. Project Settings 

 

 
Figure 6. RTL schematic 1 

 

 
Figure 7. RTL schematic 2 

 

Logic Utilization Used 
Availabl

e 

Utilizatio

n 

Number of 4 

input LUTs 
512 9,312 5% 

Number of 

occupied Slices 
256 4,656 5% 

Total Number of 

4 input LUTs 
512 9,312 5% 

Average Fan out 

of Non-Clock 

Nets 

3.57     

Logic Utilization Used Available Utilization 

Number of 4 

input LUTs 
576 9,312 6% 

Number of 

occupied Slices 
307 4,656 6% 

Total Number of 

4 input LUTs 
576 9,312 6% 

Average Fan out 

of Non-Clock 

Nets 

2.06     

Device utilization 

parameters 

Past 64-Bit 

S-DES 

algorithm 

Advanced 

128 Bit AES 

Algorithm 

Number of slices   1% 7% 

Number of used 

LUT-FF pairs 

 2% 57% 

Number of 

bonded IOBs 

33% 1% 

Number of 

BUFG CTRLs 

3% (BRAMs)7% 
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                Figure 8.  Placement and routing 

 

Figure 9. Simulation results 

 

Figure10. FPGA implementation of encryption 

 

Figure11. FPGA implementation of decryption 

5. Results And Analysis 

       Encryption scheme represented as figure1 describes 

about encryption scheme where cipher text is obtained 

from input message by applying an encryption 

algorithm. Cryptography scheme  described in figure 2 

gives an idea about cryptography scheme where a 

symmetric key is applied. DNA Cryptography flowchart 

represented in  figure 3 is a flowchart on S-DES     

algorithm. Amino acid codon table described in figure  4 

is the amino acid table which is formed by combining 

three DNA units. Table 1 describes about  device 

utilization summary of 128bit S-DES without inclusion 

of DNA. Table 2 describes about  Device utilization 

summary of 128bit S-DES with inclusion of DNA. Both 

the tables 1 and 2  describe about the logic utilization 

scheme which include the  parameters like number of 4 

input LUTs, number of occupied Slices, Total Number 

of 4 input LUTs and Total Number of 4 input LUTs. 

Table 3 gives the comparison involved in slice 

utilization summary between the previous 64 bit S-DES 

and 128 bit AES .Figure 5 explains about project settings 

based on the software used. Xilinx vivado tool is used in 

present settings. Figure 6 gives information about 

number of LUTs(Look up tables),number of LUT-FF 

(Flip flop) pairs and number of buffer controls. Figures 

7 and 8 gives RTL(Register Transfer Language) 

schematic for the entire 128-bit S-DES encryption 

algorithm. Figure 8 represents placement and routing 

involved in encryption algorithm. Figure 9 is the 

simulation result obtained when DNA encryption is 

performed on 128 bit input and 128 key using S-DES 

algorithm. Figure 10 is FPGA implementation of S-DES 

encryption technique on Spartan3E board . Figure 11 is 

FPGA implementation of  S-DES decryption technique 

on Spartan3E board. 

6. Conclusion 

         SDES Cryptographic algorithm designed for 128 

bit is simulated and synthesized on Xilinx XST. S-DES 

is a prominent symmetric cipher which provides 

confidentiality to data. An S-DES algorithm is designed 

making use a key length of 128 bits utilizing maximum 

resources with vast computational power. Device 

utilization for different algorithms are compared in 

tables 1 &2 ,  from the observations S-DES occupies less 

resources. To ensure security against the brute force 

attack, a new field of cryptography based on the 

combination of S-DES with DNA computing is 

employed to secure data, as it provides huge storage 

capacity, vast range of parallelism and meagre power 

consumption occupies less resources. An Inverse 

Permutation block in SDES algorithm can be partially 

reconfigured causes a vast changes, which enhances the 

security 
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