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Abstract: Removing duplicate copies of data and 

leaving just one original copy of it is known as 

Deduplication. This process is necessary with growing 

popularity in cloud storage. Cloud storage allows 

worldwide users to upload their data into the cloud. 

This process is usually done with the help of a cloud 

storage service provider. The service provider also 

provides security and reliability to user data by 

following different protocols and techniques. This 

paper deals with such methods used by cloud service 

provider to allow users to secure their data even when 

their account is compromised. This requires user to 

generate matrix file which holds the key for accessing 

the actual file from the cloud. Server can allow any user 

to access the file with valid details and authenticity. 

The authenticity is verified by the cloud service 

provider with the help of this matrix file. 

 
Keywords: Deduplication, Cloud security, Proof

Ownership, Storage. 

 

1.  Introduction 

 

Cloud Computing is the present growing trend in the 

world allowing users to access the power of computing 

anywhere through network. This is very useful for 

many small-scale industries and large scale industries 

which require resources for only one time use.

service providers charges their clients usually on the 

basis of their usage of the resource. 

Many famous companies provide its users their service 

for free of cost until certain period of until specific 

usage of the resource after which the user has to pay for 

the usage of that resources. Cloud computing resources 

are basically classified into SaaS (Software as a 

Service), IaaS (Infrastructure as a Serv

(Platform as a Service). 

Under the SaaS category the user is allowed to use the 

software by accessing it from the cloud for certain time 

for which he is required to pay. PaaS provides a 

platform which allows its user to manage, create and 

simulate applications on it. 
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Figure 1. Cloud Structure Representation

 

1.1.  Convergent Key Management
 

[5-7]Earlier methods of Deduplication use Convergent 

Key Management Method which had its drawbacks. In 

this method, the users file is first hashed and is f

encrypting the file. The encrypted file is stored on the 

server and required user to save the hash i.e., the 

convergent key for accessing the file, later a new 

baseline approach was introduced in which the 

uploaded file after being encrypted with conver

key, it is again encrypted with master key from the 

user, which provides more security to the uploaded file. 

[9]For downloading this uploaded file, the user has to 

provide his convergent key to the server, basing on 

which the file is obtained and dow

may download the file which is a drawback of this 

system but requires a lot of time for decrypting the file. 

Another con in this method is that the attacker may 

generate any hash key (convergent key) of required size 

and try to download the file by using it, he may do this 

as many times as he wants leaving the system 

vulnerable. 
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Convergent Key Management 
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this method, the users file is first hashed and is for 

encrypting the file. The encrypted file is stored on the 

server and required user to save the hash i.e., the 

convergent key for accessing the file, later a new 

baseline approach was introduced in which the 

uploaded file after being encrypted with convergent 

key, it is again encrypted with master key from the 

user, which provides more security to the uploaded file.  

For downloading this uploaded file, the user has to 

provide his convergent key to the server, basing on 

which the file is obtained and downloaded. An attacker 

may download the file which is a drawback of this 

system but requires a lot of time for decrypting the file. 

Another con in this method is that the attacker may 

generate any hash key (convergent key) of required size 
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Figure 2. Convergent Key Management with Ramp 

Secret Sharing 

 
1.2.  Dekey Technique and Limitations 

 

This process also uses ramp secret sharing method in 

which the user’s convergent key is divided stored in 

multiple servers. For the user to access the file, the user 

must be able to access certain threshold number of keys 

from the servers. The key is stored in such a way that, 

even after a server is destroyed the key can be 

completed created from the rest of its pieces.

[15]This method is more secure and more reliable than 

convergent key method as the attacker cannot obtain 

the full key by hacking into a single server. The 

attacker needs to enter into more than one server for 

accessing the key, the convergent key is still cannot be 

guaranteed to be accessible by the attacker in this 

process. 

The user data can be accessed more quickly through 

this process but it still has the drawbacks. As said 

earlier in convergent key management the same kind of 

attack is possible i.e., the attacker may need some time 

for accessing the file but accessing the file is still 

possible. 

[1]The drawbacks of convergent key method are not 

solved in this method either. This method is a

vulnerable to such brute force technique of hacking 

hence this method is not fully secure either but since 

the attacker has to generate the keys in such a way that 

the servers would allow the access to a single file, this 

method is a burden for attacker to go with. 

All the servers do not follow the same firewall, 

protocol or algorithm. Hence, the hacker needs a way to 

work around each server individually which requires a 

lot of time to work with and in most cases the attacker 

would fail after compromising a server or two which 

will not be sufficient for retrieving the file.

 

2.  Proposed System 
 

Our method of approach requires users to generate a 

hash value of their file using SHA-256. The hash value 

is verified in the database so that the file is not 

upload by user. If the hash value is available on the 

database it simply means that the file is present in the 

server. The user is now required to generate a matrix 

file which is the key for accessing the file. The matrix 

file is generated on– the basis of MD5 Hash algorithm 

and SHA-256. 

These two hash values are combined and hashed again 

with SHA-256 algorithm and binary code of it is used 

for creating the matrix of 8x8 in which each block has 

8bit in it. Each block which does not have 8bits in it is 

complemented with 0’s.  

When the user logs into his account and request for the 

file to download, he is required to input the hash value 

of the file for accessing it. After the user enters the hash 
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hence this method is not fully secure either but since 
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All the servers do not follow the same firewall, 

protocol or algorithm. Hence, the hacker needs a way to 

work around each server individually which requires a 

lot of time to work with and in most cases the attacker 

ng a server or two which 

will not be sufficient for retrieving the file. 

Our method of approach requires users to generate a 

256. The hash value 

is verified in the database so that the file is not re-

upload by user. If the hash value is available on the 

database it simply means that the file is present in the 

server. The user is now required to generate a matrix 

file which is the key for accessing the file. The matrix 

of MD5 Hash algorithm 

These two hash values are combined and hashed again 

256 algorithm and binary code of it is used 

for creating the matrix of 8x8 in which each block has 

8bit in it. Each block which does not have 8bits in it is 

logs into his account and request for the 

file to download, he is required to input the hash value 

of the file for accessing it. After the user enters the hash 

value, he is then required submit the values of the 

submatrix which is generated dynamically fro

matrix file. 

This method provides high security and reliability to 

the user data. Even when the user account is 

compromised the user data is still secure as the attacker 

needs the matrix file which was generated from the 

contents of the file. Since SHA-256 is a one

function it is more secure than many other algorithms. 

 

Figure 3. Matrix File Generation

 

A.  Algorithm for File Upload 

 
request(User_login); 

if(valid(user_login)) 

{ 

  request(hash(user_file)); 

    if(check_db(hash(user_file)))  

       print(“File is already present”);

    else 

    { 

     print(“File not on Server”); 

     request(file_upload()); 

     generate_mf(uploaded_file); 

    } 

} 

else  

print(“Login Failed”); 

 

B.  Algorithm for File Download 

 

request(user_login); 

if(valid(user_login)) 

{ 

    request(hash(user_file)); 

    if(check_db(hash(user_file)))  

    { 

       matrix_indices = rand(); 

       matrix_values = request(matrix_indices);

       if(matrix_values * 

matrix_indices(mf(uploaded_file)) == 1);

          download(url(uploaded_file));

       else 

       { 

          print(“Input was wrong, go back and retry”);

          user_account(mark)++; 

          if(user_account(mark)==3) 

          { 

            block(user,uploaded_file);

value, he is then required submit the values of the 

submatrix which is generated dynamically from the 

This method provides high security and reliability to 

the user data. Even when the user account is 

compromised the user data is still secure as the attacker 

needs the matrix file which was generated from the 

256 is a one-way hash 

function it is more secure than many other algorithms.  

 
Matrix File Generation 

print(“File is already present”); 

Algorithm for File Download 

matrix_values = request(matrix_indices); 

if(matrix_values * 

matrix_indices(mf(uploaded_file)) == 1); 

load(url(uploaded_file)); 

print(“Input was wrong, go back and retry”); 

 

block(user,uploaded_file); 
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            user_account(marked_files)++; 

            if(user_account(marked_files) ==3) 

               block_account(user); 

          } 

       }     

    } 

    else 

    { 

     print(“File not on Server”); 

     request(file_upload()); 

    } 

} 

else  

print(“Login Failed”); 

 

2.1.  File Level Deduplication 

 
In this level of deduplication when the user uploads the 

hash value of his file, the value is verified against the 

values present in database. In this process, only the files 

with same hash are removed. Thus, [18]if larger files 

having only a bit difference are uploaded, then both of 

them generate different hashes resulting in no 

deduplication of them. 

 

2.2.  Block Level Deduplication 

 

[18]This method of deduplication is efficient and 

powerful. In this process when the user is requested to 

upload the file, the file is divided into several parts 

basing on the given value from server and each block’s 

hash value is stored. When another file with only a 

single bit difference from earlier file is uploaded into 

the server, the splitting of files will result in removing 

most blocks of the file leaving the block containing the 

different bit. 

 

 
 

Figure 4. Block level deduplication 

 

3.  Related Work 
 

A white paper from SNIA published that about 90% of 

data on the internet is duplicate copies of the original 

10%. If deduplicated, this storage can be utilized for 

storing a lot of data on it which could be around a 

million petabytes. With increase in data the search time 

for the required file increases in the server and create a 

problem to manage such many files with the server. 

3.1.  Server Side Deduplication 

 
[1]There are two ways of deduplicating the data. One 

of them is server side deduplication, in this process the 

file uploaded is received by the server which is then 

verified against the files in its database and if the file is 

already present, the file sent by the client at that 

moment is deleted and if the file is not found in 

database, it is accepted by the server. 

 

 
 

Figure 5. Server Side Deduplication 

 

3.2.  Client Side Deduplication 
 

[1]The other way of deduplicating the data is on the 

client side i.e., the user need not send the whole file in 

order to verify for it in the database, rather he can just 

upload the hash of the file. If the hash is not found in 

the database it implies that the file is not present on 

server and the user can upload the file. If the hash is 

found in the database, then the user need not upload the 

file. 

 
 

Figure 6. Client Side Deduplication 

 

3.3.  Thread Model and Security Goals 
 

The Implementation of the proposed system is done 

using the PHP Language and the main aim is to provide 

privacy and security to user data avoiding malicious 

threats. The attacker is assumed to have the partial 

information about the uploaded file of a client and also 

the credentials of user account. Our model protects 

users uploaded information as it requests the user, 

matrix file information every time he tries to download 

it. 

The client uploaded file is first hashed with MD5 and 

SHA256 separately, merged and then are hashed again 

for obtaining the key value which is converted into 

binary format and stored in matrix file which is very 

important for accessing the file. The file is encrypted 

International Journal of Pure and Applied Mathematics Special Issue

135



on the server and cannot be accessed by the adversaries 

on the server side. The user obtains the encrypted file 

which is required to be decrypted for accessing its 

contents. The decryption of the file requires the key 

value which was used to create matrix file. 

 

3.4.  Poison Attack 

 

[14]In this form of attack on the earlier models, the 

adversary uploads a file with virus/malware in it. The 

hash of the file is manipulated by the attacker and when 

another user downloads the file whose file has similar 

hash value, the client’s system is taken over by the 

attacker with the virus he planted in the file. 

 

3.5.  Ideal Hash tree 

 

Hash trees with almost ideal characteristics are known 

as Ideal Hash Trees. These hash trees require no initial 

root hash table and yet these are quicker and use 

significantly less space than chained or double hash 

trees. Insert, Search and delete times are comparatively 

small and constant irrespective of key set size, 

operations are of O(1). Small worst-case times for 

search, insert and delete operations can be assured and 

also the misses cost less than successful searches. 

 

3.6.  Merkle tree 
 

In the area of data encryption and cryptography a 

Merkle tree is well known for its usage. It is a hash tree 

in which every non-leaf node is labelled with the hash 

of the labels or values of its child nodes. Hash trees are 

useful because they allow more effective, efficient 

verification of contents of large data structure. 

 
 

Figure 7. Merkle Hash Tree 

 

4.  Experimental Investigation & Results 
 

The comparison between different cloud service 

providers and their storage efficiency is represented in 

the Fig 3.1, it suggests that the service providers like 

Google Cloud, Microsoft One drive and Dropbox Inc., 

do not use any deduplication techniques and cause 

redundant data to occupy more space which results in 

lower utilization of resources and making their users to 

pay for more storage space. If deduplication is applied 

on the cloud storage such as these, redundant data can 

be removed and millions of dollars can be saved.  

We used different files of different formats for 

comparing the technique, they are classified into three 

categories often known as Text documents, Images and 

Audio files. The result shows that about 50% of data is 

saved due to deduplication of data in cloud storage and 

also the security of this model is stronger than other 

three cloud storage providers as the user account 

information alone cannot comprise the security of this 

system. 

 

 
 

Figure 8.  Data Consumption Chart 

 

A research on SHA-256 algorithm has lesser execution 

time than many other hashing algorithms that are 

existing. The experiment was conducted on Pentium 4 

processor system with 1GB of ram, the result of the 

experiment is shown above in Fig 3.2. Observations are 

concluded after the encryption of 4 different files of 

different sizes ranging from 100MB to 1GB, SHA256 

was compared against H16M, H32M and H64M 

hashing Algorithms.  

SHA-256 took as low as 2 secs for encrypting a file 

size of 100MB. SHA256 generates 256 binary code 

which is hard to crack for any system and it also 

requires a lot of time for generating 2256 different 

combinations and trying them on the system. We also 

use MD5 encryption technique for encrypting the file 

which uses the contents of the file making the hashing 

more reliable. 

 

 
 

Figure 9. Data Consumption Chart 

 

5.  Discussion of Results 
 

More than 50% of data is left redundant on an average 

cloud storage and removing such duplicates can give 

place to newer files with low resource utilization. 
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Meanwhile, key management is a major issue in 

securing user data and requires high security protocols 

for doing so. To resist against the attack from 

adversaries the matrix file plays an important role. The 

indices of the matrix are generated randomly which 

makes it difficult for the attacker to guess the values, it 

also prohibits the attacker from listening to the input 

from a user and using the same values to attack the 

server. 

 

6.  Conclusion 
 

In this paper, we understand the problems of 

deduplications, proof of ownership and key security 

measures to avoid data loss and improve confidentiality 

of user data. We observe that the current existing 

methods of convergent key management suffer from 

threats like poison attack. The proposed model deals 

with protecting the user information from such attacks 

and increases user privacy. It also improves the storage 

utilization efficiency allowing the users to store more 

data on the system. 
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