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Abstract: Internet of Things (IoTs) is a framework in 

which objects in the physical world are interlinked to 

the Internet which are utilized by the heterogeneous 

applications, which helps in provisioning inventive 

administrations for different domains. It will allow the 

clients to achieve computerization and reconciliation in 

the frame work. Few problems confront of secure 

communication in IoTs which is to be addressed by 

itself. Using standardized systems and correspondence 

within the IoTs might have been protected at various 

layers:  transport layer with Datagram Transport Layer 

Security (DTLS). An assortment of application has 

developed over current days that utilize the datagram 

transport. In this paper we are implementing fully 

authenticated DTLS where first client and server has to 

develop a connection for message transferring. This 

connection is known as DTLS handshake. The DTLS 

handshake is done for providing authentication and 

confidentiality for messages and to protect the message 

from the attacker which is transferred between the 

client and server. The DTLS protocol is implemented in 

a user friendly environment named as Contiki and the 

simulator used to process the preceding is Cooja. 

Keywords: Internet of Things, Perception Layer, 

devices, sensors, RFID, Two dimensional codes. 

 

1.  Introduction 
 

The word Internet of things was given by an industry 

researchers but it has arose in the main stream public 

view recently. Internet of things represent the general 

concept about the ability of network devices to sense 

and collect the data from the world around, and share 

the data across the internet where people can process 

and utilize the data for various interesting and 

important purpose. The sensing of data can be obtained 

by using devices like sensors, RFID readers. The data 

sensed from all the devices need to be processed and 

exchanged over a network based on the requirement”. 

The main function of middleware layer is to provide 

support technologies like cloud computing, databases, 

platform enhanced technologies, maintenance and 

service management. Application layer performs the 

presentation of data and receives global management of 

application. 

  The internet of things is a communication amid 

devices over a network, in which objects such as radio 

frequency identification (RFID) equipment, sensors, 

and intelligent terminals can connect to the internet by 

the perception of the environment. Experts estimate 

that the IOT will consist almost 50 billion objects by 

2020 [2]. The Transport Layer Security protocol is a 

wide deployed security solution for reliable transport 

protocols. IoT has important applications such as 

military, disaster warning, tracking and intelligent 

interactions. The advantages of IoT are better 

monitoring, efficient, saves time and money, better 

quality of life. The disadvantages of IoT are easily hack 

able, over reliance on technology, loss of jobs, 

compatibility, complexityand less privacy and security. 

The main challenges in IoT are privacy, bulk data 

management, sensing, bandwidth and power 

consumption and connectivity, signalling and 

adaptability. 

In 2013 the Global Standards Initiative on Internet of 

Things defined the IOT as” The infrastructure of the 

information society [1]. When IOT is augmented with 

sensors and actuators, the technology becomes an 

instance of the more general class cyber-physical 

system, which also encompasses technologies such as 

smart grids, smart cities, smart homes, intelligent 

transportation and many more [7]. 

 

A.  End-End Security of Appliaction Layer 
 

The application layer protocol provide privacy though 

the below system transportation is just a part below the 

user management. Because the transportation for device 

to device message is obtaining more and more 

commoditized.  

For inactive installation protection might be secured by 

the opening way to the top point in the system. For 

example the device taken is cellular phone in a 

provision appliance, nearby entrance way for the 

provider network which is under the user’s 

management. It is a kind like user of sensible mobile 

device is linked to transporter   system. One more 

paradigm that favour is privacy would be set with a 

standard transportation for controlling climatic 

functions. The tenant split the communications which is 

used to maintain their information of a device personal 

from different member in the system. 

 

B.  Support For Unrelaible Transport  Protocol 
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The transport protocols like TCP are a less complicated 

and unreliable protocols which are used for energy 

starvation and battery hopped-devices. These are 

usually too high in price because Transport control 

protocol is to be showed how to make poor in less 

bandwidth eventualities. These often reflect with style 

of the rising normal, which uses User datagram 

protocol transfer and define a binding to Datagram 

layer security to provide privacy. By discrimination 

DTLS in combination with User datagram protocol 

doesn’t compel the appliance development to use 

consistent transportation [11].  

This potential is still used by the Datagram layer 

security under some transfer protocol while Datagram 

layer security solely assumes that it is an unreliable 

protocol. Though the variations of a Datagram layer 

security for unpredictable transfer protocol may 

establish further which is next to TLS and which results 

in conditions of computation authority, obtainable 

memory, power utilization and is a measure of network 

information. This provides the person who reads with 

an beginning to Datagram layer protocol earlier than it 

tends to scheme design. 

 

2.  Literature Survey 

 

The majority of current saving systems, like K-

anonymity techniques, are intended for static 

informational collections. In that capacity, they can’t be 

connected to spilling information which are persistent, 

transient, and are normally unbounded. Additionally, in 

spilling applications, there is need to offer solid 

assurances on the most extreme permitted delay 

between approaching information and the relating 

anonymized yield. To adapt to these prerequisites , in 

this paper, we display continuously anonymizing 

streaming information by means of versatile bunching 

(CASTLE), a group based plan that anonymizes 

information streams on-the-fly and in the mean time it 

guarantee the freshness of the anonymized information 

by fulfilling determined postpone requirements. We 

additionally demonstrate how castle can be effortlessly 

reached out to deal with qualities that differ. Our broad 

execution contemplate demonstrates that castle is 

proficient and successful for the nature of the yield 

information [4]. 

A lot of researchers have given their ideas on the DTLS 

protocol of how security can be provided. Our 

implementation of DTLS is presented with regards to a 

framework of the plan’s achievability is exhibited along 

with broad assessment on an equipment stage 

appropriate for the internet of things.  

We have discussed about DTLS, a basic channel safety 

procedure designed in Datagram surroundings. DTLS is 

related to TLS procedure and is planned for providing a 

safe channel by existing claim procedure. Because it is 

easy for deployment and simple, this protocol provides 

security for application layer procedure. We contain 

executed DTLS as fraction of the open SSL crypto 

graphical library and it finds acceptable performance 

and is related to program.  

This paper contains information related to the double 

sided validated protection method which is processed 

based on datagram protocol [8]. Depending on built up 

set, obtainable executions, building methods and 

protection foundation can be reutilized, which 

empowers simple protection take-up. 

  

3.  DTLS Working Mechanism 
 

Transport layer security is the most generally conveyed 

convention for secure system transfer. Transport layer 

is utilized to protect net transfer and email conventions, 

for example, IAMP and POP. The preferred standpoint 

to give security to an application convention by 

embeddings is the TLS. TLS is present among the 

appliance level and the system level in the session level 

is to be demonstrated [1]. Transport layer security may 

require a dependable transfer control-ordinarily TCP 

and along these lines can’t be utilized to protect 

datagram traffic. At the point where Transport layer 

security protocol was developed, this restriction is to 

consider genuine based on the fact that by far most of 

utilizations and keeps running over TCP. 

 To illustrate, we actualized DTLS by adding to the 

open SSL on the whole DTLS gives a well-known 

interface to a standard protection level and is simple to 

adjust protocol utilized to it. Objective based 

application for Datagram layer protocols are principally 

of the customer server assortment. The privacy  

technique of one application is  the sender is authentic 

by its Domain name server and Internet protocol 

addressing since the customer  might be unknown or 

verifies through  type of certification, regularly as a 

login id and security id  handles  the applications of  

protocol layer security. 

All messages sent by means of DTLS are pretended 

with 13 bytes in length Datagram layer documentation 

heading. The heading specifies the substance of the 

communication, the adaptation of the convention 

utilized, and also a sixty four bits succession numeral 

and the documentation header extent. The main  byte of 

the arrangement numeral are utilized to indicate the age 

of the communication which change once new 

encryption parameters have been consulted amongst 

customer and server[3]. The record header is either 

followed by the plain text if no security has been 

arranged yet; the plain text is pretended by an irregular 

Initialized record  has the extent of the figure square 

distance. It ensures next to assaults in which assailants 

may pick plain text. At long last the message is 

cushioned to a different of the figure square length. 

Datagram layer security use block ciphering technique 

in the cryptogram chain method of process. The input 
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matter and figure collection, comprising of a piece 

figure and a hashed calculation, are consulted amongst 

customer and server amid the handshake stage which 

starts before any application information can be 

exchanged.[4] An authenticated handshake can be one 

of the best parties which verifies with the other parties 

and a server with good handshake just demonstrates its 

personality of the customer. 

 

A.  DTLS Handshake Protocol 

 

We have to set up a new connection and assemble the 

security parameters which is client suite, hash 

algorithms or compression, in which the handshake 

protocol we have utilized. The client pledges the 

handshake by transferring the hello message to the 

server[6]. The message which is send comprises of 

supported client suite, algorithms, hash and a casual 

amount. The server now has to reply with a server 

Hello, which contains the secret message collection and 

algorithms the server has chosen from the random 

number offered by the client[2]. The two random 

numbers will be used, between other data and then we 

will be able to analyse the key. The server now will 

continue with a server certificate with its certificates to 

validate itself, if necessary. 

Figure 1. DTLS Handshake Protocol

 

A certificate request will be sending in the extreme 

case, to incite the customer to validate, too. For some of 

the cipher suites we require some extra data to calculate 

the secret, which we can send with help of a server key 

exchange. The three messages mentioned at last are 

non-compulsory. Server indicates by sending server 

hello done that no more messages are sent by server, 

when there is less connection transport protocol the 

handshake faces problem because there is no proper 

setup for transfer link and defender can send many 

client hello to server. One additional handshake 

message is used by DTLS named as Hello verify 

request. It is sent based on the hello message and 

consists of data of cookie which is to be signed. It is 

sent in reply to the Client Hello and comprises a so

igure collection, comprising of a piece 

figure and a hashed calculation, are consulted amongst 

customer and server amid the handshake stage which 

information can be 

An authenticated handshake can be one 

st parties which verifies with the other parties 

and a server with good handshake just demonstrates its 

We have to set up a new connection and assemble the 

security parameters which is client suite, hash 

algorithms or compression, in which the handshake 
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handshake by transferring the hello message to the 

r[6]. The message which is send comprises of 

supported client suite, algorithms, hash and a casual 

amount. The server now has to reply with a server 

Hello, which contains the secret message collection and 

algorithms the server has chosen from the random 

mber offered by the client[2]. The two random 

numbers will be used, between other data and then we 

the key. The server now will 

continue with a server certificate with its certificates to 

 

DTLS Handshake Protocol 

A certificate request will be sending in the extreme 

case, to incite the customer to validate, too. For some of 

the cipher suites we require some extra data to calculate 

the secret, which we can send with help of a server key 

nge. The three messages mentioned at last are 

. Server indicates by sending server 

hello done that no more messages are sent by server, 

when there is less connection transport protocol the 

handshake faces problem because there is no proper 

tup for transfer link and defender can send many 

client hello to server. One additional handshake 

message is used by DTLS named as Hello verify 

request. It is sent based on the hello message and 

consists of data of cookie which is to be signed. It is 

in reply to the Client Hello and comprises a so-

called cookie of arbitrary information, preferably 

signed. The server will only send this message without 

allocating any resources. 

The client then has to repeat its Client Hello with the 

cookie attached. If the cookie and the signature get 

verified then the server come to know that the client 

has not used any fake addresses and as the 

HelloVerifyRequest is not big and has to be replied 

before the server sends any extra data and no there is no 

possibility of DOS attack. So after verifying the process 

of handshake will continue as it was before and then 

the server at last sending the Server Hello message. The 

server will only send this message without allocating 

any resource. After sending the Server

message, the client has to lead its certificates with a 

Client Certificate for requested authentication of server. 

Then it is followed by Client 

contains the public key or some extra cryptographic 

data, depending on which cipher suite we

depending on whether the cipher suite is Certif

Verify or a signed certificate has to send. Now by this 

time both the dukes have lot of data to 

So now the receiver sends the Change

message, to tell that the negotiate parameter and the top 

secret can be started using. The server ends the 

handshake by also sending the Change Cipher Spec 

message and finished message [5].

 

B . Tls Characteristics 

 

TLS is one of the  standard application layer protocol 

security which works over a very dependable transport 

protocol[11]. It gives a privacy control to application 

layer consumers. This  channeling is categorized into 

three  privacy characteristics : 

1. Server which is to be authenticated.

2. Providing  Confidentiality to the co

channel. 

3. Message is to be integrated based on the 

channel mechanism. 

 

Figure 2. The construction of TLS

 

 

called cookie of arbitrary information, preferably 

signed. The server will only send this message without 

The client then has to repeat its Client Hello with the 

the cookie and the signature get 

verified then the server come to know that the client 

has not used any fake addresses and as the 

HelloVerifyRequest is not big and has to be replied 

before the server sends any extra data and no there is no 

OS attack. So after verifying the process 

of handshake will continue as it was before and then 

the server at last sending the Server Hello message. The 

server will only send this message without allocating 

any resource. After sending the Server Hello Done 

message, the client has to lead its certificates with a 

cate for requested authentication of server. 

 Key Exchange, that 

contains the public key or some extra cryptographic 

data, depending on which cipher suite we used. Also 

depending on whether the cipher suite is Certificate 

Verify or a signed certificate has to send. Now by this 

time both the dukes have lot of data to analyse the key. 

So now the receiver sends the Change Cipher Spec 

otiate parameter and the top 

secret can be started using. The server ends the 

handshake by also sending the Change Cipher Spec 

message and finished message [5]. 

TLS is one of the  standard application layer protocol 

works over a very dependable transport 

protocol[11]. It gives a privacy control to application 

layer consumers. This  channeling is categorized into 

Server which is to be authenticated. 

Providing  Confidentiality to the community 

Message is to be integrated based on the 

The construction of TLS 
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The below is the Transport layer which can handle each 

part of the transmitted data. It is  on the top of TCP 

which is a reliable protocol. This  layer can transmit 

some type of loads: 

1. Handshaking communication: This message is used 

for negotiaiton of the  step by step procedure and input 

formation. 

2. Change cipher spec messages are one the  part of 

handshake protocol however  this separates the 

messages. 

3.Alert messages are used to signal  to identify how 

many errors are occured. 

4.Applcation layer data focuses on related information 

present in both records and handshake layers as  they 

are very much relevant to DTLS. 

DTLS can give authentication to clients and  it is also 

used for open input based on digital signatures with the 

help of certificates.The server can authenticate the 

messgae by decrypting a secret encrpted message based 

on the communal key provides or by an ephermeral 

public key. The consumer authenticate by a signed 

random certificate which contains the server’s domain 

name and arbitary identities. 

 

4.  DTLS Implementation Of Open Ssl 

 

This was developed and uniformed in the year 2005 

which is a part of the version 0.9.8. It didn’t grabs 

much attention on it until a new version 1.0.0 was 

released. And it also contains more no of bug fixes. The 

Application protocol interface of open SSL was 

designed for TLS and TCP connections which caused 

some problems in implementing the DTLS. The open 

SSL structure is categorized into three parts, context 

(CTX), Session (SSL) and for I/O functions. The 

context had known about the SSL version type 2 and 3 

of TLS. It is used for session cache and for other 

parameters[10]. This it holds session state and I/O 

abstracted object. It can converse with a network socket 

or with an BIO object, hence known as chain of BIO.  

A likely combination would be buffered BIO before the 

actual socket BIO.The object is specific to the protocol 

and consists of many functions for each action, like 

sending, receiving, handshaking and some other 

functions. DTLS implementation was added with a 

SSL_METHOD and for some parallel functions. This 

can be used with the active BIO objects, which are 

specific enough to TCP. Other protocols like UDP, 

STCP, new BIO objects aware of their features that are 

to be created. While these features have been created 

for TCP based connections, the connection between 

SSL and BIO socket based objects is one-one.  

This may result in the limitation of transport protocol 

connections can also be one-one only, although SCTP  

is used and UDP is only used for one-many style, 

which handles multiple connections per socket. The 

one-many cannot be realized with open SSL without 

sophisticated modifications to its architecture and API, 

because more SSL objects have been sharing a single 

BIO object. 

 

A.  Sending & Receiving 

 

Sending and receiving with DTLS is just the same as 

with TLS. The functions used are SSL_write () for 

sending and SSL_read () for receiving. Both return the 

number of bytes sent and received, respectively. In case 

-1 is returned, an error handling is necessary, because 

there are several reasons why this could have happened. 

The function SSL_get_error () determines if and what 

kind of error occurred. This is the same for sending and 

receiving, and should be done after every SSL_Read() 

and SSL_Write() call. Return value Description 

SSL_ERROR_NONE No error. 

SSL_ERROR_ZERO_RETURN Transport connection 

closed. Reading/Writing had to be interrupted, just try 

again. SSL_ERROR_WANT_CONNECT, 

SSL_ERROR_WANT_ACCEPT 

Connecting/Accepting had to be interrupted, just try 

again. SSL_ERROR_WANT_X509_LOOKUP 

Interrupt for certificate lookup. Try again. 

SSL_ERROR_SYSCALL Socket error. 

SSL_ERROR_SSL SSL protocol error, connection 

failed. The return value SSL_ERROR_SYSCALL 

indicates that a problem occurred while calling 

recvfrom () or sendto () internally [3]. The kind of error 

can be determined with the errno variable. Usually, a 

socket error is fatal and the connection cannot be 

continued, for example after ENOMEM that is no 

memory left. However, some errors, like 

ECONNRESET (“Connection reset by peer”), may be 

ignored. This error only occurs when the peer closed its 

port, thus dropped a packet and notifies this with an 

Internet Control Message Protocol (ICMP) message.  

Such a message can easily be faked by an attacker to 

shut down the connection. Instead, the Heartbeat 

Extension should be used to check the peer's 

availability. 

 

B.  Sctp Api 
 

To use DTLS with SCTP, an equivalent BIO object is 

necessary. An SCTP aware Bio object can be created 

with the function BIO_dgram_sctp_new (). Since SCTP 

supports one-one style connections, DTLSv1_listen () 

must not be used, and the connection handling can be 

just done by creating a new socket for each and every 

incoming connection with accept () and calling 

SSL_accept () which after some time  performs and 

streams, the API of the BIO object has been extended. 

SCTP supports notifications, which are informational 

messages sent by the stack protocol via the socket read 

International Journal of Pure and Applied Mathematics Special Issue

110



call[3]. They can’t be passed to DTLS layer for 

decryption because they are neither encrypted nor valid 

DTLS message and thus would be discarded. To 

recover notifications a call back function can be 

registered with BIO object, which is then called for 

each incoming notification. The Paper flows as; in 

section 1.2 we are explaining literature survey on 

DTLS. 

 

5.  DTLS Advantages 

 

DTLS can be used to provide reliability for handshake 

and the major improvement of Transport layer security 

is it can provide association to the channel. Datagram

Fig 5: moments of the nodes layer use easy 

transmission meter which handles the  packet failure. It 

uses implicit series numbering rather than explicit one 

accepted in the series numbering which was carried in 

the documentation. 

 

6.  Issues in IoT 
 

The privacy issues in IoT are categorized into three: 

Authentication, confidentiality and access control. 

Authentication is to recognize the potential for enabling 

new ways of authenticating users via things and devices 

around us. And the confidentiality ensures the data only 

if it is readable by the proposed destination. Access 

control is a technique which is used to prevent a 

computer or a network component from being 

compromised. Authentication makes use of a custom 

encapsulation mechanism namely smart b

security IoT application protocol [9].  

 The validation and controlling of method is to 

accessible in authentication and integrity in perception 

layer of IoT aim at establishment of elliptical 

graphical curvature and light weight encrypted m

Access control mechanisms are to manage a qualitative 

ability, which enhances shared validation between the 

client and the antenna modes, and also solve the source 

constraining problem at appliance stage. 

Figure 3.  Security Challenges in IoT

 

Confidentiality and integrity is to analyze whether the 

key in the managing system will be useful for IoT. 
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Security Challenges in IoT 

fidentiality and integrity is to analyze whether the 

key in the managing system will be useful for IoT. 

These specially aim the difficulty of light weight 

ciphering in all-encompassing environment. 

Mechanism for standardized protocol for validation and 

a understandable meaning with in IoT infrastructure.

 

7.  Results 

 

Graph 1.  Average handshake time

In the DTLS there is two types of authentication which 

are fully authentication and server authentication .The 

DTLS handshake takes different bit of time for

hop, multi-hop. We have taken 2048 bit key and 1024 

bit key and we see that the multi

to send long DTLS messages. The graph shows the 

average handshake latency. 

Graph 2.  Energy Consumed by DTLS messages

This graph tell the energy consumed by the individual 

DTLS messages which are ClientHello (CH),Client 

Hello with cookie (CH(C)), Clientkeyexchange (CKE), 

HelloVerify, ServerHello (SH), Serverhellodone 

(SHD). 

 

These specially aim the difficulty of light weight 

encompassing environment. 

Mechanism for standardized protocol for validation and 

nderstandable meaning with in IoT infrastructure. 

 

 

Average handshake time 

In the DTLS there is two types of authentication which 

are fully authentication and server authentication .The 

DTLS handshake takes different bit of time for single 

hop. We have taken 2048 bit key and 1024 

bit key and we see that the multi-hop takes more time 

to send long DTLS messages. The graph shows the 

 

Energy Consumed by DTLS messages 

ergy consumed by the individual 

DTLS messages which are ClientHello (CH),Client 

Hello with cookie (CH(C)), Clientkeyexchange (CKE), 

HelloVerify, ServerHello (SH), Serverhellodone 
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Graph 3. Current utilized by the DTLS handshake

As we can see the graph which shows the current 

drawn for the DTLS handshake process. Comparatively 

from the before work very less current is drawn.

Figure 4.  Simulation results of Contiki Network

This is the Contiki environment, we are using C

simulator where there are our motes and here we are 

using sky mote which has a less range compared to the 

other motes like Z1 mote. The blue lines indicates the 

movement of message from the client to server and the 

DTLS is providing security and is authenticating the 

messages which are getting transferred from client to 

server and the above graph shows how the DTLS 

handshake is done. 

Figure 5.  Movement of Timeline sharing motes

 
This timeline which is showing the work or the 

movement of the different four motes and this timel

is called as mote timeline which gives the details of the 

motes. 

 

8.  Conclusion 
 

The commonly deployed TLS protocol always works 

only with TCP without any limitation and is chosen to 

secure unreliable protocol like UDP with special 

characteristics like SCTP. DTLS is used for 

modification purpose and the dependences of transport 

protocol have been removed so that DTLS may not 

need any characteristics. Open SSL consists of DTLS 

implementation for UDP with major improvements.

With the addition of DTLS in Open SSL, it is available

in many platforms and is even used for most of the 

source operating systems. More over applications that 

Current utilized by the DTLS handshake 

aph which shows the current 

drawn for the DTLS handshake process. Comparatively 

from the before work very less current is drawn. 
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Movement of Timeline sharing motes 

This timeline which is showing the work or the 

movement of the different four motes and this timeline 

is called as mote timeline which gives the details of the 

The commonly deployed TLS protocol always works 

only with TCP without any limitation and is chosen to 

secure unreliable protocol like UDP with special 

like SCTP. DTLS is used for 

modification purpose and the dependences of transport 

protocol have been removed so that DTLS may not 

need any characteristics. Open SSL consists of DTLS 

implementation for UDP with major improvements. 

in Open SSL, it is available 

in many platforms and is even used for most of the 

source operating systems. More over applications that 

make use of DTLS without relying on the operating 

system. It can also deploy a static build with new open 

SSL which is to be released. This may allow us to use 

DTLS on constrained mobile platforms like Apple ios 

AND Android. 
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