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Abstract: Cloud computing is one of the computing 

techniques based on internet. As in past, the people 

used to run programs and applications through 

softwares that are downloaded on  physical servers or 

computers, though cloud computing makes it possible 

for users access to same applications via internet whose 

resources are geographically located elsewhere. For 

cloud computing it is important to provide real time 

data security for large amounts of data. The highest 

priority is given to security as well as confidentiality of 

user’s data according to a recent study on cloud 

security. All the data backups are being sent to third 

party cloud storage services resulting in reduced data 

management costs. Hence, security for the data is very 

crucial, which is also taken care by the third parties. 

Due to cloud’s very nature of access control, identity 

management, shared resource, and privacy all have 

become a matter of significant concern. Hence, in this 

paper we have implemented a framework known as 

Hypervisor Security Framework (HSF) that has been 

modified for securing the data stored in cloud. In this 

paper, we have explained the components and overview 

of HSF and the methods to strengthen the 3rd Layer of 

HSF to protect data security. HSF provides security 

with multilayers comprising of three layers: 1) Firewall 

2) Identity Management 3) Double Encryption. We 

provide an understanding of how to consolidate security 

features with value-added concepts into today's services 

relating to cloud by upgrading the 3rd Layer. 

Keywords: Cloud Computing, Data Security, Security 

Framework, HSF. 

 

1. Introduction 

1.1 Cloud Computing 

In spite of a number of research works having tried to 

explain cloud computing, a standard definition does not 

exist. Hosted services delivered through internet is 

known as Cloud Computing. It is the routine of using a 

hosted network of remote servers through Internet to 

process, store and manage data, in spite of a local 

server or a PC. Cloud Computing helps a company to 

benefit with respect to a computing resource, just like a 

VM, as a utility – for example electricity – in spite of 

having to frame and sustain computing resources in 

house. 

 

1.2 Why Is Security in Virtual Environments Needed? 

The aim of security in a virtual environment are very 

common. This layer is supposed to protect all the 

information and computing resources such that only an 

authorized user can use them [2]. It might seem to be 

simple in concept but is exceedingly hard to implement 

practically. 

As and when a new application or layer of 

virtualization is added, new areas to attack are created. 

When moving various functions to a virtual 

environment, the organizations must keep in mind the 

security risks and implement the appropriate security 

mechanisms. 

1.3 Cloud Security Risks 

1.3.1 Spoofing 

IP spoofing is used by the attackers to define a system 

communicating with a known entity that is trusted to 

give access of attacker to the system. Attack on internet 

connected systems which provides different TCP/IP 

services, might happen due to adjustment of packet at 

TCP segment [1]. Instead of its own IP address to 

target, host attacker sends packet with known IP source 

address of trusted host. Packet may be accepted by the 

target host and move on it. 

1.3.2 Man in the Middle 

In the man in the middle attack, P is substituted with 

his/her public key of A that involves an attacker. Using 

P’s public key if anyone desire to send encrypted 

message to P i.e. unknowingly using A’s public key. 

Hence the message intended for P can be read by A. P 

will never be wiser if it is encrypted in P’s original 

public key where the message on to P was sent by A. 

Obviously, before resending the message to P  it could 

be modified by A. 

1.3.3 Rebroadcast 

This occurs when the attacker intercepts and tries to 

send the old messages in future, by impersonating one 

participant. Through the use of a string or random 

number, called nonce is one of the method to make that 

attack much   hard to complete. 

1.3.4 TCP Reinstating 

A session between network server and a trusted client is 

attacked by hijacks, or attacker steals. The server 
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prolongs the dialog with trusted client believing that it 

was communicating, when the attacking computer 

substitutes its IP address for trusted client [1]. 

1.4 Virtualized Environment Threats 

Infrastructures created using virtualization mechanisms 

should properly evaluate the risks that may occur. It 

should also check the vulnerability that may exist in the 

technology [5]. So it is necessary to identify the threats 

that can accomplish those vulnerabilities and provide 

better security.   

1.4.1 Operational Threats 

There are many threats that can occur anywhere in 

information technologies, this threats may be accidental 

in nature or may be employee mistake. There may be 

even malicious attacks like data trying to attack by the 

insider or trying to enter inside bye the external 

attacker. Such attacks can also happen to virtualized 

environment. Here are some threats that need to be 

considering while estimating the risks in the virtualized 

environment. 

1.4.2 VM Sprawl 

It is easy to create illegal VMs, then such VMs can be 

updated easily which leads to vulnerability. VM sprawl 

is mainly defined as a number of virtual machines 

created on the network without any control on it. This 

will lead to the problem with confidentiality of the data, 

due to which data can be seen to any one and can 

change or update by anyone [5]. 

1.4.3 Lack of Visibility 

There are many virtual networks in the environment but 

are not properly monitors fully. There may be internal 

traffic problem with the virtual network which is not 

properly monitored by the external security or any 

networking tools.  The traffic between guest VMs and 

underlying hypervisor is often not properly examined, 

which will easily show the way to hidden security risks 

[5]. Virtual network environment should be monitored 

proper otherwise, it may be very dangerous. Sometimes 

some sensitive data can be left in the environment, 

which will only be helping to attackers to attack and 

steal the data. 

1.4.4 Irregular Separation of Duties 

In virtual environment, dissociation of duties for people 

handling applications, networks, and systems is often 

lacking. To manage VM's we need different groups; 

groups are required to control the real virtualization 

infrastructure, third-party add-ons, storage and database 

components and other moving parts are to be accessed 

by the others. Divergent teams don’t know how they 

should   manage their parts of virtual infrastructure this 

frequently ends up being a political battle. It could be 

big security risk if we grant any unilateral access to 

particular group, Virtualization team must handle the 

networking systems and virtual switches, or the 

network administrators must control. Dedicated 

virtualization team or windows administrators must 

manage the VMware's vCenter of administration 

console systems [5]. In virtualized environments, it 

becomes big issue with applications in granting too 

many rights and privileges to certain admins or to VMs 

themselves. Use cases can be challenging from a 

governance perspective in defining granular roles for 

particular groups, within the different virtualization 

vendors and the technical controls in it, products might 

not accommodate security needs adequately. To focus 

on virtualized organisations the key area is the change 

and configuration management. 

1.4.8 Malware-Based Threats 

There are also more threats except operational threats, 

they are malware based threats. There are more threats 

appeared regarding virtualization technology, in which 

some of them may be realistic and some may be 

hypothetic. 

1.4.9 VM-Aware Malware 

This threat has been identified in multiple situations. It 

will tell whether they were running on a virtual or 

physical host by just knowing about the memory and 

hardware attributes, or by knowing the location of 

memory, or by behaviour of function. If malware 

detects that they are running in the virtual environment, 

then they simply refuse to run or will not run as they 

run on physical host. Nowadays security professional 

try to use VMs for detection malware. 

1.5 Cloud Security Techniques 

1.5.1 Trusted Third Party 

Trusted third party cryptographic services will provide 

security by using encryption and decryption for the data 

kept in cloud. This type of solutions will rely on the 

third party which performs these cryptographic 

operations [3]. Here the cloud provider and trusted third 

party will never connive. The main goal of trusted third 

party is to delegate TTP to carry out encryption and 

decryption for cloud client or managing multiple keys 

to provide security.  

1.5.2 Trusted Third Party-Based Key Management 

Services 

These type of services will manage key because there 

are many VMs running on untrusted cloud. A key is 

used for performing cryptographic operations like 

encryption and decryption. The key for encryption and 

decryption may be same or may be different [3]. As 

there is untrusted service provider, so the confidential 

key need to be managed, so that the key should not be 

known to anyone. If the is known to unauthorized user, 

then the data will not be safe. There are many 

cryptographic techniques for performing encryption 
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and decryption and securing the data stored in the 

cloud.   

1.5.3 Trusted Third Party-Based Cryptographic 

Services 

TTP-based cryptographic services are used to perform 

cryptographic services between the user and untrusted 

cloud provider. While storing the data in cloud, the user 

encrypts the data and transferred to the untrusted cloud 

[3]. Then untrusted cloud will store the encrypted data 

and give the data to user whenever asked, for 

decryption. 

1.6 Hypervisor 

Hypervisor or virtual machine monitor is software that 

create and runs multiple virtual machines. Host 

machine is that on whom hypervisor runs single or 

multiple VMs, where individual VM is called as Guest 

Machine. 

1.6.1 Hypervisor Threats 

Hypervisor is part of virtual machine. Hypervisor will 

allow the resource sharing and VM isolation. There 

may be many intentional attacks occur to the 

hypervisor, the ability to withstand that attacks will 

determine the how strong the virtual machine is [1]. 

The hypervisor is mostly susceptible for risks because 

it is a software program. If the volume and complexity 

of the code increases, then the risks of attacks will also 

increase. Many vulnerabilities are inherited inside the 

hypervisor such as external modification to hypervisor, 

rogue hypervisor rootkits and VM escape. Here are 

some risks below: 

1.6.2 Rogue Hypervisors 

Rootkits will target virtualization especially in 

hypervisor. Virtual Machine based rootkits can cover 

the data from malware detection systems by forming 

"rogue" hypervisor and create a channel which dumps 

incorrect or unauthorized code [1]. Some malware tries 

to identify whether the system it has affected is virtual 

or traditional, if it is shown that it is virtual then it 

remains inactive and hide until it penetrates and 

execute through traditional attacker. 

1.6.3 Hypervisor External Modification 

There may be many hypervisors which may be poorly 

protected an also be attacked by the attacker. Here the 

virtual machines may allow the hypervisor for direct 

modification to its hypervisor by an unauthorized user 

or external criminal attacker. This type of attack occurs 

in the hypervisor that will not validate the hypervisor as 

an orderly process. 

1.6.4 VM Escape 

There may be many improperly configured VM that 

may easily get attacked by the attacker. This type of 

VM can completely bypass virtual environment and can 

steal complete file. This results in a maximum failure 

of security of the system and called as VM escape. 

VM escape will determine the ability of the attacker to 

execute the arbitrary code on virtual machines physical 

host, just by “escaping" hypervisor. 

1.7 Existing Security Aspects about Hypervisors 

For traditional security measures of hypervisor we use 

Hypervisor security as application. In virtualization 

security this is the principle component. The complete 

management for virtualized system is the Hypervisor. 

When the hypervisor gets compromised, then all the 

VMs that are controlled or created by the hypervisor 

also gets compromised. Whereas when the security of 

the hypervisor is much stronger , for the attacker it will 

be hard to compromise all the VMs. For native 

virtualization architecture at present there are countless 

ways to provide access control for hypervisor. For 

example, in order to launch the hypervisor hardware 

token will be possessed by the administrator. In native 

virtualization architecture, attacks on hypervisor is 

presently not known so executing hypervisor security 

on particular architecture was almost irrelevant. To 

protect the hypervisor currently they implemented 

standard ways to secure running process on an OS for 

hosted virtualization architecture. Hypervisor can be 

protected from unauthorized access through some 

security measures such as networking, automatic 

updating, introspection on guest OS's, and access 

control. Generally, these elements of security are 

implemented in software and also to retain the security 

features of hypervisor up to date. 

1.8 Encryption 

Encryption is concealing the data or process of 

encoding the data in a way that no unauthorized user 

can access that data. In scheme of encryption the 

required information or message, known as plaintext, is 

encrypted by an encryption algorithm, that generates 

cipher text if decrypted only can be read. The 

protection for online data is somewhat difficult or 

complex, as its evolving now a day so it is better to 

provide layered security. Layered security is better 

because if any fraud happens it can be identified at any 

level and can provide better security. 

1.9 Cloud Encryption Standards 

To safeguard sensitive data stored and processed 

through the internet, networks, wireless devices and 

mobiles we use cloud encryption. To protect extrovert 

data in cloud encryption algorithms are used, if once it's 

outside an enterprise that data is not unprotected. To 

achieve concurrence with industry directives we often 

use data encryption, including PCI DSS and HIPAA is 

a necessary cloud data security tool for organizations 

utilizing popular SaaS applications. When it comes to 

the intensity of their encryption solutions users of cloud 
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encryption have their own choices, and levels have 

appeared across industries and jurisdictions to give 

level of assurance and consistency. Many commercial 

businesses presently following federal government 

encryption standard located in U.S. because of its 

strong level of encryption and maturity. 

1.10 Cloud Encryption Techniques 

One of the perfect ways to protect concealing of the 

data in the cloud is to apply encryption for the data.  To 

provide a security for the data that is stored by the user 

in the cloud, encryption is considered as best tool that 

can be used without any efforts [4]. User can strongly 

protect cloud services by identifying that their data is 

secured with the encryption. 

(1) RSA,  is one of the cryptographic algorithm that has 

two keys, one for encrypting and another for decrypting 

which is kept as secret. 

In digital signature including RSA algorithm design 

is used to protect the data in cloud[4]. Digital signature 

will be encrypt the data with public key which is 

known to all, but will decrypt with their own private 

key, that is known to the authorized user only. 

(2) Data Encryption Standard (DES) and Simplified 

Data Encryption Standard (S-DES), which uses same 

key for both encryption and decryption and provide 

security to the data. 

In SDES & DES there will be a64 bit block size 

which will be divided in two parts with the help of 

black coloured box. Where right part contains 2 bits 

and left part contains 6 bits. These 6 bits are called as 

superior function. These 6 bits will be further divided 

in to 2 parts first 2 bits represented the rows and last 2 

bits represented by the columns. The values can be 

identified by using rows and columns is implemented 

to 8 octets vigenere block and result is of 64 bit.4 new 

octants are constructed for further division and 4 bits 

are joined on right parts [4]. Finally, right and left parts 

will be X-OR to get left half arrangement. 

(3) Secure Socket Layer (SSL) is 128-bit encryption, 

it is frequently used for manage the cloud security and 

message passage on Internet and it uses both public and 

private key encryption system for security. 

In SSL 128-bit encryption will be used and 

converted to 256-bit encryption to connect the 

encrypted data user where the user requires a valid 

identification and password. There will be 3 layers in 

this SSL technique in which each layer will be perform 

different tasks to secure data in cloud [4]. It is the eight 

recent encryption design too gets fast and high security 

design which is based on cloud infrastructure. 

2. Literature Survey 

2.1 Existing Algorithms 

2.1.1  s-DES 

The function will accept two different lengths of input, 

they are 32 bits and 48 bits and output will be 32 bits. 

Here L and R are used for the operation on data 

whereas C and D are used for operation on keys. The 

key which is used in any round is only the left cyclic 

shift and the permuted contracted value of that value is 

used in the previous round. 

ci==lcSi (ci-1) 

di=lcSi (di-1) 

ki=pc2 (ci, di) 

Where, 

lcSi – Left cyclic shift of round i. 

pc2 - Function which permits a 56 bits into 48 bits 

Step 1: Initially take 64 bits for input and 56 bits for 

key. Divide input and key into two halves with 32 bits 

each of input and 28 bits each of key. 

Step 2: the 32 bits of data from Ri-1 is expanded from 

E-box expansion and is permuted and produces 48 bits. 

These 48 bits after permuted is combined with 48 bits 

of key, which produce an output of 48 bits. 

Step 3: The output from E-box will become the input to 

the S-box substitution and produces the output as 32 

bits. 

Step 4: The 32-bit data is sent to P-box, which 

permutes the output of S-box without varying the size 

of the data then it finally produces 32 bits as an output. 

Step 5: The 32 bits generated from P-box will combine 

with 32 bits of data from Li-1 and produce output as Ri 

with 32 bits. 

Step 6: The Ri-1 will become Li with 32 bits. 

Key generation: 

Step 7: The 28 bits from each Ci-1 and Di-1 will be 

circulated to left cyclic shift of 1 or 2 bits. 

Step 8: Complete 56 bits are permuted and filtered into 

48 bits. 

Step 9: Finally, Ci and Di will produce 56 bits of data. 

2.1.2  RSA  

Key generation 

Step 1: Select two prime number let it be p and q, 

where p and q should be any random number with 

varying length by some digits but with same 

magnitude. 

Step 2: Compute n=pq and that n value is determined as 

key length. 

Step 3: Calculate λ (n) = LCM (λ (p), λ (q)) =LCM (p− 

1, q− 1), where λ value should be known to no one, it 
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should be private.  

Step 4: Choose any integer e such that it should be in 

range 1<e<λ and gcd (e, λ) =1, that is e and λ

co-prime. 

Step 5: Calculate d value as d≡e−1 (mod (n

Calculation of Encryption: 

Step 6: Let ‘m’ be the message such that gcd (m,n)=1 

and 0<=m<n, c be the cipher text, e be the public key 

and calculation for c=me (mod n). 

Calculation of Decryption: 

Step 7: Let c
d
 be the decrypting message and d be the 

private key 

cd=(me)d =m (mod n) 

2.2 Drawbacks 

2.2.1  s-DES 

1. DES is slow, because it is not designed for the 

software. 

2. There are chances for breaking the encryption code, 

as     many new technologies are evolving now a days.

3. As DES uses similar keys for both encryption 

decryption, if the key is lost after encrypting then we 

cannot decrypt the data and make it readable. 

2.2.2  RSA 

1. Using small primes. 

2. Using primes that are very close. 

3. Two people using the same N, receiving the 

same message. 

 

3. Proposed System 

3.1 HSF (Hypervisor Security Framework)

The proposed elements in HSF with multilayers include 

Firewall and Intrusion Detection System (IDS)[6], this 

systematic security framework introduces better 

defence. Following is the description of layers:

1
st
 Layer: Firewall 

Restricted members are only allowed to access.

2
nd

 Layer: IDS 

The identity management layer is implemented to make 

sure that right level of access is granted only to the 

right person. 

3
rd

 Layer: Double Encryption 

Being an innovative approach, Double Enc

enforces top down policy based security management. 

This feature monitors and enhances the behaviour of 

the multi-layered entity and assures end

continuous protection. 

We use RSA as The First Encryption Step and s

Step 4: Choose any integer e such that it should be in 

) =1, that is e and λ should be 

n)) 

Step 6: Let ‘m’ be the message such that gcd (m,n)=1 

and 0<=m<n, c be the cipher text, e be the public key 

be the decrypting message and d be the 

1. DES is slow, because it is not designed for the 

2. There are chances for breaking the encryption code, 

as     many new technologies are evolving now a days. 

3. As DES uses similar keys for both encryption and 

decryption, if the key is lost after encrypting then we 

cannot decrypt the data and make it readable.  

Two people using the same N, receiving the 

(Hypervisor Security Framework) 

The proposed elements in HSF with multilayers include 

Firewall and Intrusion Detection System (IDS)[6], this 

systematic security framework introduces better 

defence. Following is the description of layers: 

Restricted members are only allowed to access. 

The identity management layer is implemented to make 

sure that right level of access is granted only to the 

Being an innovative approach, Double Encryption, 

enforces top down policy based security management. 

This feature monitors and enhances the behaviour of 

layered entity and assures end-to-end 

We use RSA as The First Encryption Step and s-

DES as The Second Encryption Step.

Let the file to be stored in the cloud be “File”.

The Guest VM implements the RSA Encryption 

Algorithm to encrypt all of the data present in File.

File1=E (File, e, n) [The First Encryption Step]

The Guest VM sends the file “File1” to the 

hypervisor to store it in the cloud. 

 

Figure 1. storing cycle I

Figure 2. storing cycle II

The hypervisor stores the File1 in the hardware 

resources available with the cloud provider.

The Memory Address of File1 is sent to the 

hypervisor (MA1). 

on Step. 

Let the file to be stored in the cloud be “File”. 

The Guest VM implements the RSA Encryption 

Algorithm to encrypt all of the data present in File. 

[The First Encryption Step] 

The Guest VM sends the file “File1” to the 

 

 

storing cycle I 

 

storing cycle II 

The hypervisor stores the File1 in the hardware 

resources available with the cloud provider. 

The Memory Address of File1 is sent to the 
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This memory address is encrypted by DES 

Algorithm to keep the original address hidden from the 

external parties. 

MA2=E (MA1, s) [The Second Encryption Step]

Hence the hypervisor stores the following 

information in its repository: 

File1 – MA2 

 

Figure 3. Fetching cycle I 

When the Guest VM is in need of File, it requests 

for the File1 form the hypervisor. 

Since the Hypervisor repository shows that File1 is 

stored in MA2, it first decrypts the MA2 with its own 

secret key to obtain MA1. 

MA1=D (MA2, s) 

Hence the file present in Memory Address MA1 is 

retrieved, i.e., File1. 

Figure 4. Fetching cycle II 

memory address is encrypted by DES 

Algorithm to keep the original address hidden from the 

[The Second Encryption Step] 

Hence the hypervisor stores the following 

 

When the Guest VM is in need of File, it requests 

Since the Hypervisor repository shows that File1 is 

stored in MA2, it first decrypts the MA2 with its own 

e present in Memory Address MA1 is 

 

 

The file present in MA1 is forwarded to the Guest 

VM, i.e., File1. 

The Guest VM now decrypts the File1 with its 

private key to obtain the original contents of the File

File=D (File1, d, n) 

Hence the Guest VM now obtains its required 

original file “File”. 

4. Conclusion

We have proposed this approach to secure the 

hypervisor from third party attacks as well as ensuring 

Data Security to the Guest VMs who desire to store 

their confidential data with the Cloud Service provider. 

By this approach one's own data even if leaked into 

wrong hands will not be of any use due to the encrypted 

cryptic text. Mostly to tackle the Man in Middle attacks 

we have proposed the First Encrypt

before leaving the owner's network. To handle brute 

force attacks on the hypervisor and trying to steal the 

data which is not intended to it is also handled by 

Second Encryption Step. 
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